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PREFACE

Every effort has been made to ensure that the information in this document is complete,
accurate, and up-to-date. The manufacturer assumes no responsibility for the results of
errors beyond its control. The manufacturer also cannot guarantee that changes in software
and equipment made by other manufacturers and referred to in this guide will not affect
the applicability of the information in it. Mention of software products manufactured by
other companies does not necessarily constitute endorsement by the manufacturer.

While all reasonable efforts have been made to make this document as accurate and helpful
as possible, we make no warranty of any kind, expressed or implied, as to the accuracy or
completeness of the information contained herein.

Copyright © 2009 Oki Data Corporation. All rights reserved.

Oki is a registered trademark of Oki Electric Industry Company, Ltd.

Oki Printing Solutions is a trademark of Oki Data Corporation.

Microsoft, MS-DOS and Windows are registered trademarks of Microsoft Corporation.
Apple, Macintosh, Mac and Mac OS are registered trademarks of Apple Inc.

Other product names and brand names are registered trademarks or trademarks of their
proprietors.
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NOTES, CAUTIONS AND WARNINGS

NOTE
A note provides additional information to supplement the main text.

CAUTION!

A caution provides additional information which, if ignored, may
result in equipment malfunction or damage.

A warning provides additional information which, if ignored, may
result in a risk of personal injury.

Specifications subject to change without notice. All trademarks acknowledged.
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DOCUMENT SECURITY

Document security can be breached in many ways. Some are obvious and can be remedied
quite easily;

> Unattended documents left in a printer’s output tray. Even one connected “one-to-
one” with a computer.

> Worse still, unattended documents left in a networked printer’s output tray, for all to
seel

> Personnel possessing confidential documents off-site.
Other security risks may not be so obvious.

As printers and multi-function products become more sophisticated so must the security
measures to ensure your valuable data is kept secure.

If left unprotected, access to records can be achieved via a networked machine. On-board
hard disk drives (HDDs) may contain confidential data such as PIN numbers, personnel
names and IP addresses as well as raw text.

Your machine has a humber of valuable features which, when enabled, reduce the risk of
security breaches.

The following chapters guide you through the initial set up and also explain how you use
the secure printing features.

GLOSSARY

IP Internet Protocol

HDD Hard Disk Drive

MAC Address Media Access Control Address
PIN Personal Identification Number
SSL Secure Sockets Layer

TLS Transport Layer Security
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SETTING THE SECURITY

Although, in most cases, it is possible to program your machine via the operator panel, the
most effective way is via the web page.

NOTE

Example screenshots are used throughout this manual and as such may not
represent the screens displayed for your machine. Some of the features shown
on the example screenshots may not be available on your machine.

ACCESSING THE WEB PAGE

Type the IP address of the machine in the URL field of your browser and then press Enter.
The machine web page appears. For example:
http://10.18.207.15

3 Microsoft Internet Explorer EEX)
o

File Edt Vew Favortes Tods Help

Qui- © BB & Lo Foreons @3- & g s

acivess €] hetpiff10.18.207.115) VB |k >

My Printer

ebrintor status

ePrinter Summary

eNetwork summary

» Job List
» Print Printer Information Print Service Enabled
» Links Printer Name OKI-XXXXX ~CBOEA4 LPR L
1P Address 10.18.207.115 Port9100 @
Rilministrator Togin MAG Address 00:80:87:CB:0E:A+ FTP &)
Printer Location PP o
Printer Serial Number AA71000812 NetWare ®
= PServer
Printer Asset Number
Contact Name Nevare (@]
- Administrator
EtherTalk @
Tray1 A4LEF e °
MPTray A4 SEF
T e Setting Service  Enabled
Hard Disk Installed BRE @
Memory 256 MB WEB (]
Telnet O
version Information
NetBEUI @
cu EL03
PU 00.00.32
Network Firmware  06.51
Web Remote w6.51
web Language W6.51

Copyright {c) 2006 Oki Data Corporation. All rights reserved
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ADJUSTING THE SECURITY SETTINGS

You must log on as the administrator to adjust the security settings.

NOTE

The Administrative Settings are blocked by a password. The factory settings
are:

Username: admin
Password: last 6 digits of the MAC address

Note: Entries are case sensitive.

It is recommended that the system administrator creates a new password,
refer to "Password configuration” on page 14.

1. Click Administrator Login.
2. Enter the correct user name and password.
3. Click Login.

The initial administration entry screen is displayed.

A Microsoft Internet Explorer [BEE
»

Fle Edt View Favortes Toos Help

Qe - @ [¥] [B B Posoaar Prramies ) (3~ I 3

pddress @] hitps//10.18,207.115setupfrm.tm B> B

PRINTING SOLUTIONS

Setup Printer

This is the first Iogin to the printer web pags.
If you would like to perform basic setup of the devics, please complete the fields, and
press "OK”, Otherwise press "SKIF",

Printer Identification
Printer Name |OKI-XXXXX-CBOEA4 | (112,31 characters)

This s the devices idantity on the network (sysiame, and Printer

Hame)
The Printer Name can be applisd to the fallowing by checking the boxes

[0 Metware Print Server Name
[ Netware Printer Name
[ EtherTalk
Short Printer Name [30000-CBOEAS | (s, 15chsrscters)

o WINS and NEtRELL A masimum a1
can be usad (alpha/numeric characte Care

Printer Location [ | (Maxizss charactars)

Printer Asset Number [ e B

Contact Name L e
TcP/IP ENABLE

NetBEUT [EncBLE v

Netware [Enaele v

EtherTalk [eneee ]

oK SKIP | e not shaw this page again.

& &
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4. Click Skip to navigate to the main menu page.

2 Microsoft Internet Explorer

File Edt Wiew Favorites Tools Help
Qe - © ¥ [B @ Psowch Frraoies & (3- L B ) L A

ciress | ] htpif[10,16.207,1 15jind_ad bt B s

PRINTING SOLUTIONS

tor Statu
tor Status P yan s0%
ePrinter Information ONLINE Magents: I | s0%
iniormation Status Window g ] 555
esupplies Black: | | s0%
iistes D et Printer Information Print Service  Enabled
woeneral Printer Name OKI- XXXXX -CBOEA4 LPR ®
erEEER02.1x
1P Address 10.18.207.115 Port9100 @
oTcR /1P
MAG Address 00:80:87:CB:0E:A% FIp ©]
eNetBEUT - -
Printer Location PP O
app
Printer Serial Number AA71009812 NetWare o
s PServer
e Printer Asset Number
el Netware
Gontact Name - O
enetwrare it RPrinter
*EtherTalk EtherTalk ®
esnTp oyl ATEER NetBEUT e}
eMaintenance METEY) ShSEE
¥ iiton Duplex Installed
Hard Disk Installed
» Network
Memory 256 MB
» Job List Telnet ]
Version Information
» Print NetBEUI @
cu E1.08
» i
SEcLy o 00.00.32
» Maintenance Network Firmware 0651
» Links Web Remote W6.51
Web Language we.51
Copyright (c) 2006 OK Data Carporation. Al rights reserved
S iR

o &0 lom

5. From the left hand menu select Security.

Fle Edt View Favories Toos Help
a-0id3

)

Qe » @[] [B] @ DO sencn Fpraones &)

actitess |1 httpif]10.18.207. L1Sfsecurityfm. him v B ks ?

OKI

PRINTING SOLUTIONS

s — B
Protocol

» Printer
TeR/IP EncBLE

»
Hatiork NetBEUT ENABLE ¥
» Job Li
Job List Netware ENABLE v
» Print
EtherTalk ENABLE v

:
+panel odkont Web (Portno. 19 EO

£, you can't sccess from your Web browser,

IPP (Port No. : 621) DISABLE ¥
SMAC Address Filtering
essLTLs Telnet DISABLE ¥
sPassword Configuration FTP DISABLE ¥

» Maintenance SNMP ENABLE

*IP Filtering

» Links PoP DISABLE v
SNTP DISABLE &
Local Ports ENABLE v
Port Number

You can not set port number that is already used
web (50 Jaa-essamn
pop [110 Je-essan
sMTP 25 Jaessam

Submit Cancel Press Submit to send changes, Press Cancel to dlear changes,

Refer to the following chapters for instructions on how to set your security preferences.

NOTE
High level instructions are given, for more details refer to the information on
screen.
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PROTOCOL ON/OFF
To set up the security protocol:
1. From the left hand panel select Protocol ON/OFF.

3 Microsoft Internet Explorer [BEE
Fie Edt View Favorkes Toos Help i
Qe - © ¥ B & Poseaen Jorewmes @ - @ [JE B

pcdress | @] hetpiff10.18.207 . 115 securityFrm. hem VB ks

PRINTING SOLUTIONS

» Status

TCR/IP ENABLE
.
Network NetBEUT ENABLE v
Job List NetWare ENABLE v
» Print
EtherTalk ENABLE
—_—
+Panel tockout D) EnsBLE v

» printer

IF "DISABLE", y. 't from your Web b

o1p Filtering s

IPP (PortNo.:631) DISABLE ¥
+MAC Address Filtering
i Telnet DISABLE v
*Password tanfiguration FTP [pisseLe v|
% Maintenance SAMP ENABLE
» Links pop DISABLE ¥

SNTP DISABLE ¥

Local Ports ENABLE ¥

Port Number

You can not set port number that is already used

web 80 |(1-e353m)

POP 110 |(1-e5539)

SMTP 25 |(1-65533)

Submit Cancel Press Submit to send changes. Press Cancel to clear changes.

a @ rrener

e {,,@m (552

2. From the drop down menus select ENABLE / DISABLE as appropriate.
3. Input the port numbers as appropriate.

4. Click Submit to save the changes or Cancel to exit.
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PANEL LOCKOUT
To activate the lockout facility on the printer control panel:

1. From the left hand panel select Panel Lockout.

[BEIE
:,l

odls  Help
Q- © ¥ B &) Pseoch Sorens @ - @ [JE 3
ackivess | @] hetpi10.18.207 115 securityFrm.Ftm VB ks >

PRINTING SOLUTIONS

» Status

» Pprinter —_—

UNLOCK ¥
» Network s
» Job List
» Print

eProtocol ON/OFF

oIP Filtering

MAC Address Filtaring
essL/TLS

ePassword Configuration
» Maintenance

» Links

Submit Cancel Press Submit to send changes. Press Cancel to clear changes.

] http:10.18.207.1 15 lack htm ® Internet

2. From the drop down menu select LOCK.
3. Click Submit to save the changes or Cancel to exit.
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IP FILTERING
To enable IP filtering:
1. From the left hand panel select IP Filtering.

3 Microsoft Internet Explorer, (@]
File Edit View Favorites Tools Help

Q- © - [¥ [B] € D sewen Fpravones &) (- DE 3

Acdress | ] http:ff10.18.207 115 securityfim. htm ¥ B0 ks >

OKI

PRINTING SOLUTIONS

» Status &
1P Filtering
» Printer
STEPL. Select IP Filtering Settings.
» e
Bietgar 1P Filtering DISABLE v/
B TobiE Rt CAUTION!! If you set IP Filtering to ENABLE, you can
. acoess the printer only from hosts 3t 1P Addresses set
» Print in STEP2
Sy STEP2. SetIP Address range. [
+Protocal ON/OFF Ertter the ranges of the hast IP Addresses and permissions to print to, or configure
the prirter.
#Panel Lockout Complete / valid IP Addresses only, Value of 0.0.0.0is an invalid address
Priorities can be given to determine precedence when overlapping ranges of
addresses are use
SHATAIckead Tikating Admin IP Address, if set in STEP 3, overrides all configuration settings in this section,
assims = TP Address T
Address Range 1P Address Range
pririt Printing Sarfi
e Baceword Eonfiguration et Na StartAddress | EndAddress |0 oo
» Maintenance Low ' (K |[booo | 2 | =
» Links 2 l0.0.0.0 |lo0.0.0 & [ =&
3 0,000 ||o.0.0.0 | o | O
4 l0.0.00 ||o.0.0.0 | & O
s l0.0.00 |lo0.0.0 IE=R =
6 l0.0.0.0 | [0.0.0.0 | B | B
7 |0.0.00 ||o.ooo | O ()
8 l0.0.00 ||o.0.0.0 | ® | |
o l0.0.0.0 |lo.0.0.0 | B | B
High 10 [0.0.00 |[0.0.0.0 | B | B
Address Range Bar Display/Refresh | Hide
Settings and Address Range Bar Color relation v
Submit Cancel Press Submit to send changes. Press Cancel to dear changes.
5,207,115 ipset htm ® Intemet

2. From the drop down menu select ENABLE.
3. Input the range of host IP addresses and set permissions in the main table.

4. Click Submit to save the changes or Cancel to exit.
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MAC ADDRESS FILTERING
To enable MAC address filtering:

1. From the left hand panel select MAC Address Filtering.

Fle Edt Wew Favortes Tools Help o
Q- © [ B @ Pseoch oo @ 3-4 @ - [JE B
Acitess | @] httpif}10.18.207. 1 Sfsecurltyfrm. hem VB Lk *

OKI

FRINTING SOLUTIONS

» Status L/
MAC Address Filtering
» printer i i
STEPL. Select MAC Address Filtering Settings
» : s
Natiork DISABLE v
» Job List MAC Address Filtering CAUTION!I Tf you set MAC Address Filtering to ENABLE,
. yau wil orily be able to access the printer from devices
i Brinu with MAC Addresses set in STEP2 and STEP3
STEP2. SetFiltering MAC Address
Communication from the o B
sProtocel ON/OLE following MAC Addresses | “CCEPT ¥
epansl Lockau =
Panel tockout MAC Address MAC Address
oIP Filtering 1 ooo | 26 c )
+MAC Address Filtering :
2 [o0:00:00:00:00:00 | 27
essL/TLS
3 | 28
*Passuord Configuration
]
e — 4 o0:00:00:00:00:00 |29
I linke 5 |o0:00:00:00:00:00 | 30 §
6 I 31
7 [ [oo:coooiomonien | 2
8 |0:00:00:00:00:00 | 33
g [00:00:00:00:00:00 | 34 [00:00:00:00:00:00 |
10 |o0:00:00:0000:00 | 35 [00:00:00:00:00:00 |
1 |o0:00i00:00:00:00 | 36 [00:00; 00: 00: 00: 00|
12 |oo:00:00:00:00:00 | a7 [00: 00: 00:00:00: 00
13 |o0:00:00:00:00:00° | a8 00: 00: 00: 00: 00
14 a9
15 |0:00:00:00:00:00 | 40 |00:00:00:00:00:00 | v
Submit Cancel Press Submit to send changes, Press Cancel to dlear changes,

&) hitp:{/10.18.207.115{macsec him ® Intermet
74 start 2 .

From the drop down menu select ENABLE.

From the second drop down menu select ACCEPT.

Input the MAC addresses in the main table.

g A W N

Click Submit to save the changes or Cancel to exit.
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SSL/TLS
To enable SSL/TLS encryption:

1. From the left hand panel select SSL/TLS.

Fle Edt Viev Favories Tooks Help

Qo » @ ¥ @ @) POsewar Sfpraonss @ - 12 i 3

fdchess [ ] bttpsff10.18,207, 115fsecuriyfr it - ER

OKI

PRINTING SOLUTIONS

» Status A
Encryption of “Configuration” and "Print"

» Printer
You can use SL/TLS for data encryption.

» Network Cipher Setting:

» Job List SSL/TLS can encrypt both Printer Configuration ¥ia the webpage (as you are deing

now) and Print Data when printing via "IPP’

» Print STEP1. To enable encryption, turm "SSL/TLS = ENABLE".
#Protocol ON/OFF
STEP2. Create a Certificate
@ Using self-signed Certificate
O Using a Certificate which a Certification Authority signed £

Caution: Certificates signed by Certification. Authority require  fee.

OMAC Addrass Filtaring

AEacemard foafiguration Please provide the following information (* =Required [nformation)

» Maintenance Name Example Value
flso known as URL, the
» Links Common Name is

the fully qualfied domain oo 0
1 Common Name (1% B 200 [

used for DNS lookups of your

printer.

The organization name

(corparation, limited

artnership, university,er -

2 Organization  government agency) must be '+

registered with some

authority at 2 national state,

lor city level.

(optional) Use this optional
4 Organizational field to differentiate between

i divisions within an

organization

This field usually denotes the |
4 Locality city in which the organization ¥

is located

Enter the state where the

5 State/Province (organization aperates. Do |+ @

OK Cancel Press OK to send changes. Press Cancel ta clear changes.

@] hetp:f10.18.,207 1 15 security hkm ® Internet

2. From the drop down menu select ENABLE.

NOTE
Click icon for an explanation of the options available.

3. Click the Cipher Level Setting link.

4. Select the level setting from the drop down menu options:
> Strong
> Standard
> Weak

5. Click OK to confirm.

6. Select the required option from Step 2: Create a Certificate.

NOTE
Click icon for an explanation of the options available.

7. Input the required information into the main table.
8. If required, update the following information:

> Key Exchange Method

> Key Size

9. C(Click OK to save the changes or Cancel to exit.
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PASSWORD CONFIGURATION
To change the administrator password:

1. From the left hand panel select Password Configuration.

3 Microsoft Internet Explorer [EEE
Pl Edt View Favories Toos Help i
Q- @ ¥ B @) Psewar

Address | &] httpe]j10.18.207. 115/securityfrm.him

v B s >

OKI

PRINTING SOLUTIONS

» Status
Administrator (root/admin) Password Configuration
» Printer =

Newt Admin Passveord

[ J (hasc 35 charactrs)
» Network —_—
Confirm New Admin ]
» Job List Password L | s 15 characters)
» Print

#Protocol ON/OFF
Panel Lockout

1P Filtering

OMAC Addrass Filtaring

essL/TLs

» Maintenance

» Links

Submit Cancel Press Submit to send changes. Press Caneel to clear changes.

€] http:f{10.18.,207.1 15 system_password.htm

@ Internet

2. Enter your new password.

3. Enter your new password again to confirm.

NOTE
Maximum 15 characters.

4. Click Submit to save the changes or Cancel to exit.
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USING THE PRINTER SECURITY FEATURES

NOTE

Example screenshots are used throughout this manual and as such may not
represent the screens displayed for your machine. Some of the features shown
on the example screenshots may not be available on your machine.

SECURE PRINTING

Secure printing allows you to print confidential documents on machines that are shared
with other users in a network environment.

The document does not print until a PIN (Personal Identification Number) is entered
through the control panel. You must go to the machine and enter the PIN.

This feature requires the hard disk drive option to be fitted to your machine and enabled in
the printer driver.

If there is not enough hard disk space for the spooled data, a “"Disk Full” message displays,
and only one copy prints.

NOTE
1. The secure printing feature may not be available from within some PC
applications.

2. The secure printing feature is not supported in the Mac environment.

If your application software has a collate print option, turn it off otherwise secure printing
will not work.

There are three parts in secure printing:

> “Sending the document” on page 16

> “Printing the document” on page 17

> “Deleting a secure print document” on page 18
NOTE
The menu buttons on your machine’s control panel vary depending on the
model.

For illustration purposes we will demonstrate the Printing and Deleting
procedures using the +/- and Enter buttons; your machine may have Up/
Down and Return arrow buttons instead however the procedure is identical.

If your machine has a touch screen and numerical keypad buttons, the
principle is basically the same; press the Print button to access the print
menu options. There are on-screen instructions to guide you through the
process.
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SENDING THE DOCUMENT

1. If using the PCL driver, in the Setup tab choose any saved driver settings you wish
to use.

2. In the driver’s Job Options tab, click Secure Print.

The Job PIN (Personal Identification Number) window opens.

&Printing Preferences

Setup | Job Options | Color

O Fine / Detal (12004600)
@ Homal 600 ¥ 600}
O Dratt (500  600)

[ Phota Enhance

[watermarks.. | [ Owetaps. | [ Fonts. | [CAdvanced. |

ok ][ Cancel | [ hep

3. If the PIN window does not open, click the PIN button.
4. In the Job PIN window, enter a name for this print job.

The name may be up to 16 alpha-numeric characters. If you have more than one print
job stored on the machine when you come to print, you will need a distinctive name
to distinguish each of your print jobs.

5. If you would like a prompt at the machine for the job name, click the Request...
check box below the name entry.

6. Enter a number from 0000 to 9999 in the PIN box.

Your PIN must be unique on this machine. Each user should be allocated a PIN by the
system administrator.

7. Click OK to accept your changes.
8. Click OK to close the Printer Properties window.
9. Print your document.
The print job will be sent to the machine, but will not print at this time.
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PRINTING THE DOCUMENT

NOTE
The menu buttons on your machine’s control panel will vary depending on the
model.

For illustration purposes we will demonstrate the following procedure using
the +/- and Enter buttons; your machine may have Up/Down and Return
arrow buttons instead however the procedure is identical.

If your machine has a touch screen and numerical keypad buttons, the
principle is basically the same,; press the Print button to access the print
menu options. There are on-screen instructions to guide you through the
process.

Your secure print job is printed using the control panel on the front of the machine.

1. When the machine is idle, use the +/- buttons to select the PRINT JOB menu, then
press ENTER.

2. Select ENCRYPTED/STORED JOB.
Use the +/- buttons to enter your PIN. Press ENTER after each digit.
If you have more than one stored document, a list appears in the display.

4, Use the +/- buttons to select the name of the print job you wish to print, and press
ENTER to select it.

If necessary, use the +/- buttons to highlight the pPrRINT option.
Press ENTER to confirm you wish to print the document.

Use the +/- buttons to select the number of collated copies you require.

@ N o

Press ENTER to print your document.

When all required copies have been printed your document is automatically deleted
from the machines hard disk.

NOTE
It is also possible to print and delete secure documents remotely from your PC
using the Storage Device Manager utility.
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DELETING A SECURE PRINT DOCUMENT

NOTE
The menu buttons on your machine’s control panel will vary depending on the

model.

For illustration purposes we will demonstrate the following procedure using
the +/- and Enter buttons; your machine may have Up/Down and Return
arrow buttons instead however the procedure is identical.

If your machine has a touch screen and numerical keypad buttons, the
principle is basically the same,; press the Print button to access the print
menu options. There are on-screen instructions to guide you through the
process.

If you change your mind about printing a secure document, you can delete it from the
machine’s hard disk without printing it first.

1.
2.
3.

Follow steps 1 to 4 in the above procedure for printing the document.
Use the +/- buttons to highlight the DELETE option and press ENTER.

If necessary, use the +/- buttons to highlight the YES choice, and press ENTER to
confirm the deletion.

Your document is deleted from the machine’s hard disk without printing.
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STORE TO HARD DISK

This feature allows print jobs to be created on the PC and stored on the machine’s hard disk
for printing on demand. This is good for forms, generic memos, letterhead, stationery, etc.

If you use this feature for standard forms, for example, you can walk up to the machine at
any time and print off your forms without having to re-send them from the PC.

This feature works in exactly the same way as the secure printing feature described earlier
in this chapter, and is available only in the Windows PostScript and PCL drivers. The
difference with job spooling is that the document is not automatically deleted from the
machine’s hard disk after printing. It remains there for future use until you delete it from
the Printer Control Panel or from your PC with the Storage Device Manager utility.

NOTE
If this choice does not appear in the driver screens, or if it is greyed out, check
to ensure that the hard disk is enabled in the printer driver.

Like the secure printing feature, there are three activities in job spooling:
> Sending the document
> Printing the document

> Deleting a stored document

SENDING THE DOCUMENT

Follow the same procedures as described in the section “"Sending the document” on page 16
for sending a secure document, except that on the Job Options tab in step 2, click Store
to HDD.

2 Printing Preferences

Setup | Job Options | Color

Scale Job Name Setting
O Pra2400 10 2| o )
() Fine / Detail [1200:600) - Job Narme:
@ Hloimal {80 Bk Orizntation -
(o (e ©Fotat g I ReauestJab Hame for each pint job
[] Bhoto Enhanca O Landscape [ 1800
Jab Password:
Enter 4 digits
oK Cancel
W, k.. | [ Oweps.. | [ Fonts.. | [ Advanced.. |

PRINTING THE DOCUMENT

Follow the same procedures as described in “Printing the document” on page 17 for printing
a secure document. In this case the document will not be deleted from the hard disk after
it has been printed.

DELETING A STORED DOCUMENT

Follow the procedure as described in “Deleting a secure print document” on page 18 for
deleting a secure print document.

Like secure print documents, any other documents stored on the machine’s hard disk can
also be deleted remotely from the PC using the Storage Device Manager utility.

Using the printer security features > 19



ENCRYPTED SECURE PRINTING

Security over the network is an increasing concern for some organisations. Encrypted
secure printing allows you to send, store and print confidential documents on machines that
are shared with other users in a network environment.

Encrypting your documents before sending them to your machine will prevent unauthorised
personnel accessing confidential or sensitive information.

Print jobs are encrypted immediately before transmission to the machine, where they are
stored in an encrypted format on the hard disk drive. The documents will remain stored
and unprinted until an authorised user authenticates the print job; decryption only happens
when the job is actually printing.

This feature requires the hard disk drive to be installed in your machine and enabled in the
printer driver.

NOTE
1. The secure printing feature may not be available from within some PC
applications.

2. The secure printing feature is not supported in the Mac environment.

If your application software has a collate print option, turn it off otherwise encrypted
printing may not work.

As deletion is automatic, there are only two activities in encrypted secure printing:
> Sending the document

> Printing the document

SENDING THE DOCUMENT

1. If using the PCL driver, in the Setup tab choose any saved driver settings you wish
to use.

2. In the driver’s Job Options tab, click Encrypted Secure Print.

The Encrypted Secure Print window opens.

2 Printing Preferences 2x]

Setup | Job Options | Colar
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Watermarks.. | [ Ovetays.. | [ Fonts. | [ Advanced. |

3. In the Encrypted Secure Print window, enter a Password for this print job:

The password must be between 4 and 12 alpha-numeric characters. Numbers 1 to 9
and letters a to z are all valid.

4. If you would like a prompt at the machine for the job password, click the Always
ask for password checkbox below the password entry.
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7.
8.
9.

Select the required erase option for your print job:

> No overwrite: simply erases a print job without over writing the job with data.
This erase method poses a risk as the print job can be reconstructed.

> Zero out once: erases a print job after over writing it with data once. This erase
method is safer than the “"No overwrite” option. However it still poses a risk of the
print job being reconstructed.

> Multiple Random Overwrites: erases a print job after overwriting it with data
three times. This is the safest method of erasing a print job. However it takes
longer to complete the job.

Select the Auto Erase Time-out period.

Specify a period of time (hours:minutes) during which the print job is stored in the
machine’s HDD. When this period expires, the print job is automatically erased from
the HDD.

Click OK to accept your changes.
Click OK to close the Printer Properties window.

Print your document.

PRINTING THE DOCUMENT

Follow the same procedures as described in the section “Printing the document” on page 17
for printing a secure document.

In this case you will enter your password, and the document will be erased from the hard
disk depending on the options you specified in Sending the document, step 5 “Select the
required erase option for your print job:” on page 21 when sending the document to print.
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