OKI

User’s Manual
TopAccess Guide




Preface

Thank you for purchasing Multifunctional LED Printer.

This manual describes remote setup and remote management which operated from the web based management utility
TopAccess.

Read this manual before using your Multifunctional Digital Systems. Keep this manual within easy reach, and use it to
configure an environment that makes the best use of the functions.

Operations on some items are restricted depending on the privileges assigned to the TopAccess user.

This manual supports the following models.
MB760dnfax, MB770dn, MB770dnfax, MB770dfnfax, ES7170dn MFP, ES7170dfn MFP, MB760, MB770, MB770f,
MPS5502mb, MPS5502mbf

Bl How to read this manual

0 Symbols in this manual
In this manual, some important items are described with the symbols shown below. Be sure to read these items before
using this equipment.
Z!X WARNING Indicates a potentially hazardous situation which, if not avoided, could result in death, serious
injury, or serious damage, or fire in the equipment or surrounding objects.

A CAUT'ON Indicates a potentially hazardous situation which, if not avoided, may result in minor or moderate
injury, partial damage to the equipment or surrounding objects, or loss of data.

Indicates information to which you should pay attention when operating the equipment.

Other than the above, this manual also describes information that may be useful for the operation of this equipment with
the following signage:

Tip Describes handy information that is useful to know when operating the equipment.
L Pages describing items related to what you are currently doing. See these pages as required.
O Screens

* The details on the touch panel menus may differ depending on how the equipment is used, such as the status of the
installed options.

* The illustration screens used in this manual are for paper in the A/B format. If you use paper in the LT format, the
display or the order of buttons in the illustrations may differ from that of your equipment.

0 About the defaults shown in this manual

* The defaults shown in this manual are the values in the standard operating environment. The values may have been
changed from these defaults.
* The default for the list item is shown underlined.

O Trademarks

* The official name of Windows XP is Microsoft Windows XP Operating System.

* The official name of Windows Vista is Microsoft Windows Vista Operating System.

* The official name of Windows 7 is Microsoft Windows 7 Operating System.

¢ The official name of Windows 8 is Microsoft Windows 8 Operating System.

* The official name of Windows Server 2003 is Microsoft Windows Server 2003 Operating System.

* The official name of Windows Server 2008 is Microsoft Windows Server 2008 Operating System.

* The official name of Windows Server 2012 is Microsoft Windows Server 2012 Operating System.

* Microsoft, Windows, and the brand names and product names of other Microsoft products are trademarks of Microsoft
Corporation in the US and other countries.

* Apple, AppleTalk, Macintosh, Mac, Mac OS, Safari, and TrueType are trademarks of Apple Inc. in the US and other
countries.
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* Adobe, Acrobat, Reader, and PostScript are either registered trademarks or trademarks of Adobe Systems
Incorporated in the United States and/or other countries.

* Mozilla, Firefox and the Firefox logo are trademarks or registered trademarks of Mozilla Foundation in the U.S. and
other countries.

* IBM, AT and AlX are trademarks of International Business Machines Corporation.

* NOVELL, NetWare, and NDS are trademarks of Novell, Inc.

* TopAccess is a trademark of Toshiba Tec Corporation.

e Other company and product names given in this manual or displayed in this software may be the trademarks of their
respective companies.

O Security Precautions

* To prevent the configuration settings from being changed illegally or similar, change the initial administrator password
at the time of shipping before you use this product. Also, the administrator password should be altered periodically.

* Be sure to log out when leaving your computer while changing TopAccess settings for security purposes.

* For security purposes, do not access any other site while you are logged in to TopAccess.
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Overview

This chapter provides an overview of the TopAccess functions.
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TopAccess Overview

TopAccess is a management utility that allows you to check device information of this equipment and job status, and to
carry out device setting and maintenance through a web browser.
TopAccess has an "end-user mode" and a "access policy mode".

End-user mode

End users can:

» Display general device information, including status, tray/accessory configuration, and paper supply information.

» Display and manage the status of print jobs, fax/Internet Fax transmission jobs, and scan jobs submitted by the user.
(The Fax Unit is required to display and manage the fax transmission jobs)

» Display the job logs for print, fax/Internet Fax transmission, fax/Internet Fax reception, and scan. (The Fax Unit is
required to display the fax transmission and fax reception job logs.)

* Register and modify templates.

* Add or modify contacts and groups in the address book.

* Register and modify mailboxes. (The Fax Unit is required.)

» Display counter logs.

* Download client software.

P.10 “Accessing TopAccess”

Access policy mode

Operation privileges and displayed items vary depending on the user account you used to log in to TopAccess.
Details of operations and displays vary depending on the management on roles and departments to where the user
account is assigned.

P.22 “Access Policy Mode”
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TopAccess Conditions

Your device should be connected to the network and TCP/IP is correctly configured to operate TopAccess.
When TCP/IP is correctly configured, you can access TopAccess via a web browser.

Supported browsers

Windows

* |nternet Explorer 6.0 or later

(Internet Explorer 7.0 or later when IPv6 is used)

* Firefox 3.5 or later

Macintosh

» Safari 4.0 or later

UNIX

* Firefox 3.5 or later

* Because TopAccess uses cookies to store information on the user's system, these must be enabled in the browser.

» If TopAccess does not display the correct information in any page, delete the cookies and try again.

* When using the e-Filing box Web utility from TopAccess, it is necessary to disable the pop-up blocking function of
your Web browser.
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Accessing TopAccess

You can access TopAccess by entering its URL in the address box of the web browser. To access it under a Windows
Vista/Windows 7/Windows 8/Windows Server 2008/Windows Server 2012 environment, confirm the network connection

status on the Network Map with the LLTD (Link Layer Topology Discovery) feature of Windows Vista/Windows 7/Windows
8/Windows Server 2008/Windows Server 2012, and then click the displayed icon of this equipment.
P.10 “Accessing TopAccess by entering URL”

P.12 “Accessing TopAccess from Network Map (Windows Vista/Windows 7/Windows Server 2008)”

l Accessing TopAccess by entering URL

1 Launch a web browser and enter the following URL in the address box.
http://<IP Address> or http://<Device Name>

.ﬁ.ddress| http:/{10,10,70,120

For example

When the IP address of your device "10.10.70.120" (when IPv4 used):
http://10.10.70.120

When the IP address of your device is "3ffe:1:1:10:280:91ff:fe4c:4f54" (when IPv6 used):
3ffe-1-1-10-280-91ff-fed4c-4£f54.ipvb-literal.net
or
http://[3ffe:1:1:10:280:91ff:fedc:4£54]

When your device name is "mfp-04998820":
http://mfp-04998820

When SSL for the HTTP network service is enabled, an alert message may appear when you enter the URL in
the address box. In that case, click [Continue to this website (not recommended).] to proceed.

(& Certificate Error: Navigation Blocked - Windows Internet Explorer [= ==

@Q - \é hittp://10.10.70.120/ v|&,‘ X | \ Live Search 2~
: — - - »

e I-g Certificate Error: Navigation Blocked I } far - v i v i Page v G Tools »

=
‘@ There is a problem with this website's security certificate.

The security certificate presented by this website was not issued by a trusted certificate authority.
The security certificate presented by this website was issued for a different website's address.

Security certificate problems may indicate an attempt to fool you or intercept any data you send to the
server.

‘We recommend that you close this webpage and do not continue to this website.
@ Click here to dlose this webpage.

@ Continue to this website (not recommended).

@ More information
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2 The TopAccess website appears.

Device o
ReFRESH
Davice Information
O Ready
Tiame WFR7 42787
Cocaton
Copier ol GRiNGTT0
Seralfumber
WAC Adaress. i
Wai Wemory Size e
Page Wemory Size Sz
Save s Flo & & Space Avaleble_| 7065 B
Fax Space Avalabe O
Contact formaton
== ] e e
[Fshr  oere ] e
Fax Tore s
[Foner I [Paper I
[Black9 Tioo% | [Ty IE3 [Thickness | Afiiote | Capacty | Siatis I
[t | [Pam [rene |50 [ Poper Avataoie |
Tip

You can also access TopAccess using the TopAccessDocMon link. For instructions on accessing TopAccess
from TopAccessDocMon, refer to the Help for TopAccessDocMon.
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B Accessing TopAccess from Network Map
(Windows Vista/Windows 7/Windows Server 2008)

Confirm the network connection status on the [Network Map] with the LLTD feature of Windows Vista/Windows 7/Windows
8/Windows Server 2008/Windows Server 2012, and then click the displayed icon of this equipment.

P.12 “With Unidentified Network (Windows Vista)”
P.15 “With Unidentified Network (Windows 7)”
P.18 “Accessing TopAccess from Network Map”

Tip

You can install the driver required for web services by right-clicking the icon and selecting [Install]. For the driver
required for web services, refer to the User’s Manual Basic Guide.

» Before using the LLTD (Link Layer Topology Discovery) feature, enable the LLTD setting.
P.169 “Setting up LLTD Session”

» Before beginning the installation of the driver required for web services, enable the Web Services setting.
P.168 “Setting up Web Services Setting”

O With Unidentified Network (Windows Vista)

1 Click the [Start] icon and select [Control Panel].

@] Windows Media Player
’ Small Business Resources
gj Windows Fax and Scan

’Q Windows Meeting Space

Em Windows Photo Gallery
% Windows Live Messenger Download

i pam

»  AllPrograms

Start Search »p
p—

e
1
The [Control Panel] window appears.

2 Click [Network and Internet].

= E=Es
GOV v Control Panel + -4/ 2|
+ Control Panel Home i
a & System and Maintenance User Accounts
. -
SIS \ Get started with Windows @ Add or remove user accounts
Back up your computer
. ,  Appearance and
Security % pPP i
Check for updates ersonalization

Change desktop background

Check this computer's security status
Change the color scheme

23 Allow a program through Windows
L P ¢ Adjust screen resolution

¢ .
. Network and Internet Clock, Language, and Region
View network status and ta L Change keyboards or other input

= Setupfile sharing methads

—
Hardware and Sound i 565\3 Odf Access

Play CDs or other media automatically et Windows suggest settings
Printer Optimize visual display

Mouse

Additional Options
Programs Ei=

Uninstall a program
Change startup programs

ent Tasks

~ View network status and tasks

The [Network and Internet] window appears.
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3 Click [Network and Sharing Center].

% » Control Panel » Network and Internet » ~ | 44 || Search »

- Network and Sharing Center
2 View network status and tasks | Cq \ect to a network |
View network computers and devicelA\ Add a device to the network | Set up file sharing

Internet Options
Change your homepage | Manage browser add-ons | Delete browsing history and cockies

Offline Files
Encrypt your offline files | Manage disk space used by your offline files

Windows Firewall
@ Turn Windows Firewall on or off | § Allow a program through Windows Firewall

People Near Me
Sign in or out of People Mear Me | Change People Near Me settings

Sync Center
Sync with other computers, mobile devices, o network folders | View sync results
Resolve sync conflicts

@ % & % @

The [Network and Sharing Center] window appears.

4 Click [Customize] of [Unidentified network (Public network)].

=)

{ J%|5E « Network andInternet » Metwark and Sharing Center « [ #3 | [ search El

@ -
Network and Sharing Center
View full map
s —H—
MEDIA-PC-EN Unidentified network Internet
(This computer]
&S Unidentified network (Public network] Customize
Access Local only
Connection Local Area Cannection View status
| Sharing and Discovery
Network discovery ©On ()
File sharing © on ~)
Public folder sharing © Off ()
Printer sharing © Off(no printers installed) ~)
Password protected sharing @ On ()
Seealso Media sharing  off ()
Internet Options
Show me all the files and folders  am sharing

Show me all the shared network folders on this computer

The [Set Network Location] window appears.
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5 Select [Private] of [Location type], and then click [Next].

Customize network settings

Network name:  Unidentified network
Locationtype: ) Public

Discovery of other computers and devices will be limited, and
the use of the network by some programs may be restricted.

@ @ Private

is allows you to see computers and devices, while making

L'Dmpmal discoverable.
Help me choose

Network Icon:

@ Merge or delete network locations

)
N2
¢ The [User Account Control] dialog box appears.

 If the user account control is disabled, the [Set Network Location - Successfully set network settings] window
appears. Go to step 7.

Click [Continue] in the [User Account Control] dialog box.
The [Set Network Location - Successfully set network settings] window appears.

7 Click [Close].

Successfully set network settings

Network name: Unidentified network
g Location type: Private
- This you to see other c and

devices, while making your computer
discoverable.

Niew or change network and sharing settings in Network and Sharing Center

View computers and devices on the network
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0 With Unidentified Network (Windows 7)

1 Click the [Start] icon and select [Control Panel].

Music
% Snipping Tool
Games

% Remote Desktop Connection

& puter
@ Magnifier

! Panel
o~

'8/ Solitsire

Devices and k@
IEJ Adobe Acrobat X Pro @l Dcfault Programs

> AllPrograms Help and Support

[ Search pragrams and files Shu down || *]
|

1
The [Control Panel] window appears.
2 Click [Network and Internet].

» Control Panel » o Search Control Panel I

Adjust your computer’s settings View by: Category

System and Security
Review your computer's status
Back up your computer

Find and fix problems

Network and Intern
ﬁi’ View network status and ta
S=£,  Choose homegroup and s#\yg options
/] Hardware and Sound ¢
# View devices and printers
| Add a device %

User Accounts and Family Safety
) Add or remove user accounts
[ Set up parental controls for any user

Appearance and Personalization
Change the theme
Change desktop backgraund

Adjust screen reselution

, § &

Clock, Language, and Region
Change keyboards or other input methods
Change display language

Ease of Access
Let Windows suggest settings

Programs

Uninstall a program

(R

Optimize visual display

The [Network and Internet] window appears.

3 Click [Network and Sharing Center].

<[® » Control Panel » Network and Internet » - Search Control Pane! o

Control Panel H = 2
ST MM Network and Sharing Cent
System and Security sea._' View netwark status and tasks | Cf Nect ta a network |
View netwerk computers and devicd\Y Add a wireless device to the netwark
® Network and Internet
Hardware and Sound ‘% HomeGroup

Choese homegroup and sharing optiens

Programs

User Accounts and Family % Internet Options ) .
Safety Change your hemepage | Manage browser add-ons | Delete browsing history and cookies
Appearance and

Personalization
Clock, Language, and Region

Ease of Access

The [Network and Sharing Center] window appears.

Accessing TopAccess
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4 Click [Choose homegroup and sharing options].

Change adapter settings

Change advanced sharing
settings

Seealso
HomeGroup
Internet Options

Windows Firewall

ZE <« Metwork and Internet » Network and Sharing Center - Search Control Panel

Control Panel Home

View your basic network information and set up connections

i Do

TDOS04-097 MNetwork
(This computer)

View your active networks

e See full map

Internet

Connect or discennect

i Network
Work network

Change your networking settings

Access type: Internet
Connections: @ Locel Area Connection

i‘) Set up a new connection or network

Set up 3 wireless, broadband, disl-up, ad hoc, or VPN connection; o set up a router or access

point.

Connect to a network

Connect or reconnect to 3 wireless, wired, dial-up, or VPN network connection.

4@ Choose homegroun and sharing optio
Access files and printers lacated on um| ktwwk computers, or change sharing settings.

Troubleshoot problems

i

Diagnose and repair network problenns, or get traubleshooting infarmation.

The [HomeGroup] window appears.

5 Click [What is a network location?].

Share with other home computers running Windows 7

l% This computer can't connect to a homegroup.

[\ To creste or jein a homegroup, your computer's network location must be set to Home.

What is a network Iocatioq{

With 2 homegroup, you can share fi
what you share with the group.

Tell me more about homegroups
Change advanced sharing settings..

Start the HomeGroup troubleshooter

AN printers with other computers running Windews 7. You can also
stream media to devices. The homegroup is protected with a password, and you'll always be able to choose

Create @ homegroup | [ 0K ]

The [Set Network Location] window appears.
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1 Overview

6 Click [Work network].

Select a location for the "Network’ network

This computer is connected ta a netwark. Windows will automatically apply the carrect
netwark settings based on the netwark's locatian.

ome network
If all the computers on this netwaork are at your home, and you recognize them,
this is a trusted home network. Don't choose this for public places such as
coffee shops or airports.

Work network

I all the comdNgrs on this network are at your werkplace, and yeu recognize
them, thisis a ed work network. Don't choose this for public places such as
coffee shops or Mports.

Public network
! ¥ you don't recognize all the computers on the netwerk (for example, you're in

3 coffee shop or airport, or you have mobile broadband), this is a public
network and is not trusted.

Treat all future netwarks that I connect to as public, and dan't ask me again.

Help me choase

The [Set Network Location] confirmation window appears.

7 Click [Close].

() o' SetNetwork Location

T/

The network location is now Work

Metwork name: Network
Location type: Work
On Work netwarks, you can see ather computers and

devices on the netwark, and your computer is
discoverable.

View or change settings in Metwark anel Sharing Center

View cornputers and devices an the network

Accessing TopAccess
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0 Accessing TopAccess from Network Map

1 Click the [Start] icon and select [Control Panel].

m Windows Media Player

’ Small Business Resources

ﬁ Windows Fax and Scan

g Windows Meeting Space

@ Windows Photo Gallery

% Windows Live Messenger Download

tTo

Control Panel

Default Prc

Hel

The [Control Panel] window appears.

2 Click [Network and Internet].

» Control Panel »

O~

-[é]l]

2]

+ Control Panel Home .
System and Maintenance

Get started with Windows
Back up your computer

Security

Check for updates

Check this computer's security status

@ 2low = program through Windows
Firewall

Network and Internet
View network status and ta
Set up file sharing

Hardware and Sound

Play CDs or other media automatically
Printer

Mouse

Programs
Uninstall a program
Change startup programs

Recent Tasks
View network status and tasks

8

o
e
@

User Accounts
@ Add or remove user accounts

Appearance and
Personalization

Change desktap background
Change the color scheme
Adjust screen resolution

Clock, Language, and Region
Change keyboards or other input
methods

Ease of Access
Let Windows suggest settings
Optimize visual display

Additional Options

The [Network and Internet] window appears.

3 Click [Network and Sharing Center].

@-@ » Control Panel » Network and Intemet »

~ [ 42 | search

2]

v Internet Options

Change your homepage

Offline Files
Encrypt your offline files

Windows Firewall

Additional Options
Vel el People Near Me

Sign in or out of Peaple Near Me

Sync Center

Resolve sync conflicts

Recent Tasks
View network status and tasks

Network and Sharing Center
View network status and tasks | Ci
View network computers and devics

Manage browser add-ons

Sync with other computers, mobile devices, or netwark folders

ect to a networl
Add a device to the network

Set up file sharing

Delete browsing history and cookies

Manage disk space used by your offline files

@ Turn Windows Firewall on or off | @ Allow a program through Windows Firewall

Change Peaple Near Me settings

View sync results

The [Network and Sharing Center] window appears.
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Click [View full map]/[See full map] in the [Network and Sharing Center] window.

Network and Sharing Center

MEDIA-PC-EN Unidentified network Internet
(This computer]

@R

E Unidentified network (Private network) Customize
Access Local only
Connection Local Area Connection View status

|2 Sharing and Discovery

Network discovery ©0On
File sharing © o
Public folder sharing ° Of
Printer sharing © Off (no printers installed)

Password protected sharing ~~ © On

See also Media sharing @ Off

PEOLO®

Internet Options

. | Show me all the files and folders I am sharing
Wi l

Show me all the shared network folders on this computer

Mapping of devices connected on the network appears in the [Network Map] window.

Click the icon of this equipment.

=9 b Control Panel » Network and Internet b Network Map ~ | 44 || Search »

i~ 1

media-PC-EN Switch

IPv4 Address: 10.10.70.206
MAC Address: 00-80-91-4c-46-34

The following discovered device(s) can not be placed in the map. Click here to see all other devices.

A

MFP-04998820 T66075222H

Tips

* The name, IP address and MAC address of the devices appear when you place the pointer over each icon.
If the equipment has the Finisher installed, its icon is displayed together with the Finisher icon. If not, it is

displayed by itself.

Accessing TopAccess
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6 The TopAccess website appears.

Device o
ReFRESH
Device Information
D Ready
Tiame WFF7 42787
Cocaton
Coper iogel GRiNGTT0
Seralfumber
WAC Adaress. WReTEAT ST
Wai Hemory Size e
Page Wemory Size Sz
Save as Fie & e-Filng Space Avalable_| 76065 1B
Fax Space Avalae O
Contact formaton
Frons Tumer
Wessage
s .
[Toer [Paper I
[Back9 [0 [Ty S Thickness [ Afitoute | Capaciy | Status |
[Favt  |ae [Pain [tene |50 [ Paper Avatabe |
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TopAccess Screen Descriptions

Template

Template Groups
Dlease select a group to edit below.

Public Template Groups

e-Filing
Logout

Registration

Aclministraton |

[pia: [ [rame [User Hame |

|Public | JPublic Templste Groups | |
3 . f{ || GI OUPS | Defined Groups

Jump to

0ol 011 021 031 041 D&1 DAT 071 081

091 101 111 121 131 144 141 161 171 181 191

L} Maime: Lizer Name

oo Lizeful Templates

ooz S ftest teset

003 Undefined Undefined

004 Undefined Undefined

05 Unclefine Uncefined

06 Uncefined Unclefined

ooy Undefined Undefined

o0z Undefined Undefined

003 Uncefined Unclefined

010 Undefined Undefined

Go totop ofthis page

[ra | [rame Uiser Name

4 5
Item name Description
1 | Function tab Features are grouped under each tab. This provides access to the main pages of
TopAccess for each function.

2 | Menu bar This provides access to each menu page under the selected function tab.
3 | Submenu bar This provides access to each submenu page under the selected menu and function tab.
4 | Top link Click this to display the top of the page currently displayed.
5 | Help link Click this to display Online Help.
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Access Policy Mode

The access policy mode enables different operation privileges and displayed items to be applied depending on the user
account you used to log in to TopAccess.

In the access policy mode, the details of operations and displays differ depending on the roles and department assigned to
the given user account.

Access TopAccess.
P.10 “Accessing TopAccess by entering URL”

2 Click [Login].

«Joh Status Fegistration Counter

The Login page is displayed.
3 Enter the user name and password and click [Login].

Lagin with your TopAccess User Mame and Password

User Mame

Passward

g

2

* Enter the user name and password that comply with TopAccess access policies.
* The Setup page is displayed.

* Failing to enter the correct password for a number of times at login will be considered unauthorized access
and you may not be able to log in for a certain period of time. If you are displayed a “User account is locked”
or “The User Name and Password are not recognized.” message and cannot log in, contact your
administrator.

* The password input is displayed in the blank symbols.

» After login, you will be automatically logged out when the time specified in the [Session Timer] elapses.

Tips

e Enter "admin" in User Name and "123456" in Password to log in for the first time.

* Lockout setting for user accounts can be set with [Administration] - [Security] - [Password Policy].
P.261 “Password Policy settings”

* The [Session Timer] can be set with [Administration] - [Setup] - [General] - [WEB General Setting].
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4 Click the menu and submenu to display the desired page.

User Management

e-Filing
Logout

Administration

R2

General Setting

Device Information

MName
Copier Mode|

Serial Number

MAC Address

Save as File & e-Filing Space Available
Fax Space Availahle
Data Cloning Function
USB Direct Print
Location

Contact Information
Service Phone Number

Administrative Message

-
" Bl we® R
- -
e

28201 mB

978 mB

Enable -

[ Functions

You can log out by clicking the [Logout] link at the top right of the page.
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[Device] Tab Page

This chapter describes the [Device] tab page in the TopAccess end-user mode.
110 L3V o= [ L= 4 T = 26
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[Device] Item List

TopAccess opens the [Device] tab which includes a picture indicating the device status. At any time, the end user may
click [REFRESH] to update the TopAccess status information.
This tab shows the following information about the device:

e-Filing
Login

Job Status Logs. Registration Counter

Device

1 Device
Status Ready
Name WFP744767

Location

= Copier Model OKIMB770
= Seral Number

WAC Adah

00:80.9174.:47657
Hain Memory Size 2048 WB

Page Memory Size 51218

Save as File & e-Fiing Space Available | 76065 MB

Fax Space Avaiable 943118

Contact Information
2 s Phone Number

Finisher [ Hone:
Fax | Hone: Alerts, .

3 e | |_\ P |
‘ Black(K) | 100% ‘ ‘Truy | Size Il'h\cknvss |Aﬂmhute | Capacity | Status ‘
‘mw |A4 | Plain | None. | 530 | Paper Available ‘

Item name Description

1 | Device Information The following information is displayed.

* Status — Displays the device status.

* Name — Displays the name of this equipment.

* Location — Displays the equipment's location.

* Copier Model — Displays the model name of this equipment.

* Serial Number — Displays the serial number of this equipment.

* MAC Address — Displays the MAC address of this equipment.

* Main Memory Size — Displays the main memory size.

* Page Memory Size — Displays the page memory size.

* Save as File & e-Filing Space Available — Displays the total available space in the
local folder and e-Filing on your equipment.

* Fax Space Available — Displays the available space for sending and receive fax data.

* Contact Information — Displays the contact name of the person responsible for
managing this device.

* Phone Number — Displays the phone number of the person responsible for managing
this device.

* Message — Displays administrative messages.

* Alerts — Displays alert messages.

2 | Options The following information is displayed.

* Finisher — Displays whether the Finisher is installed.

* Fax — Displays whether the Fax Unit is installed.

¢ Optional Function kit — Displays whether the optional function kit is installed.

3 | Paper The following information is displayed.

* Tray — Displays a list of the installed trays.

* Size — Displays the paper size set for each tray.

* Thickness — Displays the thickness of the paper set in each tray.

* Attribute — Displays the purpose of the paper set in each tray.

* Capacity — Displays the maximum paper capacity that can be set for each tray.
* Status — Displays the remaining amount of paper for each tray.

The paper size for each tray cannot be set from TopAccess. Set it from the touch panel of the equipment. For instructions on
how to set the paper size for each tray, refer to the User’s Manual Basic Guide.

4 | Toner Displays the amount of toner remaining in the toner cartridge in the equipment.

26
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Displayed Icons

When the equipment requires maintenance or when an error occurs with the equipment, icons indicating the status
information appear near the graphic image of the equipment on the TopAccess [Device] tab. The following are the icons
displayed and their descriptions.

Printer Error 1 This icon indicates that a non-recommended toner cartridge is being used, and that the
equipment has stopped printing. For information on resolving the error, refer to "Replacing a
Toner Cartridge" in the User’s Manual Troubleshooting Guide.

Printer Error 2 This icon indicates one of the following:

* You need to remove paper from the receiving tray.

* You need to remove paper from the Finisher tray.

* You need to remove the staples jammed in the Finisher. For information on resolving the
error, refer to "Staple Jam in the Finisher" in the User’s Manual Troubleshooting Guide.

* A non-recommended toner cartridge is being used. For information on resolving the error,
refer to "Replacing a Toner Cartridge" in the User’s Manual Troubleshooting Guide.

* The equipment cannot eject the paper to the output bin.

’% 7 | Cover Open This icon indicates a cover such as the front cover or Automatic Duplexing Unit Cover is open.
'E"‘ Tray Open This icon indicates the tray is open.
u
Toner Empty This icon indicates no toner is left. For information on resolving the error, refer to "Replacing the

.

Toner Cartridge" in the User’s Manual Troubleshooting Guide.

\

Waste Toner Full This icon indicates the waste toner box is full and requires replacing. For information on
resolving the error, refer to "Replacing the Waste Toner Box" in the User’s Manual
Troubleshooting Guide.

Y

Paper Empty This icon indicates no paper is left in a tray. For information on resolving the error, refer to the
User’s Manual Setup Guide.

Paper Misfeed This icon indicates a paper misfeed occurred. It also indicates the location of the paper misfeed.
For information on resolving the error, refer to "When a Paper Jam Occurs" in the User’s
Manual Troubleshooting Guide.

Staples Empty This icon indicates no staples are left in the Finisher. For information on resolving the error, refer
to "Refilling the Staples" in the User’s Manual Troubleshooting Guide.

Call for Service Contact your service representative to have the equipment inspected.

0@

Displayed Icons 27



2 [Device] Tab Page
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[Job Status] Tab Page

Using TopAccess, end users can display and delete print jobs, fax/internetfax jobs, and scan jobs released by end users.

[Job Status] Tab Page OVervieW.......cccccceeiieiiiin e ss s s s s snnnns 30
[PrINt JOB] HEM LISt ...ttt et e e s eaae e e e et e e s e e e e are e e ene e e s nnes 30
[Fax/InternetFax JOD] HEm TSt ... e enr e e 32
IS Tez= L o] o] 1 (=14 T 111 SO PSSO SRRSO 33

[Job Status] How to Set and How to Operate............ooiiiccii i 34
DI o] = Y7L o T o) 10 o] o PSS 34
D= =Y (g o o1 SRS 35
Deleting private print jobs and hold Print JODS ..........oii i e 35
REIEASING PN JODS ...ttt ettt e h et e e eh et e sae et e sa b e e e et et e s b e e e e ae b e e e ebe e e nnneas 36

Checking recovery iNFOrMEALION ...........ooiiiii ettt e e nare e e nanee 36




[Job Status] Tab Page Overview

You can display and delete print jobs, fax/internetfax jobs, and scan jobs. You can also print print jobs immediately.

Tip

When user authentication is enabled, you can operate on jobs associated with the user account you used to log in.
However, a user account with administrator privileges can operate on all jobs.

P.30 “[Print Job] Item list”

P.33 “[Scan Job] Item list”

M [Print Job] Item list

P.32 “[Fax/InternetFax Job] Item list”

The Print Job page displays the following information for each print job.

Recavery Information

e-Filing
Legin

Registration Courter

REFRESH

|;| |Dncum it Nare |vni« Tirne, |

8t User Datnain Name/ DAR Server

arne

Gototop ofth | _page

13 14

The following screen is displayed if you are logged in with a user account which is granted administrator privileges in the

access policy mode.

e-Filing
1 — Device Registration Courter Uzer Management Administration
2 1
3 oril_tnk ey
4 Fe!ete ‘EEIGH" Recovery Infarmation H Delete All Private Print Jobs ][ Delete All Hold Print Jobs ]
4 |
|
5 |21 |Documert Name | wDate Time | Tipe Staius |Pager |Pases B8 |User ame. |Dnmam Name/ DAP Server
Goto top ofthi: foade
6 7 8 9 10 11 12 13 14
Item name Description
1 | [Delete] button If the selected print job is owned by a user who is logged in to TopAccess, the job is
deleted.
[Release] button If the selected print job is in the print queue, the job is printed.
[Recovery Information] button If the selected print job was skipped while the job skip feature was enabled, the recovery
information screen is displayed.
[ P.31 “[Recovery Information] screen”
L P.139 “Setting up Job Skip Control”
4 | [Delete All Private Print Jobs] This item is displayed if you are logged in with a user account which is granted
button administrator privileges in the access policy mode.
You can delete all private print jobs displayed in the list.
5 | [Delete All Hold Print Jobs] button | This item is displayed if you are logged in with a user account which is granted
administrator privileges in the access policy mode.
You can delete all hold print jobs displayed in the list.
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Item name Description

6 | Document Name Displays the document name of the print job.

Document names are displayed using 10 asterisks (*) when the Confidentiality Setting is
enabled.

L P.139 “Setting up Confidentiality Setting”

7 | Date Time Displays the date and time when the print job was released from the client computers.
They are displayed using "year, month, day, hour, minute, and second".
For example: 2012/12/24 12:34:56

8 | Type Displays the print job set in the printer driver.
Possible values of print job are: [Normal Print], [Scheduled Print], [Private Print], [Proof
Print], and [Hold Print].

9 | Status Displays the status of the print job.
Possible values of status are: [Paused], [Wait], [Suspend], [Skipped], [Process], [Printing],
and [Scheduled].

10 | Paper Displays the paper size of the print jobs.
11 | Pages Displays the number of pages of the print job.
12 | Sets Displays the number of copies set for the print jobs.
13 | User Name Displays the user account name of the owner of the print job.
14 | Domain Name/LDAP Server Displays the domain name or LDAP server of the user account who is the owner of the print
job.
Tips

* Print jobs that have finished being printed are displayed in the [Logs] tab.
* Click a table heading item to refresh the page and reorder the print job list in the specified order.

U [Recovery Information] screen

The Recovery Information screen displays the conditions for resuming printing.

Recovery Information i
Ty
pa002t -
2 —Cae Recoyery Condtion Paper Size Paper Tyne Tra
3 | '
4 e e At s s iz ) i
8 L e e ” -
Item name Description
1 | [Close] button Closes the [Recovery Information] screen.
2 | Cause Displays the cause of the print interruption.
3 | Recovery Condition Displays the procedure for resuming printing.
4 | Paper Size Displays the paper size set for the interrupted print job.
5 | Paper Type Displays the paper type set for the interrupted print job.
6 | Tray Displays the paper source set for the interrupted print job.
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M [Fax/InternetFax Job] Item list

The Fax/InternetFax Job page displays the following information for each fax transmission job.

e-Filing
'tint FaxAnternetFax
Fax / InternetFax Job NN
1 =)
|i||ﬂ o, |@[ jame) !TD(FaxN {Ermail] ~Date Time |Pa.ges: |De\ay.T\mE |ﬂa}5 |@ lame Domain NamefLDAP Serve]
Go to to | ofthis page
2 3 4 5 6 7 8 9 10
Item name Description
1 | [Delete] button The selected fax job is deleted.
2 | File No. Displays the file number (001 to 100) to identify the fax transmission job.
3 | TO(Name) Displays the destination name set for the fax transmission job.
4 | TO(Fax No./Email) Displays the fax number or E-mail address of the destination.
5 | Date Time Displays the date and time when the fax transmission job is released from the touch panel
or client computer using the N/W-Fax driver.
They are displayed using "year, month, day, hour, minute, and second".
For example: 2012/12/24 12:34:56
Pages Displays the number of pages of the fax transmission job.
Delay Time Displays the delayed time set for the fax transmission job.
Status Displays the status of the fax transmission job.

Possible values of status are: [Delayed], [Wait], [Line1], [Line2], and [Network].

9 | User Name

Displays the user account name of the owner of the fax transmission job.

10 | Domain Name/LDAP Server

Displays the domain name or LDAP server of the user account who is the owner of the fax
transmission job.

Tips

* Transmission jobs that have finished their transmission are displayed in the [Logs] tab.
* Click a table heading item to refresh the page and reorder the print job list in the specified order.
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M [Scan Job] Item list

The Scan Job page displays the following information for each scan job.

e-Filing
Login
Device Job Status Logs Redistration Courter
Scan Job e
1 —foee]
|i| TO(Mame) TOiErmail) File Marme Agent whate Time Pages |Status User Mame |Damain Nams/LDAP Server
(=] DOC 015 Sa|:as fie 201101 5152135 o Coi | leted
DocC f oS Sal:as fie 201101 51592113 o ol |leted
E DocC § 0115 Saf:as fie 201101)515:21:00 0 Col | sleted
D Doc f o5 Sazas fie 201101) 515:20:53 a Coi|leted
Go totop c|this page
2 3 4 5 6 7 8 9 10
Item name Description
1 | [Delete] button The selected scan job is deleted.
TO(Name) Displays the destination (name) to where the scanned document is sent via an E-mail.
TO(Email) Displays the destination (E-mail address) to where the scanned document is sent via an E-
mail.
4 | File Name When the job performs the Scan to File or USB or Scan to e-Filing, it displays the document
name to be stored.
File names are displayed using 10 asterisks (*) when the Confidentiality Setting is enabled.
P.139 “Setting up Confidentiality Setting”
5 | Agent Displays the agent of the scan job.
Possible values of agent are: [Email], [Save as file], [Store to e-Filing], and [Store to USB
Medial.
6 | Date Time Displays the date and time when the scan job is released from the touch panel.
They are displayed using "year, month, day, hour, minute, and second".
For example: 2012/12/24 12:34:56
Pages Displays the number of pages of the scan job.
Status Displays the status of the scan job.
Possible values of status are: [Wait], [Suspended], [Processing], and [Scanning]
9 | User Name Displays the user account name who is the owner of the scan job.
10 | Domain Name/LDAP Server Displays the domain name or LDAP server of the user account who is the owner of the
scan job.

Tips

* Scan jobs that have finished being scanned are displayed in the [Logs] tab.
* Click a table heading item to refresh the page and reorder the print job list in the specified order.
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3 [Job Status] Tab Page

[Job Status] How to Set and How to Operate

P.34 “Displaying print jobs”

P.35 “Deleting jobs”

P.35 “Deleting private print jobs and hold print jobs”
P.36 “Releasing print jobs”

P.36 “Checking recovery information”

H Displaying print jobs

Click the [Job Status] tab and click the [Print Job], [Fax/InternetFax Job], or [Scan Job]
menu.

The Job page is displayed.

If jobs are not displayed in the list, click the [REFRESH)] icon at the upper right of the
page.

e-Filing
Lagin

Print Job N
REFRESH

[ Delete ][ Relzase |E  Hecovery Information

| |Document Mame wlate Time Type Btatus Paper Pages Sets User Mame Darn
Sample pof 201100118 14:36:25 Frint Skipper! A4 13 1 .|

Sample pot 201100118 13:43:02 Print Wating 24 & 1 _—

Sample pof 2011001118 13:48:04 Frint Wating A4 5 1 [ = ¥

Sample pot 201100118 13:47:00 Frint Wating A4 20 1 |
Go to top ofthis pace

See the following for details on displayed items:
P.30 “[Print Job] Item list”

P.32 “[Fax/InternetFax Job] ltem list”

P.33 “[Scan Job] Item list”

Tip

Completed jobs are displayed in the [Logs] tab.
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H Deleting jobs

Click the [Job Status] tab and click the [Print], [Fax/InternetFax], or [Scan] menu.
The Job page is displayed.

2 Select the check box next to the job that you want to delete.

e-Filing
Login

Device: Job Status Logs Registration Counter

Print Job ~

REFRESH

Delete ‘ Release H Recovery Information

“I [Document Name | wDate Time Tyne Status Paper Pages Sets User Marne | Domain Mame/ DAP Server
ample 2011/0113 14:36:25 Print Shipped 24 13 1 |y
imple pdf 201110119 134302 Print Waiting Ad & 1 sl
ample pdf 20110119 1348:04 Print Waiting Ad 5 1 | =y
‘Iample.ndf 20110149 1347:00 Print Wating Ad 20 1 | T .
S p of this pane

3 Click [Delete].
The selected job is deleted.

Click the [REFRESH] icon at the upper right of the page to confirm the deletion.
Tip

You cannot use the Print Job page to delete fax/Internet Fax jobs and E-mail reception print jobs.

H Deleting private print jobs and hold print jobs

You can delete private print jobs and hold print jobs if you are logged in with a user account which is granted administrator
privileges in the access policy mode.

1 Click the [Job Status] tab and click the [Print] menu.
The Print Job page is displayed.

Click the [Delete All Private Print Jobs] or [Delete All Hold Print Jobs] button.
Private print jobs or hold print jobs are deleted.

e-Filing
Logout

Dervice Job Status Logs Registration GCourter User Managemert. Administration

Print Job n

REFRESH

Delete | Release || Recovery Infarmation H Delete All Private Print Jobs N [ Delete All Hold Print Jobs ’\;
W W

|;| Daocurnent Mare | wDate Time Type Status Faper Pages Gets User Marme |Damain MNamed DAP Server
Samplepeif 2011101 19 14:36:25 Frit Skipped £ 13 1 | =
Sample poif 201101 19134902 Prit wating a4 8 1 [T
Sample peif 2011101 19134804 Prit ating £4 5 1 [Fe s o]
Sample.peif 201101 19134700 Prirt aiting ) 0 1 | —
Ga ta top ofthis padge

It may take a while to delete all private or hold jobs.
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H Releasing print jobs

You can print jobs that are stored in the queue.

Private print jobs and hold print jobs cannot be released from TopAccess.

Click the [Job Status] tab and click the [Print] menu.
The Print Job page is displayed.

2 Select the check box next to the job that you want to print.

Print Job

Device. Job Status

Lags

0 |

Recovery Information

Regltration

Courter

REFRESH

eFiling
Login

¥| |Document Mame  [wDate Time Twpe Btatus Faper Pazes Sets Userhame |Domain NameADAP Server
2M1/MA8 143625 Scheduled Scheduled |22 13 1 mamy
20110119 13 4502 Print Wiaiting X 8 1 S
201110119 13.48:04 Print (aiting Ad 5 1 TR
201110148 1347:00 Print (VAdaiting Ad 0 1 | T .

Click [Release].
The selected print job is immediately printed.

B Checking recovery information
You can check the conditions to restart a print job which has been skipped while the job skip feature was enabled.

Tip

For the job skip feature, see the following:

P.139 “Setting up Job Skip Control”

Click the [Job Status] tab and click the [Print] menu.

The Print Job page is displayed.

2 Select the check box next to the print job whose job status is “Skipped”.

Device

Print Job

Job Status

Logs

Registration

Courter

User Management

g2

REFRESH

Delete | Release ”

Recovery Infarmation “

Delete All Private Print Jobs

Delete All Hold Print Jobs

Admiristration

e-Filing
Logout

whate Time Type Status Paper Pages Sete User Marne | Domain Mame/ DAR Server
200140118 14:36:25 PHrt Skippect a4 13 1 (R E &
201110119 134802 Frirt Waiting 24 8 1 | T
201110118 134804 Prirt Witing 24 5 1 ¥
201110119 134700 Prirt Wiaiting 24 20 1 -y

Click [Recovery Information].
The conditions to restart the print job are displayed.
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[Logs] Tab Page

Using TopAccess, end users can display print job logs, transmission journals, reception journals, and scan job logs.

LYo K53 I =1 0 o= T L=T @ Y=Y 38
[VIEW LOGS] HEM TIST.... etttk e st e s e e e bt e e e an e e e nn e e e eereeenanee 38
[Export Logs] Item list <access POliCY MOAES .........cueiiiiiiiiii et e e 44
[Log Settings] Item list <aCCeSS POIICY MOAE™ ......oouiiiiiiiiiiiii et e e et e et e e seb e e e 45

[Logs] How to Set and How to Operate............ooooiiiiiiiiiiiiiniiirrrccr s 47
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[Logs] Tab Page Overview

You can check the job history.

Check the logs periodically to ensure that there is no unauthorized access to the equipment as a result of spoofing.

Tips

Logs are recorded from the moment the equipment is turned on until it is shut down. Log recording continues also
after entering the Sleep mode.

Up to 100 logs are displayed in chronological order with the most recent first. You can check up to 5,000 logs in
Print Job Log Export, Fax Transmission Journal Export, Fax Reception Journal Export, and Scan Log Export, and
up to 10,000 logs in Messages Log Export by exporting them. The oldest logs are deleted when the number of logs
exceeds the maximum limit.

The default Administrator and Auditor roles can check all logs. For more information on default roles and privileges,
see the following:

P.123 “Default roles and privileges”

When user authentication is enabled, you can check the logs associated with the user account you used to log in.
Furthermore, a user account to which the default Administrator or Auditor role have been assigned can check all
logs.

P.38 “[View Logs] Item list”
P.44 “[Export Logs] Item list <access policy mode>"
P.45 “[Log Settings] ltem list <access policy mode>"

M [View Logs] Item list

P.38 “Print Log”

P.39 “Transmission Journal”

P.40 “Reception Journal”

P.41 “Scan Log”

P.43 “Message Log <access policy mode>"

Q Print Log

The Print Log page displays the following information for each print job log.

e-Filing
Logout

Device Joh Status Logs Registration Courter User Management Aciministration

View Logs

Print Log b

PrintLog | T onJoumal | ReceptionJournal | Scan Log | Message Log

Docurment Hame [Date Time g [Paner [Pazes [5ets [Staus [User Hame Domain Name/LDAP Serer

\  EEIRCIR) RREECE 1 [T [ [ [ ]

Goto top | Tihis page

1 2 3 4 56 7 8 9
Item name Description
1 | Document Name Displays the document name of the print job.
P.139 “Setting up Confidentiality Setting”

2 | Date Time Displays the date and time that the print job was released from the client computers.
3 | Type Displays the print job type.
4 | Paper Displays the paper size of the print jobs.
5 | Pages Displays the number of pages of the print job.
6 | Sets Displays the number of copies set for print jobs.
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Item name Description
7 | Status Displays the status of the print log.
User Name Displays the user account name of the owner of the print job.
Domain Name/LDAP Server Displays the domain name or LDAP server of the user account who was the owner of the
print job.
Tip

Click a table heading item to refresh the page and reorder the print log list in the specified order.

O Transmission Journal

The Transmission Journal page displays the following information for each transmission journal.

e-Filing
Logout

Device Jab Status Logs Repistration Courter User Managemert Administration

View Logs

Transmission Journal e
Piint Log | Transmission Journal | Reception Journal | Scan Log | Messags Log
[bo. [Ele o [Date Time [puration|Pagss [Toqjame] [0 o Email) et [uode  [Status  [Line [Usertame |[Domain MemerLDAP Serer
& |iatop o1 | 5 page
1 2 3 4 5 6 7 8 9 10 11 12 13
Item name Description
1 | No. Displays the serial number of the journals.
2 | File No. Displays the file number to identify the received job.
3 | Date Time Displays the date and time the transmission job was performed.
4 | Duration Displays the time length taken for the transmissions. If it takes more than 1 hour, “59:59” is
indicated.
5 | Pages Displays the number of pages of the transmission job.
6 | TO(Name) Displays the destination name set for the transmission job.
7 | TO(Fax No./Email) Displays the fax number or E-mail address of the destination for the transmission job.
8 | Dept Displays the department code if department management is enabled.
9 | Mode Displays the transmission mode”.
10 | Status Displays the result of the transmission.
11 | Line Displays the line used.
12 | User Name Displays the user account name of the owner of the transmission job.
13 | Domain Name/LDAP Server Displays the domain name or LDAP server of the user account who was the owner of the
transmission job.

*

The transmission mode is displayed by a combination of a 2-digit letter code, a 3-digit numeric code, and up to a 4-digit supplemental code.
For example: EC 603

2-digit Iettt?r c?de 1st numeric 2nd numeric code 3rd numeric Up to 4 digit
(Communication code (Resolution) code supplemental code
Mode) (bps) (Mode)
EC: ECM 0: 2400 0: 8x3.85 0: MH P: Polling
G3: G3 1: 4800 1: 8x7.7 1: MR SB: Mailbox
ML: E-mail 2:7200 2:8x15.4 2: MMR SR/R: Relay mailbox
3: 9600 4:16x15.4 3: JBIG SF/F: Forward mailbox
4: 12000 8: 300 dpi ML: Internet Fax
5: 14400 B: 600 dpi 1: N/W-Fax
6: V.34 D: 150 dpi O: Offramp Gateway
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Tip

Click a table heading item to refresh the page and reorder the transmission journal list in the specified order.

O Reception Journal

The Reception Journal page displays the following information for each reception journal.

Device ok Status

View Logs

Logs

e-Filing
Logout

Reglstration Couintr User Management Administration

Reception Journal e
Prini Log | Transmission Joumal | Reception Journal | Scan Log | Message Log
b [Elefe [l Time [puration [Passs [Fromfame] —— [FromiFan ho/Emaill [Dast [Hods  [Stgtus [Line [User Name | Bomain Hame/LDAR Server
& | wtonort | 5 pece
1 2 3 4 5 6 7 8§ 9 10 11 12 13
Item name Description
1 | No. Displays the serial number of the journals.
2 | File No. Displays the file number to identify the received job.
3 | Date Time Displays the date and time of receiving the job.
4 | Duration Displays the time taken for the receptions. If it takes more than 1 hour, “59:59” is indicated.
5 | Pages Displays the number of pages of the received job.
6 | From(Name) Displays the sender's name of the received job.
7 | From(Fax No./Email) Displays the fax number or E-mail address of the sender for the received job.
8 | Dept Displays the department code if the department management is enabled.
9 | Mode Displays the reception mode”.
10 | Status Displays the result of the reception.
11 | Line Displays the line used.
12 | User Name Displays the user account name of the owner of the received job.
13 | Domain Name/LDAP Server Displays the domain name or LDAP server of the user account who was the owner of the
received job.

*

For example: EC 603

The reception mode is displayed by a combination of a 2-digit letter code, a 3-digit numeric code, and up to a 4-digit supplemental code.

2-digit Iettt_er c9de 1st numeric 2nd numeric code 3rd numeric Up to 4 digit
(Communication code (Resolution) code supplemental code
Mode) (bps) (Mode)
EC: ECM 0: 2400 0: 8x3.85 0: MH P: Polling
G3: G3 1: 4800 1:8x7.7 1: MR SB: Mailbox
ML: E-mail 2:7200 2: 8x15.4 2: MMR SR/R: Relay mailbox
3: 9600 4:16x15.4 3: JBIG SF/F: Forward mailbox
4: 12000 8: 300 dpi ML: Internet Fax
5: 14400 B: 600 dpi I: N/W-Fax
6: V.34 D: 150 dpi O: Onramp Gateway

Tip

Click a table heading item to refresh the page and reorder the reception journal list in the specified order.

40

[Logs] Tab Page Overview




0 Scan Log

The Scan Log page displays the following information for each scan job log.

e-Filing
Logout
Device Jah Status Logs Registration Cauntsr U=t Management Administration
View Logs
Scan Log REFRESH
Print Log | T 1Journal | Reception Journal | ScanLog | Message Log
TOiName] TO[Email] File Marne Agent wDate Time. Pazes |Mode | Status User Name | Domain Name/ DAP Server| = |
DOC" | D115-001 pot | Sa |+ as fle | 201101 | 516113847 5T[33¢ [ Ste |l document in controller shared folder | —
DOC | 0115002 pdi | Sa |+ as fle | 201101 | 5 160451 |62 5T )33 [ Ste | document in controller shared folder | —
DOC | D115-001 poi | Sa |2 as fle | 200101 | 5152354 44 5T|35C | Ste | document in contraller shared foider |-
DoC- | 0115 paf Salrasfle |2011/01)5141405(4 5T|23C | te | document in contraller shared foider |-
Do | 0115 pef Salrastfle |201101| 5155421 |50 ST|33C | Ste | =l document in controller shared folder | —— =
DOC | 0114-001 pet | Sa |+ as fle | 200101 | 4 190403 | 29 ST[23C [Ste [ document in controller shaved foider |-
00O | 0114 palf Saf:astfie |201101) 4 16:46:41 [15 57033 | Ste |l document in controller shared folder |-
00C | 0114 pelf Safrastie |2011/01)416:38:16 |2 ST|33C | Ste |l document in controller shared folder | —
00C | 0114 pelf Safiasfie |2011/01)415:36:42]15 ST|33C [ Ste |l document in controller shared folder | — L
00C | 0114 pdf Sarasfie |2011701)415:33.38[15 =T)33¢ [ Ste | ol document in controller shared folder | —
D0OC | D114 paf Sa:asfie |201101)411:20:00|1 =T)33¢ | Ste | ol document in controller shared folder | —
D0OC | D113 paf Satasfie |201101) 3125503 [47 =T)33¢ [ Ste | ol document in controller shared folder | —
D0C | D113 paf Salrasfie |2011/01)311:30.46 |2 570238 [ Ste | df document in controller shared folder | —
DoOC | 0112 pdf Sarasfle |2011/01 | 2155636 50 57033 | Ste | document in controller shared folder | —
DoC | 0111 paf Sarasfle | 2011011160755 |2 5T[33¢ [ Ste | document in controller shared folder | —
Do | 5107 pdf Sa|rasfle | 201101 | 7 064400 |1 57| 33¢ | Ste | o document in controller shared folder |- -

1 2 3 4 5 6 7 8 9 10

Item name Description
1 | TO(Name) Displays the destination (name) to where the scanned document was sent via an E-mail.
2 | TO(Email) Displays the destination (E-mail address) to where the scanned document was sent via an
E-mail.
3 | File Name Displays the file name stored in a shared folder or e-Filing.

This item may not be displayed depending on the access policies.
P.139 “Setting up Confidentiality Setting”

4 | Agent Displays the agent of the scan job.

5 | Date Time Displays the date and time when the scan job was released from the control panel.

6 | Pages Displays the number of pages of the scan job.

7 | Mode Displays the transmission mode using 6-letter codes”.

8 | Status Displays the detailed result status of the scan job.

9 | User Name Displays the user account name of the owner of the scan job.

10 | Domain Name/LDAP Server Displays the domain name or LDAP server of the user account who was the owner of the
scan job.

* Codes are displayed in the following format.

AA: This describes the job type.

CA Copy and File
Copy and Store to e-Filing

CT Copy to e-Filing (without printing)

FS Relay Mailbox Transmission
FF Fax Received Forward
FE Internet Fax Received Forward

ST Scan to File or USB
Scan to e-Filing
Scan to Email

FA Fax and Save as File

PA Print and e-Filing

PT Print to e-Filing

1A N/W-Fax and Save as File

BE e-Filing to Email
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RS Remote Scan or Web Services Scan

MS Meta Scan

EN E-mail notification

: This describes the transmission type.

e-Filing

Email (SMTP)

FTP

SMB

Save in a local folder

NetWare IPX/SPX

uSB

NetWare TCP/IP

FTPS

Remote Scan or Web Services Scan

: This describes the resolution.

100 dpi

150 dpi

200 dpi

300 dpi

400 dpi

600 dpi

8 x 3.85 (line/mm) (203 x 98)

8 x 7.7 (line/mm) (203 x 196)

16 x 15.4 (line/mm) (400 x 391)

: This describes the file format.

e-Filing

TIFF (Multi)

TIFF (Single)

PDF (Multi) or Encrypted PDF (Multi)

JPEG

PDF (Single) or Encrypted PDF (Single)

Slim PDF (Multi)

Slim PDF (Single)

XPS (Multi)

XPS (Single)

DIB

: This describes the file color mode.

Black

Gray Scale

Color

B
0
1
2
3
4
5
6
7
8
9
(o]
0
1
2
3
4
5
A
B
c 8 x 15.4 (line/mm) (203 x 391)
D
D
0
1
2
3
4
5
6
7
8
9
A
E
B
G
c
M

Mix

The file format is recorded as DIB in the scan log if the data are scanned in BMP, JPEG, TIFF, or PNG format using the
WIA (Windows Image Acquisition) driver.

Tip

Click a table heading item to refresh the page and reorder the scan log list in the specified order.
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0 Message Log <access policy mode>

The Message Log page displays errors which have occurred.

Tips

» Displays only when you are logged in with a user account which is granted administrator privileges or display
privilege in the access policy mode.
¢ The default Administrator and Auditor roles can check all message logs. For more information on default roles and
privileges, see the following:
P.123 “Default roles and privileges”

e-Filing
Logout
Device Job Status Logs FRenistration Courter Liser Management Administration
View Logs
Message Log o
Erint Log | Transmission.Joomal | Reception.Joumal | Scan Log | Message Log
whate Time Errar Level | Message Status User Marme Damain Name/LDAP Server
200141 | 1 14:30:27 Intorn | tion Suc| ssful user login B0C A dmir
200141 ) 1142430 Intorn | tion Suc| sstul user login B0C acmin
200111 )1 14:18:30 Intorn | tion Gon | nto the sleep mode D3l
20011 1141318 Intorn | tion Gon | nto the energy save mocle D3l
2011 | 1140837 Inforn | tion Turn |4 onthe power D&t
201101 | 1140829 Inforn | tion Ewlt Device Setling T
20010 | 1 14:08:26 Intorn | tion Edlite | Device Setting T
20110 | 1140612 Intorn | tion The Jaching was shut down [ 1
200101 | 1 14:05:50 Intorn | tion Suct | s=tul user login 600 Servic):
201101 | 1140457 Intarn | tion Ecite | Device Setting T
1 2 3 4 5 6
Item name Description
1 | Date Time Displays the date and time of the error.
2 | Error Level Displays the error level.
Error — Error that user and administrator may not be recoverable.
Warning — Error that administrator is recoverable.
Information — Error that end user is recoverable or that event is not error.
3 | Message Displays the message if available.
4 | Status Displays the error code.
5 | User Name Displays the user account name related to the message.
6 | Domain Name/LDAP Server Displays the domain name or LDAP server of the user account related to the message.

Tip

For details on error codes and error messages, refer to “Checking the Equipment Status with TopAccess” in the User’s
Manual Troubleshooting Guide.
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H [Export Logs] Item list <access policy mode>

You can erase logs or export them in a file.

Tips

» Displays only when you are logged in with a user account which is granted administrator or display privileges in the
access policy mode.

* The exported data file can be either CSV format or XML format. [CSV] is set as the default.

* You can export up to 5,000 logs in Print Job Log Export, Fax Transmission Journal Export, Fax Reception Journal
Export, and Scan Log Export, and up to 10,000 logs in Messages Log Export. The oldest logs are deleted when the
number of logs exceeds the maximum limit.

e-Filing
Logout
Device Job Status Logs Reglstration Courter User Management Administration
Export Logs
RE%SH
Export Logs
It may take more than 10 minutes ifthere are a lotof entries 1
1 e Prinit Job Log Export
File Mame Mot Greated
File Size
Date Created
Export Data Farmat © cov O ML
Create Mew File&Clear Log ] [ Clear Log ] [ " Create New File
2 — Fax Transmission Journal Export
File MName Mot Created
File Size
Date Created
Export Data Format @ cov O XML
Craate Mew FilefClaar Log ] [ Clear Log ] [ Craate MNew File 3
3 === Fax Reception Journal Export
File Name Mot Created
File Size
Date Created
Export Data Format @ csv @ xmL
Create Mew File&Clear Log ] [ Clear Log ] [ Create New File
4 === Scan Log Export
File MNarme Mot Created
File Size
Date Created
Expart Data Format © c5v O HML
Create Mew FilefClear Log ] [ Clear Log ] [ Create New File
5 Messages Log Export
File MName Mot Created
File Size
Date Created
Export Data Format @ Cav O XML
Create Mew FilefClear Log ] [ Clear Log ] [ Create New File I+
Item name Description
1 | Print Job Log Export You can erase print logs or export (download) them in a file.

Create New File & Clear Log — Creates a file according to the file format of the export
data. Erases logs after a file has been created. You can display or download by clicking the
created file.

Clear Log — Erases logs.

Create New File — Creates a file according to the file format of the export data.

You can display or download by clicking the created file.

2 | Fax Transmission Journal Export | You can erase the transmission journal or export (download) it to a file.

Create New File & Clear Log — Creates a file according to the file format of the export
data. Erases logs after a file has been created. You can display or download by clicking the
created file.

Clear Log — Erases logs.

Create New File — Creates a file according to the file format of the export data.

You can display or download by clicking the created file.

3 | Fax Reception Journal Export You can erase the reception journal or export (download) it to a file.

Create New File & Clear Log — Creates a file according to the file format of the export
data. Erases logs after a file has been created. You can display or download by clicking the
created file.

Clear Log — Erases logs.

Create New File — Creates a file according to the file format of the export data.

You can display or download by clicking the created file.
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Item name Description

4 | Scan Log Export You can erase scan logs or export (download) them in a file.

Create New File & Clear Log — Creates a file according to the file format of the export
data. Erases logs after a file has been created. You can display or download by clicking the
created file.

Clear Log — Erases logs.

Create New File — Creates a file according to the file format of the export data.

You can display or download by clicking the created file.

5 | Messages Log Export You can erase message logs or export (download) them in a file.

Create New File & Clear Log — Creates a file according to the file format of the export
data. Erases logs after a file has been created. You can display or download by clicking the
created file.

Clear Log — Erases logs.

Create New File — Creates a file according to the file format of the export data.

You can display or download by clicking the created file.

M [Log Settings] Item list <access policy mode>

P.45 “Log Authentication”
P.46 “Log size”

Tip
Displays only when you are logged in with a user account which is granted administrator or display privileges in the
access policy mode.

U Log Authentication

You can specify whether or not to use log authentication.

e-Filing
Logout

Device Job Status Logs Registration Courter Lzer Management Addministration

Log Settings

Log Settings

1 —— ) ()
|

Log Authentication

3 Enable Log i 1 Disable ~

Item name Description
1 | [Save] button Saves log authentication settings.
[Cancel] button Cancels the settings.
Enable Log Authentication Enables log authentication.

When log authentication is enabled, the log display for users will be restricted according to
access policies.
* Enable — Enables log authentication. Display will be restricted according to access
policies.
* Disable — Disables log authentication. Logs for all users will be displayed.
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4 [Logs] Tab Page

U Log size

Log size displays the log size.

Log Size

11
2 T Print Log 0%

_I‘— Transmission Journal 0%
Reception Journal 0%
I_ Sean Log 0%
4 ! Message Log 2%
s
Item name Description
1 | Print Log Displays the log size of print jobs.
2 | Transmission Journal Displays the log size of transmission journals.
3 | Reception Journal Displays the log size of reception journals.
4 | Scan Log Displays the log size of scan jobs.
5 | Message Log Displays the log size of message logs.
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[Logs] How to Set and How to Operate

P.47 “Displaying job logs”
P.48 “Exporting logs”

H Displaying job logs

Tip

You can display logs for jobs which are performed on this equipment. Up to 100 logs are displayed in chronological
order with the most recent first. When the number exceeds 100, logs are deleted, beginning with the oldest ones.

1 Click the [Logs] tab and click the [View Logs] menu.

2 Click [Print Log], [Transmission Journal], [Reception Journal], [Scan Log], or [Message
Log].
The log page is displayed.

3 Click the [REFRESH] icon at the upper right of the page to update the information.

e-Filing
Logout

Device Jab Status Logs. Registration Courter User hfnagement Administration

View Logs

Print Log RE;%

Print Log | T ission Journal | Receplion Journal | Scan Log | Message Log

Document Name ~Dale Time [Tge [Paper [Pases [sete[stans [Useriame  [Domain NamerL DAP Server|
| |zm'\mm 11:54:11 |Cnpy |u |1 |1 |o»< |.-- | |

Go to tap ofthis page

Tip

Click a table heading item to refresh the page and reorder the list in the specified order.
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H Exporting logs

You must be logged in to the access policy mode to export logs.
For information on logs that can be exported, see the following:
P.44 “[Export Logs] ltem list <access policy mode>"

Log in to TopAccess in access policy mode.
P.22 “Access Policy Mode”

2 Click the [Logs] tab and then click the [Export Logs] menu.

e-Filing
Logout

Administration

Device Job Status Registration Courter User Management

Export Logs

k 2 RECR‘ESH

Export Logs

*t may take maore than 10 minutes ifthere are a (ot of entries.

Print Job Log Export

File Name Mot Created

File Size

Date Created

Export Data Format @ csv @ xuL

Create Mew File&Clear Log ] [ Clear Log ] Create Mew File *
Fax Transmission Journal Export

File Name Mot Created
File Size
Data Created

Export Data Format @ csv © XML
Create New Filed.Clear Log ] [ Clear Log ] [ Create Mew File

1

Fax Reception Journal Export

File Mame Mot Created

File Size

Date Created

Export Data Format @ csy © XML

Create Mew FiledClear Log ] [ Clear Log ] [ Create Mew File

Scan Log Export

File Name Mot Created

File Size

Date Created

Export Data Format @ cgv © HML

Create New Filed.Clear Log ] [ Clear Log ] [ Create Mew File

Messages Log Export

File Mame Mot Created

File Size

Date Created

Export Data Format @ cav © WML

Create Mew FiledClear Log ] [ Clear Log ] [ Create Mew File =

Tip
File sizes are displayed in bytes.
Select the file format (CSV/XML) for the log you want to export.
Create the file by clicking the [Create New File] button for the log you want to export.

Click the file name.

ogkhWw

Save the log file.
Your browser will display a confirmation dialog box. Select the process for saving the log as a file and follow the
displayed instructions.
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[Registration] Tab Page

This chapter contains instructions on how to register templates, the address book, and mailboxes.

[Registration] Tab Page OVervieW .........cccccciiiiiiiiiiiiicsssscssssss s s ssssssssssnnes 50
[TemMPIate] EM LISt ...ttt ettt e et e et e s e e e be e e s aan e e e sneeeeerneenanee 50
[AAAress BOOK] ITEIM [ISt.........ooiiiiiiiiii ettt e bt e e st e e bt e e s et e e nn e e e sereeenanee 76
[Inbound FAX routing] HEM LISt ...ttt e et e e e e e e sae e e e sneeeenanes 81

[Registration] How to Set and How to Operate ... 86
Y =T aE=Te [T a T IR (=T aa] o] = =T PSS 86
Y E=TaE=Te [T aT =T o1 LTSI oo T PSS 94

Y E=TaE=Te T a T Iy g =T o o) =T OSSPSR 100




[Registration] Tab Page Overview

You can register templates, the address book, and inbound fax routing.

P.50 “[Template] Item list”
P.76 “[Address Book] Item list”
P.81 “[Inbound FAX routing] Item list”

M [Template] Item list

P.50 “[Template Groups] screen”

P.53 “[Group Properties] screen”

P.54 “[Private Templates] screen”

P.55 “[Change Group Password] screen”
P.56 “[Template Properties] screen”

P.57 “Private template settings”

U [Template Groups] screen

You can check the template registration status.
You can save agent settings for copy, fax/Internet Fax, and scan operated from the control panel on your device into a
template. Users can select the template when they copy, fax/Internet Fax, or scan from the control panel, for easy

operation.

Templates are managed in groups and up to 60 templates can be saved in a group.
There can be one public template group, and up to 200 private template groups.

Max.
—_n Max. number
Group type Description templates
of groups
saved
Public Template The public template group can be created and maintained only by 1 60
Groups users who are granted administrator privileges in the access policy
mode.
Registered templates are available for all users.
Private Template Users can create templates in private template groups. Users can 200 60
Groups also set passwords on groups and registered templates to restrict the
use of them. Groups and templates without a password are available
to all users.
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5 [Registration] Tab Page

Public Template Groups

e-Filing
Login

Device Registration

Template

Template Groups
Please select a group to edit below
Public Template Groups

11— [ [rare [Dzer iame |
|Puiic: | e | ic Template Groups | |

All Groups | Cefined Groups

Jumnp to
0ol 011 021 031 041 051 0R1 071 081 081 101 114 121 131 141 151 161 171 181 191

Mo, Mame Lizer Mame:
oo Templete0Ol Uzerhlame00?
002 Templetel02 Uzerhlame002
003 Templetel03 Uzerhlame003
004 TempleteOd

00s Templetel0s

006 Undefined Undefined
Luirs Undefined Undefined
003 Undefined Undefined
009 Undefined Undefined
010 Undefined Undefined

Go toton ofthis pace

Mo Mame: Lizer Maime:
011 Lnclefired Lnclefired
012 Lnclefired Lnclefired
013 Lnclefired Lnclefired
014 Lnclefired Lnclefired
015 Lnclefired Lnclefired
016 Lnclefired Lnclefired
017 Lnclefired Lnclefired
Wk Lnclefired Lnclefired
L k] Unictefired Undefined -
Item name Description
1 | No. Displays "Public" for the public template group.
2 | Name Displays "Public Template Groups" for the public template group.

You can click to check the registered templates.
P.93 “Displaying public templates”

3 | User Name -

Tip

Templates in the public template group are created and managed by users who are granted administrator privileges in
the access policy mode. See the following description for registering public template groups:
P.323 “Registering public templates”
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Private Template Groups

All Groups | Defined Groups .
Jump to E
001 11 021 031 041 051 0BT O71 D81 D81 101 111 120 131 141 151 161 171 181 191

1 o Mame Lzer [laime
[ Tz | plstentn User | ame001

2 — = pletenn? Lizer | ame002
003 T Lizer | ame003

3—=
00s emplete0s
006 Undefined Undefined
Luirs Undefined Undefined
003 Undefined Undefined
009 Undefined Undefined
o0 Undefined Undefined
Gototop ofthis nace
L} Mame: Lizer Maime:
011 Lnclefired Lnclefired
012 Lnclefired Lnclefired
013 Lnclefired Lnclefired
014 Lnclefired Lnclefired
015 Lnclefired Lnclefired
016 Lnclefired Lnclefired
017 Lnclefired Lnclefired
k] Lnclefired Lnclefired
k] Lnictefired Lnicdefired -

Item name Description
1 | No. Displays the group number.
2 | Name Displays the group name.

Click the name of a registered template to check and edit the registered templates.
P.86 “Registering and editing private template groups”

Click [Undefined] to register templates.

P.53 “[Group Properties] screen”

3 | User Name

Displays the group owner name.

Click the name of a registered user name to check and edit the registered templates.
P.86 “Registering and editing private template groups”

Click [Undefined] to register templates.

P.53 “[Group Properties] screen”

Tips

* Click [All Groups] or [Defined Groups] to change how private template groups are displayed.
» See the following descriptions for how to register private template groups and how to create templates:

P.86 “Registering and editing private template groups”
] P.89 “Registering or editing templates”

52

[Registration] Tab Page Overview




O [Group Properties] screen

You can register a new private template group.

Group Properties
Group Information
[Ma | [rame |User Mame |
fos ] [ ]
1—
3 imher [
4 \
B ———tizer hame
6 —— ;::“Et:sﬂ address is used as default recipient each for tamplate
7 F——
8 pe Paszword
Item name Description

1 | [Save] button Creates a private template group with the entered data.

The [Private Templates] screen is displayed and you can edit the template you are
registering.
3 P.54 “[Private Templates] screen”

2 | [Cancel] button Cancels the settings.

3 | Number Displays the private group number.

4 | Name Enter the name of the private group.

5 | User Name Enter the owner name of the private group.

6 | Notification Enter the E-mail address to be displayed as the default recipient when notification is
enabled in any template. You can select whether notification will be sent or not for each
template.

7 | Password Enter the password if setting a password to the private group. You can enter up to 20
characters including numbers, sharp marks (#), and asterisks (*).

8 | Retype Password Enter the same password again for a confirmation.
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Q [Private Templates] screen

You can edit the template you are registering.

1 ivate Templates Tempiate Groups »
3 Gloun Informatiln
1
Edit Change E‘aaswurd Reset
4 —in [ [rame [User Mame |
\nm | ITer\p\ateDm |u;a lameni |
5 1

Flease click a template picture to edit.

Jumpto

Templates 16

1-6 7-12 13-18 18-24 25-30 31-36 37-42 43-48 48-54 45-R0

IDcard Copy
| Ee

[ Zind -5
:

ACS

[ ACS APS
:

Wixed Org

[ Twvin Color
o | BE
4 Black & Red

Stof S Test
=

Stof D Test

Y= Color sPDF

Y= Calor sPDF

Go to top ofthis page

Group Information

Item name

Description

1 | [Edit] button

Allows you to edit the private template group information.
P.53 “[Group Properties] screen”

2 | [Change Password] button

Allows you to change the password for the private template group.
P.55 “[Change Group Password] screen”

3 | [Reset] button Resets registration of the private template group.
4 | No. Displays the number of the private template group.
5 | Name Displays the name of the private group.

6 | User Name Displays the owner of the private template group.

Template list

You can display the template list. You can change the view by clicking [Panel View] or [List View].

Panel View

Panel View | Listview

Please click a template picture to edit.

Jump to
1 1-6 7-12 1318 18-24 26-30 31-36 37-42 43-48 48-54 55-B0
Templati|s 16 I

Deard Capy
=

4. 2n1 5-8
:
4 ACS

4 ACS APS
:

4 Tuwin Color
:

Mized Org

Black & Red

SloF S Text
5

StoF D Text

S Color sPOF

S\ Color sPOF

Goto top afthis page

Item name

Description

1 | Image

Displays icons of the templates.
Click [Undefined] to register a new template.
3 P.53 “[Group Properties] screen”

2 | Name 1/Name 2

Displays the names registered on the touch panel.
3 P.57 “Panel Setting (Private template)”
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List View

Fanel View | List view

Templates 16

1 User Hame et
2 T . s
3 4 Tuvin Color I;\;:kn&:;ted :_Dg‘\(_
5 Stof S Text Color sPDF Save as file
B Stof D Text Color sPDF Save as file
Go o top ofthis page
Item name Description
1 | Name Displays the names registered on the touch panel.
P.57 “Panel Setting (Private template)”
Click [Undefined] to register a new template.
P.53 “[Group Properties] screen”
2 | User Name Displays the user name registered on the panel setting.
Click [Undefined] to register a new template.
P.53 “[Group Properties] screen”
3 | Agent Displays the agent registered to the template.
Click [Undefined] to register a new template.
1 P.53 “[Group Properties] screen”

U [Change Group Password] screen

You can change the password of a private template group.

Change Group Password
Group Information
[ra [ [rame [User Mame |
1 o] | [Templetenon |Usertiamen0t |
2 Salve Camlcel
3 Old Pasgswvord
4 Password
5 etype
Item name Description
1 | [Save] button Saves the new password.
2 | [Cancel] button Cancels the password change.
3 | Old Password Enter the current password.
4 | New Password Enter the new password.
5 | Retype Password Enter the same password again for a confirmation.
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U [Template Properties] screen

You can set the template you are registering.

11—
2 _ ‘Saue| Cancel

3 — Select Agent

Template Properties Ternplate Graups P Private Terplatesk

4 ——copy =] Email
5 | Fant ! InternetF ax T | Save asiile
J—:l Scan T | Store to e-Filing
6 __I—:l Meta Scan T | Save to USE Media
7 — [
8 9 10 11
Item name Description
1 | [Save] button Saves the template contents.
[Cancel] button Cancels the operation.
[Select Agent] button Allows you to set the selected agent.
You can set the template details when creating a new agent.
A P.57 “Private template settings”

4 | Copy You can create a template which copies the document. Select this agent if you want to print
a copy when you are sending a document to another destination. You can also specify the
[Save as file] agent or [Store to e-Filing] agent at the same time.

5 | Fax/InternetFax You can create a template for fax or Internet Fax transmission. You can also specify the
[Save as file] agent at the same time.

6 | Scan You can create a template for a scan. You need to select either the [Email] agent, [Save as
file] agent, [Store to e-Filing] agent, or [Save to USB Media] agent at the same time. You can
specify up to two agents for a scan template.

7 | Meta Scan This agent is enabled when the meta scan option is installed.

You can create a template for the meta scan option.
Refer to the document provided by the vendor of the application which supports meta scan
option for details.
Email You can transmit the document as an E-mail attachment.
Save as file You can save the document in a shared folder.
10 | Store to e-Filing You can store the document in the e-Filing.
11 | Save to USB Media You can save the document in USB media.
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O Private template settings

You can set details of a template.

[ P.57 “Panel Setting (Private template)”

P.58 “Destination Setting (Private template)”
1 P.64 “InternetFax Setting (Private template)”
1 P.64 “Fax Setting (Private template)”

0 P.66 “Email Setting (Private template)”

L P.68 “Save as file Setting (Private template)”
3 P.71 “Box Setting (Private template)”

P.71 “Store to USB Device Setting (Private template)”
L P.73 “Scan Setting (Private template)”

L P.75 “Extended Field settings”

1 P.75 “Extended Field Properties”

L P.75 “Password Setting”

Panel Setting (Private template)

In the Panel Setting page, specify how the icon for the template is displayed in the touch panel, and the notification
settings for the template.

Panel Setting
1 icture -[:
2 aption SAVING
3 Sption2 AS FILE
4 Lser Mame
5 Ltoimatic Start Disable -
6 ] 5end Email when an errar occurs
7 7] Send Email when job is completed
8 Matfication Emailto @ Email address for notification is not specified. Email is not sent until Email address is specified.
I
Item name Description
1 Picture This indicates the icon that will be displayed in the touch panel. The icon is automatically
designated according to the agent that you select.
2 | Caption1 Enter the text that will be displayed next to the icon in the touch panel. You can enter up to
11 alphanumerical characters.
3 | Caption2 Enter the text that will be displayed next to the icon in the touch panel. You can enter up to
11 alphanumerical characters.
User Name Enter the owner name of the template. You can enter up to 30 alphanumerical characters.
Automatic Start Select whether the automatic start function is enabled or disabled. When this is enabled, the
operation will be automatically started when you press the template button from the
TEMPLATE menu on the touch panel without pressing the [START] button or [SCAN].

If the user names or passwords of the User Authentication for Scan to E-mail and the User Management Setting are different,
or only the User Authentication for Scan to E-mail is enabled, you need to enter the user name and password of the User
Authentication for Scan to E-mail also when recalling the template with the automatic start function enabled.

6 | Notification — Send Email when an | Select this to send a notification message to the specified E-mail address when an error
error occurs occurs.

7 | Notification — Send Email when Select this to send a notification message to the specified E-mail address when a job is
job is completed completed.
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Item name Description

8 | Notification — Email to Enter a recipient E-mail address for the notification message. You can either select an
option to send it to the E-mail address set in a private group or specify an E-mail address.

When you enable the Notification setting, make sure to set up the E-mail settings in the [Email] submenu of the [Setup] menu
in the TopAccess access policy mode. For instructions on how to set up the E-mail settings, see the following section:
3 P.231 “Setting up E-mail settings”

Destination Setting (Private template)
In the Recipient List page, you can specify the destinations to which the Fax, Internet Fax, or Scan to E-mail document will
be sent.

When you are setting up the destinations for the Scan to Email agent, you can only specify the E-mail addresses for the
destinations.

When you are setting up the destinations for the Fax/InternetFax agent, you can specify both fax numbers and E-mail
addresses for the destinations.

When Creating a Fax/Internet Fax agent:

| Pestination |

When Creating an Email agent:

TO: Destination Setting

[T0: Destination | |

[ CC: Destination Setting ]
[z Destination | |

[ BCGC: Destination Setting ]
[Bee: Destination | |

The Fax Unit must be installed in this equipment to specify the fax numbers of the destinations.

You can specify the destinations by entering their E-mail addresses or fax numbers manually, selecting destinations from

the address book, selecting destination groups from the address book, or searching for destinations in the LDAP server.
P.59 “Entering the destinations manually”

P.60 “Selecting the destinations from the address book”
P.61 “Selecting the groups from the address book”

P.62 “Searching for destinations in the LDAP server”
P.63 “Removing the contacts from the Recipient List”
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Entering the destinations manually

You can add a destination manually to the Recipient List.

You cannot enter destinations if [Restriction Setting for Destination] is enabled.

P.255 “Restriction Setting for Destination”

1 Click [Destination Setting] (when creating a Fax/Internet Fax agent) or [TO: Destination
Setting] / [CC: Destination Setting] / [BCC: Destination Setting] (when creating an Email

agent) to open the Recipient List page.
2 Click [New].

Recipient List

l Cancel ] Address Book H Address Group ” Search “ Delete |

|i||vw V“ |Destmalinn

The Contact Property page is displayed.

3 Enter the E-mail address or fax number of the destination, in the [Destination] box.

Contact Property

*Required

‘Dastinatinn |Userﬂm@example.cum|'\

RN
4

You can specify the fax number for the destination only when the Fax Unit is installed.

Click [OK].
The destination is added to the Recipient List page.

5 Repeat steps 2 to 4 to add all additional destinations that you require.

Tip

You can remove the destinations you added to the Recipient List before saving the destination settings.

P.63 “Removing the contacts from the Recipient List”

6 Click [Save].

Recipient List

ce\ ][ Address Book H Address Group ][ Search ][ Delete ]
el [\ Destination

B User0n @sx=ample.com

The contacts are added as destinations.
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Selecting the destinations from the address book

You can select destinations from the address book in this equipment.

You cannot select destinations from the address book if [Restriction Setting for Destination] is enabled.
P.255 “Restriction Setting for Destination”

1 Click [Destination Setting] to open the Recipient List page.
2 Click [Address Book].

Recipient List

[ Gancel ][ Address Book [ Address Group ][ Search ]| Delete |
|
|Destmanmm

B

The Address Book page is displayed.

3 Select the [Email] check boxes of users you want to add as the E-mail recipients or
Internet Fax recipients, and select the [Fax] check boxes of users you want to add as
the Fax recipients.

Address Book

Group Al Groups -

IEmai | |Fax |vName

Email Address

Fax Mumber

“irstiame 0 Lasthlame1 0

User! D@example.com

o01-2345-6789

“irstiame0s Lasthlamens

User08@example.com

830-1234-5678

irstlamels Lasthamels

User08@example.com

789-0123-4567

[ | FirsthiameD? Lastiamso?

User07 @example.com

678-8012-3456

[ | FirstiameDs Lastiame0s

UserOE@example.com

S67-8901-2345

[ | Firsthiamens Lastiamsts

UserS@example.com

456-7830-1234

[0 | Firstiamend Lastiamen4

User0d@example.com

345-6789-0123

[ | Firstiiamen3 Lastiamsns

User03@example.com

234-5678-8012

[T | Firstiamen2 Lastiamen2

User02@example.com

123-4567-8901

Ooooe|ooo) = =

[ | Firstiament Lastiamsit

User01 @example.com

012-3456-7830

o
=

0 top ot \ggg
A
3

* When you are creating a Scan to E-mail template, only the [Email] check boxes are displayed in the
Address Book page.
* You can specify the fax number for the destination only when the Fax Unit is installed.

Tip
If you want to sort the Recipient List by a specific group, select the desired group name in the [Group] box.
4 Click [Add].
The selected destinations are added to the Recipient List page.
Tip

You can remove the destinations you added to the Recipient List before saving the destination settings.
P.63 “Removing the contacts from the Recipient List”

5 Click [Save].

Recipient List

[ Gancel ][ Address Book H Address Group ][ Search ]| Delete |
l[\ame |Destmat|an

The contacts are added as destinations.
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Selecting the groups from the address book

You can select groups from the address book.

You cannot select destinations from the address group if [Restriction Setting for Destination] is enabled.

P.255 “Restriction Setting for Destination”

1 Click [Destination Setting] to open the Recipient List page.

2 Click [Address Group].

Recipient List

[ Gancel ][ Address Book H Address Group [ Search ]| Delete |
|

|L||vm |Destmat|an v\\

The Address Group page is displayed.

3 Select the [Group] check boxes that contain the desired destinations.

Address Group

|Graup|v6mug Marne
|' Grouphiamens

@numamem

Grouphamens

Grouphamen2

Eod

Grouphame

10 Top ofthis nage

€]

=

4 Click [Add].

All recipients in the selected groups are added to the Recipient List page.

Tip

You can remove the destinations you added to the Recipient List before saving the destination settings.

P.63 “Removing the contacts from the Recipient List”

5 Click [Save].

Recipient List

[ Cancel ][ Address Book H Address Group ][ Search ]| Delete |
| e |Destmat|an

The contacts are added as destinations.
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Searching for destinations in the LDAP server

You can search for destinations in the registered LDAP server and in the address book.

The LDAP server used for the search must be registered by a user who is granted administrator privileges in access
policy mode.
P.293 “Managing directory service”

1 Click [Destination Setting] to open the Recipient List page.
2 Click [Search].

Recipient List

[ Gancel ][ Address Book H Address Group ][ Sear:h,&[}e\ete
[

|L||vm |Destmat|an V\\

The Search Contact page is displayed.

3 Select the directory service name that you want to search for in the [Directory Service
Name] box, and enter the search terms in the boxes that you want to search.

Search Contact

Enter a partial name or Email address to search for a contact,

Directory Service Nam® LDAP serverll =

First Name FirstMameD1

Last Mame

Email Address

Fax Number

Company

Department %

Tips

* If you select the model name of this equipment at the [Directory Service Name] box, you can search for
destinations in the address book of this equipment.

* TopAccess will search for destinations who match the entries.

* Leaving the box blank allows wild-card searching. However, you must specify at least one.

4 Click [Search].

TopAccess will start searching for destinations in the LDAP server and the Search Address List page will display
the results.

5 Select the [Email] check boxes of users you want to add as the E-mail recipients or
Internet Fax recipients, and select the [Fax] check boxes of users you want to add as
Fax recipients.

Click [Research] to return to step 3 so that you can change the search criteria and execute the search again.

Search Address List

Murnber of Search Resultl
IEmai | |Fax |vNamE Ermnail Address Fax Mumber

| ‘ “irsthlamel Lastiame0! User0l @example.com 012-3456-7390

OUTOOEoT ml ;%age
Notes

* You can specify the fax number for the destination only when the Fax Unit is installed.
¢ The value of [company] and [department] will depend on the settings made by the user who is granted
administrator privileges in the access policy mode.
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@ Click [Add].

The selected destinations are added to the Recipient List page.

Tip

You can remove the destinations you added to the Recipient List before saving the destination settings.

P.63 “Removing the contacts from the Recipient List”

7 Click [Save].

Recipient List

l Cancel ][ Address Book H Address Group ” Search ” Delete |
] yme |Destmalinn

The contacts are added as destinations.

Removing the contacts from the Recipient List

1 Click [Destination Setting] to open the Recipient List page.

Select the check boxes of the destinations that you wa
List, and click [Delete].

nt to remove from the Recipient

Recipient List
[ Cancel ][ Address Book H Address Group ” Search l Delete
¥l tiame Diestination 2
irsthlamet 0 Lasthiams10 User! 0g@exampls com
([ | irsthiamens Lasthame0a Lser0ag@e=ampls com
[ | irsthlamens Lasthame0s User0a@example com
14\) .I

The selected destinations are removed from the Recipient List.
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InternetFax Setting (Private template)

In the InternetFax Setting page, you can specify the content of the Internet Fax to be sent.

InternetFax Setting
*Required
® Scanned from (Device Name)[(Template Name)|(Date)(Time)

1 Ubiect o
2 From Address Used@example.com
3 rom hame HUHUHN
4 od
5 ile Format TIFF-8 -
6 Fragment Page Size Mo Fragmentation +

Item name Description

1 | Subject

This sets the subject of the Internet Faxes. Select [Scanned from (Device Name) [(Template
Name)] (Date) (Time)] to automatically apply the subject, or enter the desired subject in the
box. If you enter manually, the subject will be [(Subject) (Date) (Time)].

2 | From Address

Enter the E-mail address of the sender. When the recipient replies to a received document,
the message will be sent to this E-mail address. You can enter up to 140 alphanumerical
characters.

From Name

Enter the sender name of the Internet Fax. You can enter up to 64 characters.

Body

Enter the body message of the Internet Fax. You can enter up to 1000 characters (including
spaces).

5 | File Format

Select the file format of the scanned image. Only [TIFF-S] (TIFF-FX (Profile S)) format can
be selected.

6 | Fragment Page Size

Select the size of the message fragmentation. [No Fragmentation] is set as the default.

Fax Setting (Private template)

In the Fax Setting page, you can specify how the fax will be sent.

Fax Setting
1 Presview
2 olution
3 Qriginal Mode
4 ExposLre el @ © © 0loloe © o ol
5 Transmission Type Memory Transmit +
6 ] oM -
7 gty Transmit OFF -
8 UBNSER
9 DD
10 oling -
1 1 Paszaword
12 & Number(Security)
13 Delaved Transmit oo day OO oo
14 fority Transmit OFF ~
Item name Description
1 | Preview Select whether or not to preview before sending a fax.

* ON — Select this to preview.
e OFF — Select this not to preview.
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Item name

Description

Resolution

Select the resolution for sending faxes.
» Standard — Select the Standard mode as the normal resolution. This mode is suitable
when you are frequently transmitting text documents with normal size characters.
* Fine — Select the Fine mode as the normal resolution. This mode is suitable when you
are transmitting documents with small size characters or fine drawings.
* Ultra Fine — Select the Ultra Fine mode as the normal resolution. This mode is suitable
when you are transmitting documents with very small size characters or detailed
drawings.

Original Mode

Select the image quality mode for sending faxes.

¢ Text — Select the Text mode as the normal image quality mode. This mode is suitable
when you are transmitting text documents.

* Text/Photo — Select the Text/Photo mode as the normal image quality mode. This
mode is suitable when you are transmitting documents which contain both texts and
photos.

* Photo — Select the Photo mode as the normal image quality mode. This mode is
suitable when you are transmitting photo documents.

Exposure

Select the exposure for sending faxes.
Select [Auto] to automatically apply the ideal contrast, or adjust the contrast manually in 11
stages.

Transmission Type

Select the send mode.
¢ Memory Transmit — Select the Memory TX mode to automatically send the document

after it has been temporarily stored to memory. This mode is useful if you want to return
original files immediately. You can also send the same originals to two or more remote
faxes.

* Direct Transmit — Select the Direct TX mode to send the original as it is being
scanned. This mode is useful if you want confirmation from the remote party. Originals
are not stored to memory, and you can specify only one remote fax at a time.

Tip

You can select [Direct Transmit] when you have created a template for Fax/InternetFax (not for Saved as file).
When Fax/InternetFax and [Save as file setting] are combined, this item will be unselectable and will not be displayed.

ECM

Enable or disable the ECM (Error Correction Mode) to automatically resend any portion of
the document affected by phone line noise or distortion.

Quality Transmit

Select this to send a document in the Quality TX mode. This feature sends a document at a
slower speed than normal so the transmission will be less affected by line conditions.

SUB/SEP

Enter the SUB number or SEP number if you want to set the mailbox transmission.

SID/PWD

Enter the password for SUB or SEP if required.

10

Polling

Select this to set Polling communications.

* (Blank) — Select the blank box when you do not want to perform polling.

* Transmission — Select this to perform Polling Reservation that allows users to store
the document in the memory.

* Received — Select this to perform Turnaround Polling that allows users to poll another
fax after transmitting documents to the remote fax on the same phone call.

You can select [Transmission] when you have created a template for Fax/InternetFax (not to be Saved as file).
When Fax/InternetFax and [Save as file setting] are combined, this item will be unselectable and will not be displayed.

1"

Password

Enter the 4-digit security code for the document to be stored or received.

12

Fax Number(Security)

When you select [Transmission] at the [Polling] box, enter the security fax number that
allows polling of stored document.

When you select [Received] at the [Polling] box, enter the security fax number to poll the
documents from remote faxes.

13

Delayed Transmit

If you enable the delayed communications for this agent, enter the day and time to send a
document. Delayed transmission is disabled when the date is set to "0".

14

Priority Transmit

Select whether the document will be sent prior to other jobs.
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Email Setting (Private template)

In the Email Setting page, you can specify the content of the Scan to Email document to be sent.

Email Setting
*Required
@ Use Email Setting in Administration Setling
1 @ Send data from (Device name) [[Template Name)]
Add the date and time to the subject
@ Use From Address Seifing sel by Administrator
2 From Aridress of
@) Use From Name Setting set by Administrator
3 From hlame _
5 Format POF{Multi) -
[ Encryation
UserPassword |esssessese Retvpe Password (eesesesses
Master Password |eeessssses Retype Password (esessssses
Encryption Level  128-hit AES ~
6 D Autharity
[ Printing
[T change of Documents
[T content Copying or Exdraction
[] content Extraction for accessibility
@ DocyYMMDDOYMMOD is a date)
7 File: Hame ®
[C] Addthe date and time to a file name
Fragment Message Size Mo Fragmentation -
Item name Description
1 | Subject This sets the subject of the E-mail.

Use Email Setting in Administration Setting — Select this to set the subject specified in
[Administration] - [Setup] - [Email] as subject.

Send data from (Device Name)[(Template Name)] — Select this to set the [(Template
Name)] data sent from (Device Name) as subject.

<Entry box> — Enter the text to set as subject.

Add the date and time to the Subject — Select this to append date and time to the subject
selected above.

Tip

When [Meta Scan] is selected, you can use a variable as the subject.
For more information on variables, see the following:
1 P.345 “Variables of XML format files”

2 | From Address

This sets the E-mail address of the sender. When the recipient replies to a received
document, the message will be sent to this E-mail address.

Use From Address Setting set by Administrator — Select this to use the E-mail address
specified in [Administration] - [Setup] - [Email]. When User Authentication or Email
Authentication is enabled, select this to use the E-mail address specified in [Administration]
- [Security] - [Authentication] - [Email Address Setting].

<Entry box> — Specify the sender address using up to 140 alphanumeric characters.

3 | From Name

This sets the sender name of the E-mail document.

Use From Name Setting set by Administrator — Select this to use the sender name
specified in [Administration] - [Setup] - [Email]. When User Authentication or Email
Authentication is enabled, select this to use the sender name specified in [Administration] -
[Security] - [Authentication] - [Email Address Setting].

<Entry box> — Specify the sender name using up to 64 characters.

4 | Body

Enter the body message of the Scan to Email documents. You can enter up to 1000
characters (including spaces).
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Item name Description

File Format Select the file format of the scanned image.

* TIFF(Multi) — Select this to save scanned images as a Multi-page TIFF file.

* TIFF(Single) — Select this to save scanned images separately as Single-page TIFF
files.

¢ PDF(Multi) — Select this to save scanned images as a Multi-page PDF file.

* PDF(Single) — Select this to save scanned images separately as Single-page PDF
files.

* Slim PDF(Multi) — Select this to save scanned images as Multi-page slim PDF files.
Select this when you give priority to minimizing the file size over the quality of the image.

* Slim PDF(Single) — Select this to save scanned images separately as Single-page
slim PDF files. Select this when you give priority to minimizing the file size over the
quality of the image.

¢  XPS(Multi)— Select this to save scanned images as a Multi-page XPS file.

* XPS(Single) — Select this to save scanned images separately as Single-page XPS
files.

* JPEG — Select this to save scanned images as JPEG files.

Tips

* If the Forced Encryption setting is enabled, only the PDF (Multi) and the PDF (Single) are selectable for a file format. For
the Forced Encryption function, refer to the User’s Manual Advanced Guide.

* Files saved in an XPS format can be used in Windows Vista/Windows 7/Windows 8/Windows Server 2012/Windows
Server 2008 SP1, or Windows XP SP2/Windows Server 2003 SP1 or later versions with Net Framework 3.0 installed.

Encryption Set this for encrypting PDF files if you have selected [PDF (Multi)] or [PDF (Single)] in the
File Format setting.
Encryption — Select this if you want to encrypt PDF files.
User Password — Enter a password for opening encrypted PDF files.
Master Password — Enter a password for changing PDF encryption settings.
Encryption Level — Select an encryption level.
* 40-bit RC4 — Select this to set an encryption level to the one compatible with Acrobat
3.0, PDF V1.1.
* 128-bit RC4 — Select this to set an encryption level to the one compatible with Acrobat
5.0, PDF V1.4.
* 128-bit AES — Select this to set an encryption level to the one compatible with Acrobat
7.0, PDF V1.6.
Authority — Select the desired authority items on encrypted PDF files.
* Printing — Select this to authorize users to print documents.
* Change of Documents — Select this to authorize users to change documents.
* Content Copying or Extraction — Select this to authorize users to copy and extract
the contents of documents.
* Content Extraction for accessibility — Select this to enable the accessibility feature.

Tips

* If the Forced Encryption setting is enabled, you cannot clear the [Encryption] check box. For the Forced Encryption
function, refer to the User’s Manual Advanced Guide.

* The user password and the master password are not set at the factory shipment.

* Passwords must be from 1 to 32 one-byte alphanumerical characters.

* The user password must differ from the master password.

These passwords can be re-entered only by an authorized user. Users cannot change the settings of the [Encryption Level]
box and the [Authority] box noted below if they are not authorized to change the master password. For the details of the
encryption setting, refer to the User’s Manual Advanced Guide. Ask the administrator for resetting these passwords.

File Name Select how the scanned file will be named. Select [DocYYMMDD] to name it as described,
or enter the desired file name in the box.

When you want to add the date and time in the file name, select the [Add the date and time
to a file name] check box.

Tip

When [Meta Scan] is selected, if you select [Add the date and time to a file name] in [File Namel], it is also applied to the meta
data file name.

Fragment Message Size Select the size of the message fragmentation. [No Fragmentation] is set as the default.
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Save as file Setting (Private template)

In the Save as file Setting page, you can specify how and where a scanned file will be stored.

Save as file Setting

Save || Cancel

1 File: Forimeat

TIFF(Mult) =

2 Encryption

Encryption

User Pazeiiorg Retype Password [ ETVPRRPRNN
Waster Passord Reyoe Fassworg

Encryption Level | 128

Autharity

Frinting

Change of Documents

Content Copying or Extraction
Caontent Extraction far accessibility

bit AES

Selectfollowing 2 iterns

[@] Use local folder

Storage Path WMFPO7317401WFILE_SHARE

Destination

[ Rermote 1

@ Use Administrator Setting

Protocol : SMB
Metwork Path

Use User Setting

Protocal SMB

seer arne [

Port Numher(cummand)_

MNetwork Path _

Login User Name _

Passward _ Retype Passward _

[] Remate 2

@ Use Administrator Setting

Protocal | SMB
Metwork Path

Use User Setting

Protocal SMB

sener arne [

Port Numher(cummand)_

MNetwork Path _

Login User Name _

Passward _ Retype Passward _

FTP ) FTPS (0 Metware IPXEFX () Netiare TCPIF

FTP ) FTPS (0 Metware IPXEFX () Netiare TCPIF

6 File Heme

@ DocrYMMDDOYMMDD is a date)

[[]  Addthe date and tirme to a file name.

Item name

Description

1 File Format

Select the file format for the scanned file to be stored.

TIFF(Multi) — Select this to save scanned images as a Multi-page TIFF file.
TIFF(Single) — Select this to save scanned images separately as Single-page TIFF
files.

PDF(Multi) — Select this to save scanned images as a Multi-page PDF file.
PDF(Single) — Select this to save scanned images separately as Single-page PDF
files.

Slim PDF(Multi) — Select this to save scanned images as Multi-page slim PDF files.
Select this when you give priority to minimizing the file size over the quality of the image.
Slim PDF(Single) — Select this to save scanned images separately as Single-page
slim PDF files. Select this when you give priority to minimizing the file size over the
quality of the image.

XPS(Multi)— Select this to save scanned images as a Multi-page XPS file.
XPS(Single) — Select this to save scanned images separately as Single-page XPS
files.

JPEG — Select this to save scanned images as JPEG files.

Tips

* If the Forced Encryption setting is enabled, only the PDF (Multi) and the PDF (Single) are selectable for a file format. For
the Forced Encryption function, refer to the User’s Manual Advanced Guide.

* Files saved in an XPS format can be used in Windows Vista/Windows 7/Windows 8/Windows Server 2012/Windows
Server 2008 SP1, or Windows XP SP2/Windows Server 2003 SP1 or later versions with Net Framework 3.0 installed.
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Item name Description

Encryption Set this for encrypting PDF files if you have selected [PDF (Multi)] or [PDF (Single)] in the
File Format setting.
Encryption — Select this if you want to encrypt PDF files.
User Password — Enter a password for opening encrypted PDF files.
Master Password — Enter a password for changing PDF encryption settings.
Encryption Level — Select an encryption level.
* 40-bit RC4 — Select this to set an encryption level to the one compatible with Acrobat
3.0, PDF V1.1.
* 128-bit RC4 — Select this to set an encryption level to the one compatible with Acrobat
5.0, PDF V1.4.
* 128-bit AES — Select this to set an encryption level to the one compatible with Acrobat
7.0, PDF V1.6.
Authority — Select the desired authority items on encrypted PDF files.
* Printing — Select this to authorize users to print documents.
* Change of Documents — Select this to authorize users to change documents.
* Content Copying or Extraction — Select this to authorize users to copy and extract
the contents of documents.
* Content Extraction for accessibility — Select this to enable the accessibility feature.

Tips

* If the Forced Encryption setting is enabled, you cannot clear the [Encryption] check box. For the Forced Encryption
function, refer to the User’s Manual Advanced Guide.

* The user password and the master password are not set at the factory shipment.

¢ Passwords must be from 1 to 32 one-byte alphanumerical characters.

* The user password must differ from the master password.

These passwords can be re-entered only by an authorized user. Users cannot change the settings of the [Encryption Level]
box and the [Authority] box noted below if they are not authorized to change the master password. For the details of the
encryption setting, refer to the User’s Manual Advanced Guide. Ask the administrator for resetting these passwords.

Destination — Use local folder Select this to save a scanned file to the “FILE_SHARE” folder.

Tip

When [Meta Scan] is selected, you can only specify one destination.
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Item name

Description

4 | Destination — Remote 1

Select this check box to save the scanned file to a network folder. How you can set this item
depends on how the user with administrator privileges configured Remote 1 in the [Save as
file] submenu under the [Setup] menu.
When you select [Allow the following network folder to be used as a destination], you can
only select [Use Administrator Setting]. The protocol and the network path are displayed
below this item.
When you select [Allow user to select network folder to be used as a destination], you can
select [Use User Setting] and enter the following items to specify where to save the file.

If you are allowed to specify a network folder, select [Use User Setting] and enter the
following items to specify where to save the file.

Protocol
Select the protocol to be used for uploading a scanned file to the network folder.

* SMB — Select this to send a scanned file to the network folder using the SMB protocol.

* FTP — Select this to send a scanned file to the FTP server.

* FTPS — Select this to send a scanned file to the FTP server using FTP over SSL.

* NetWare IPX/SPX — Select this to send a scanned file to the NetWare file server using

the IPX/SPX protocol.
* NetWare TCP/IP — Select this to send a scanned file to the NetWare file server using
the TCP/IP protocol.

Server Name
When you select [FTP] as the protocol, enter the FTP server name or IP address where a
scanned file will be sent. For example, to send a scanned file to the “ftp://192.168.1.1/user/
scanned” FTP folder in the FTP server, enter “192.168.1.1” in this box.
When you select [NetWare IPX/SPX] as the protocol, enter the NetWare file server name or
Tree/Context name (when NDS is available).
When you select [NetWare TCP/IP] as the protocol, enter the IP address of the NetWare file
server. You can enter up to 64 alphanumerical characters and symbols.

Port Number(Command)

Enter the port number to be used for controls if you select [FTP] as the protocol. Generally “-
" is entered for the control port. When “-” is entered, the default port number, that is set for
FTP Client by an administrator, will be used. If you do not know the default port number for
FTP Client, ask your administrator and change this option if you want to use another port
number. You can enter a value in the range from 0 to 65535 using numbers and hyphens (-).
Hyphen (-) is set as the default.

Network Path
When you select [SMB] as the protocol, enter the network path to the network folder. For
example, to specify the “users\scanned” folder in the computer named “Client01”, enter
“\\ClientO1\users\scanned\”.
When you select [FTP] as the protocol, enter the directory in the specified FTP server. For
example, to specify the “ftp://192.168.1.1/user/scanned” FTP folder in the FTP server, enter
“user/scanned”.
When you select “NetWare IPX/SPX” or “NetWare TCP/IP” as the protocol, enter the folder
path in the NetWare file server. For example, to specify the “sys\scan” folder in the NetWare
file server, enter “\sys\scan”.
You can enter up to 128 alphanumerical characters and symbols.

Login User Name

Enter the login user name to access an SMB server, FTP server, or NetWare file server, if
required. When you select [FTP] as the protocol, an anonymous log in is assumed if you
leave this box blank. You can enter up to 32 alphanumerical characters and symbols.
Password

Enter the password to access an SMB server, FTP server, or NetWare file server, if required.
You can enter up to 32 alphanumerical characters, symbols, and spaces. A single space
only can also be entered.

Retype Password

Enter the same password again for a confirmation.

5 | Destination — Remote 2

Select this check box to save the scanned file to a network folder. How you can set this item
depends on how the user with administrator privileges configured Remote 2 in the [Save as
file] submenu under the [Setup] menu.

If the user with administrator privileges specified Remote 2 to use only the specified network
folder, you can only select [Use Administrator Setting]. The protocol and the network path
are displayed below this item.

If the Remote 2 allows you to specify a network folder, you can specify the network folder
settings. See the description of the Remote 1 option for each item.
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Item name Description

6 | File Name Select how the scanned file will be named. Select [DocYYMMDD] to name it as described,
or enter the desired file name in the box.

When you want to add the date and time in the file name, select the [Add the date and time
to a file name] check box.

Tip

When [Meta Scan] is selected, if you select [Add the date and time to a file name] in [File Namel], it is also applied to the meta
data file name.

Box Setting (Private template)

In the Box Setting page, you can specify how scanned images will be stored in the Box.

Box Setting i
1 BoxMumber 00000 : Public Box -
pedt Passward Retype Passward
2 Olcler Mame
@ DocyYMMDOCYYMMDD is a date)
3 Document Mame ;
Item name Description

1 | Destination Specify the destination box number for e-Filing.

Box Number — Select the box number to store the scanned image.
Password — Enter the password if the specified box is set with a password.
Retype Password — Enter the same password again for a confirmation.

2 | Folder Name Enter the name of the folder where scanned images will be stored. If the specified named
folder does not exit, the folder will be created automatically. You can enter up to 64
characters.

3 | Document Name Select how the scanned file will be named. Select [DocYYMMDD] to name it as described,
or enter the desired file name in the box.

Store to USB Device Setting (Private template)
On the Store to USB Setting page, you can set the method for saving templates in USB media.

Store to USB Setting M

1 Fille Format TIFF(Multiy -
["JEncryption
User Password  |SESEEESE RBWBPGESWOM
waster Passinry Retype Fassword 3
Encryption Level | 128-bit AES ~

2 T Authority

[Printing

[[Jchange of Documents

[ content Copying or Extraction

[] content Extraction for accessibility

@ DocyyMMDDCYMMOD is a date)

[[]  Add the date and time to a file name.

ol [ ] v
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Item name

Description

1 File Format

Select the file format of the scanned image.

¢ TIFF(Multi) — Select this to save scanned images as a Multi-page TIFF file.

* TIFF(Single) — Select this to save scanned images separately as Single-page TIFF
files.

* PDF(Multi) — Select this to save scanned images as a Multi-page PDF file.

* PDF(Single) — Select this to save scanned images separately as Single-page PDF
files.

* Slim PDF(Multi) — Select this to save scanned images as Multi-page slim PDF files.
Select this when you give priority to minimizing the file size over the quality of the image.

* Slim PDF(Single) — Select this to save scanned images separately as Single-page
slim PDF files. Select this when you give priority to minimizing the file size over the
quality of the image.

¢ XPS(Multi)— Select this to save scanned images as a Multi-page XPS file.

* XPS(Single) — Select this to save scanned images separately as Single-page XPS
files.

* JPEG — Select this to save scanned images as JPEG files.

Tips

* If the Forced Encryption setting is enabled, only the PDF (Multi) and the PDF (Single) are selectable for a file format. For
the Forced Encryption function, refer to the User’s Manual Advanced Guide.

* Files saved in an XPS format can be used in Windows Vista/Windows 7/Windows 8/Windows Server 2012/Windows
Server 2008 SP1, or Windows XP SP2/Windows Server 2003 SP1 or later versions with Net Framework 3.0 installed.

2 | Encryption

Set this for encrypting PDF files if you have selected [PDF (Multi)] or [PDF (Single)] in the
File Format setting.
Encryption — Select this if you want to encrypt PDF files.
User Password — Enter a password for opening encrypted PDF files.
Master Password — Enter a password for changing PDF encryption settings.
Encryption Level — Select an encryption level.
* 40-bit RC4 — Select this to set an encryption level to the one compatible with Acrobat
3.0, PDF V1.1.
* 128-bit RC4 — Select this to set an encryption level to the one compatible with Acrobat
5.0, PDF V1.4,
* 128-bit AES — Select this to set an encryption level to the one compatible with Acrobat
7.0, PDF V1.6.
Authority — Select the desired authority items on encrypted PDF files.
* Printing — Select this to authorize users to print documents.
* Change of Documents — Select this to authorize users to change documents.
* Content Copying or Extraction — Select this to authorize users to copy and extract
the contents of documents.
* Content Extraction for accessibility — Select this to enable the accessibility feature.

Tips

* If the Forced Encryption setting is enabled, you cannot clear the [Encryption] check box. For the Forced Encryption
function, refer to the User’s Manual Advanced Guide.

* The user password and the master password are not set at the factory shipment.

* Passwords must be from 1 to 32 one-byte alphanumerical characters.

* The user password must differ from the master password.

These passwords can be re-entered only by an authorized user. Users cannot change the settings of the [Encryption Level]
box and the [Authority] box noted below if they are not authorized to change the master password. For the details of the
encryption setting, refer to the User’s Manual Advanced Guide. Ask the administrator for resetting these passwords.

3 | File Name

Select how the scanned file will be named. Select [DocYYMMDD] to name it as described,
or enter the desired file name in the box.

When you want to add the date and time in the file name, select the [Add the date and time
to a file name] check box.

Tip

data file name.

When [Meta Scan] is selected, if you select [Add the date and time to a file name] in [File Name], it is also applied to the meta
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Scan Setting (Private template)

In the Scan Setting page, you can specify how originals are scanned for the Scan to File, Scan to Email, and Scan to
e-Filing agent.

Scan Setting
1 OFF ~
2 ided Scan Single -
3 ctaton z::-EI-D o [A][A] o EI-D@ o [Y]=[A]
4 olor Mote Black -
5 oltion 200dpi ~
6 ompression iddle
7 Original Made: Text -
8 Exposure @atcMEO © 0 6 OlBO ¢
9 Oticinal Size Auto -
10 Beckaround - T
11 ortrast
12
13
Red (@] o
14 RGE Adustment Green; [@]
Blue [@] | |
15 Ol Blank Page OFF ~
16 Outtsicls Erase @ oFF [{o)]
Item name Description
1 | Preview Select whether to display the scanned image on the control panel after the scanning an
original.
e OFF — Select this not to display the scanned image.
* ON — Select this to display the scanned image.
2 | Single/2-Sided Scan Select whether to scan one side or both sides of an original. Available only when the
Reversing Automatic Document Feeder is installed.
* Single — Select this to scan one side of an original.
* Duplex Book — Select this to scan both sides of originals when the pages are printed
vertically in the same direction and bound along the vertical side of the paper.
* Duplex Tablet — Select this to scan both sides of originals with a vertical reversal to be
bound along the horizontal side of the paper.
Rotation Select how the scanned images will be rotated.
4 | Color Mode Select the color mode for scanning.
* Black — Select this to scan in the black mode.
* Gray — Select this to scan in the gray scale mode.
* Full Color — Select this to scan in the full color mode.
¢ Auto Color — Select this to scan in the auto color mode.

¢ The [Color Mode] option cannot be set when [Slim PDF (Multi)] or [Slim PDF (Single)] is selected in the [File Format]
option in the Save as File Settings and that in the Email Setting.

* When [Auto Color] is selected, you cannot select JPEG or TIFF (Multi) for the file format. Also when [Black] is selected,
JPEG is not allowed.

5 | Resolution Select the resolution for scanning.

The [Resolution] option cannot be set when [Slim PDF (Multi)] or [Slim PDF (Single)] is selected in the [File Format] option in
the Save as File Settings and that in the Email Setting.

6 | Compression Select the compression for scanning.

¢ This cannot be set when [Black] is selected at the [Color Mode] box.
* The [Compression] option cannot be set when [Slim PDF (Multi)] or [Slim PDF (Single)] is selected in the [File Format]
option in the Save as File Settings and that in the Email Setting.
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Item name Description
7 | Original Mode Select the document type of the originals.
* Text — Select this to set the Text mode as the default original mode.
* Text/Photo — Select this to set the Text/Photo mode as the default original mode. This
can be selected only when [Black] is selected in the [Color Mode] box.
* Photo — Select this to set the Photo mode as the default original mode.
This cannot be set when [Gray] is selected in the [Color Mode] box.
8 | Exposure Select the exposure for scanning.
Select [Auto] to automatically apply the best contrast for the document. You can also
manually adjust the exposure in 11 stages. The farther to the right that you set the value, the
darker the density of the scanned image will become.
[Auto] is not available when [Gray], [Full Color], or [Auto Color] is selected at the [Color Mode] box. In that case, set the
exposure manually.

9 | Original Size Select the original size.

If this is set to [Auto], the size is automatically detected. Select [Mixed Original Sizes] to
scan a document with mixed sizes. You can also specify the original size.

10 | Background Select the density level of the background of the scanned image. Density can be adjusted in
9 levels. The farther to the right that you set the value, the darker the density of the
background will become.

11 | Contrast Select the contrast level of the scanned image. Contrast can be adjusted in 9 levels. The
farther to the right that you set the value, the higher the contrast level will become.

This is not available when [Black] or [Gray] is selected at the [Color Mode] box.

12 | Sharpness Select the sharpness level of the scanned image. Sharpness can be adjusted in 9 levels.
The farther to the right that you set the value, the sharper the scanned image will become.

13 | Saturation Select the saturation level of the scanned image. Saturation can be adjusted in 7 levels. The
farther to the right you set the value, the more vivid the scanned image will become.

This is not available when [Black] or [Gray] is selected at the [Color Mode] box.

14 | RGB Adjustment Select the RGB density level of the scanned image. RGB density can be adjusted in 9 levels
for each color. The farther to the right you set the value, the darker the density of the
selected color will become.

This is not available when [Black] or [Gray] is selected at the [Color Mode] box.

15 | Omit Blank Page Select whether to automatically omit a blank page in the scanned image if it is included in
originals.

e OFF — The blank page is not omitted.
* ON — The blank page is omitted.

16 | Outside Erase Select whether to erase a shade that appears outside of the scanned image when an
original is placed on the document glass while the Original Cover is left open. The erased
shade will be whitened.

If you want to erase it, you can select the criteria in 7 levels for judging if it is an area to be
erased. The farther to the right you select, the larger the area that will be erased. [OFF] is
selected by default.
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Extended Field settings

You can set extended fields for meta data.
Set the field you have registered in [Administration] - [Registration] - [Extended Field Definition].

Extended Field settings
1 _—;Extenueu Field Defintion Mo | 001 : testDO] ~

*DigplayName2
*DigplayName2
DigplayName3
*DisplayMamed -
*DigplayNames [TTITT]
Item name Description

1 | Extended Field Definition No. Allows you to select a registered extended field definition.

Extended Field Properties

[Extended Field Properties] set under the selected extended field definition are displayed.

Values set in this screen are used as the default values for [Extended Field Properties] displayed on the control panel
when using Meta Scan.

ltems with an asterisk (*) attached at the beginning of the [Extended Field Properties] name are mandatory entry fields.

Password Setting

In the Password Setting page, you can set a password for the private template.

Password Setting
1 ordl
2 ety
Item name Description
1 | Password Enter a password.
2 | Retype Password Enter the same password again for a confirmation.
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H [Address Book] Item list

P.76 “[Address Book] screen”

P.77 “[Contact Property] screen”
P.78 “[Fax Setting] screen”

P.79 “[Search Contact] screen”
P.79 “[Search Address List] screen”
P.80 “[Group Properties] screen”

U [Address Book] screen

You can manage a contact list to be used in E-mail, Internet Fax, and fax transmissions.

Tips

» Click [Contacts] or [Groups] to switch the display between the list of addresses and the list of groups where

contacts are assigned.
* Address Book can be also managed using the control panel. Refer to the User’s Manual Advanced Guide.

Contacts
Address Book
1 Contacts | Groups
2

1 I
Add Address Search

3 e Gl Al Groups -

4 din &alm_e Email Address |Fax Mumber
10 FlrINamew Lasthame1d Lser10 | iexample com
5 9 Firstiame09 Lasthame0d Lser09 | rexample com
6 e ——— = mamecon Guser
i Fi Lasthame0? UserD. com 678-0i| 2-3456
7 5 FIrSTMaMmELD LasTNamELD User Ub[esampile Com Sor-o8U1-2345
5 Firsthlamens | asthame0s Lizer 0! COm 456-7830-1234
4 Firsthlamend | asthame0d Lizer0: COm 345-6788-0123
3 Firsthlames | asthame03 Lizer0: COm 234-5678-8012
2 Firsthlame? | asthame02 Lizer0; COm 123-4567-6801
1 Firsthlamed | asthizme01 Lizer01 COom 012-3456-7830
Go to top of this pade
Item name Description
1 | [Add Address] button Allows you to add a new contact in the address book.
P.77 “[Contact Property] screen”
2 | [Search] button Allows you to search a contact from the address book.
P.79 “[Search Contact] screen”
3 | Group Select a group to display in the address list.
* All Groups — Displays all the groups.
* Registered Groups — Displays the registered groups only.
4 |ID Displays the registered ID of the contact.
1 P.77 “[Contact Property] screen”
5 | Name Displays the name registered to the contact.
0 P.77 “[Contact Property] screen”
6 | Email Address Displays the E-mail address registered to the contact.
P.77 “[Contact Property] screen”
7 | Fax Number Displays the fax number registered to the contact.
0 P.77 “[Contact Property] screen”
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Group

Address Book

Contacts | Groups

1 ——iig)
2 vl GLouP Mame: Gontlacls
3 = o) lamens 20 |

4 Groupamens. 16 |
4 E G oUpMAMmELs 1

B Grophlamen? 10

1 Grovphlame 10

Goto top of this pane

Item name Description

1 | [New] button Allows you to add a new group.
3 P.80 “[Group Properties] screen”

2 |ID Displays the registered ID of the group.
3 P.80 “[Group Properties] screen”

3 | Group Name Displays the registered name of the group.
3 P.80 “[Group Properties] screen”

4 | Contacts Displays how many address books are registered in the group.

U [Contact Property] screen

1
2
3 Clntar D"ﬂf"lﬂrl‘y Address Book e
4 Save |[ Cancel |[Reset ‘Ehﬁ‘
5 e Fax Setting
*Either
“Either
6 First Name
7 Last Mame:
8 Emeil Address:
9 Fas Mumber
1 0 el Fees Humber
1 mwny
12 Separtment
13 Heyword
Item name Description
1 | [Save] button Saves the entered information.
2 | [Cancel] button Cancels adding or editing a contract.
3 | [Reset] button Erases information entered in the given box.
4 | [Delete] button Deletes the displayed contact.
5 | [Fax Setting] button Registers the contact for fax transmission.
1 P.78 “[Fax Setting] screen”
6 | First Name Enter the first name of the contact. You can enter up to 32 characters. Invalid characters are
replaced with "I".
7 | Last Name Enter the last name of the contact. You can enter up to 32 characters. Invalid characters are
replaced with "I".
Email Address Enter the E-mail address of the contact. You can enter up to 192 characters.
Fax Number Enter the fax number of the contact. You can enter up to 128 characters.
10 | 2nd Fax Number Enter the second fax number of the contact. You can enter up to 128 characters.
11 | Company Enter the company name of the contact. You can enter up to 64 characters. Invalid
characters are replaced with "!".
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Item name Description
12 | Department Enter the department name of the contact. You can enter up to 64 characters. Invalid
characters are replaced with "!".
13 | Keyword Enter the comments on the contact. You can enter up to 256 characters. Invalid characters

are replaced with "I".

QO [Fax Setting] screen

* You must specify either the [First Name] or [Last Name] box and either the [Email Address] or [Fax Number] box to

register the contact.
in the [Fax Number] and [2nd Fax Number], a three-second pause is added for dialing the fax

“«

* If you enter
number.

* To perform fax transmission, the Fax Unit is required. If the Fax Unit is not installed, you cannot perform the fax
transmission even if you specify the fax number.

Fax Setting
1 ——— Save || Reset
I—

Address Book » Contact Property »

U

D

]

Ine Select

Guslty Transmit

oo ~NoOG AW

Transmission Type

-
o

Item name Description

1 | [Save] button Saves the entered information.

2 | [Reset] button Restores fax settings set for the contact to the default status.

SUB Enter the mailbox number if you want to send a fax to the contact's fax mailbox. You can
enter up to 20 characters using numbers, #, and *.

4 | SID Enter the password to send a fax to the contact's fax mailbox. You can enter up to 20
characters using numbers, #, and *.

5 | SEP Enter the mailbox number if you want to retrieve a document from the contact's fax mailbox.
You can enter up to 20 characters using numbers, #, and *.

6 | PWD Enter the password to retrieve a document from the contact's fax mailbox. You can enter up
to 20 characters using numbers, #, and *.

7 | ECM Select whether to enable or disable ECM (Error Correction Mode). If [ON] is selected, it
facilitates error free communications by automatically resending any portion of the
document affected by phone line noise or distortion.

8 | Line Select Select whether specifying the line to be used. If this is set to [Auto], this equipment
automatically selects the line to be used. However, [Line 2] can be applicable only when the
2nd Line for Fax Unit is installed.

9 | Quality Transmit Select whether to send a document in the Quality TX mode. If [ON] is selected, this
equipment sends documents at a slower speed than normal so that the transmission will be
less affected by line condition.

10 | Transmission Type Select whether the document will be sent in [Memory Transmit] mode or [Direct Transmit]

mode.
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U [Search Contact] screen

You can search for contacts in the LDAP server and add them to the address book.

Tip

In order to use the LDAP search, the directory service must be set up by a user who has been granted administrator
privileges in the access policy mode. Before operating the LDAP search, ask your administrator if the Directory Service
has been configured.

Search Contact

Cancel
N

Enter a partial name or Email address to search for a contact.

— Directory Service Mame | DAP serverd1

e First Marme

— LastMame

— Fan humber

— COMMPANY

1—
2
3
4
5
6
7
8
9

— Ernail Address

m— Department

Item name Description

1 | [Search] button Searches contacts with the entered conditions.
3 P.79 “[Search Address List] screen”

2 | [Cancel] button Cancels the contact search.

3 | Directory Service Name Select the LDAP server for the search.

4 | First Name Enter the search condition.

5 | Last Name

6 | Email Address

7 | Fax Number

8 | Company

9 | Department

Tips

If you select [MFP LOCAL] at the [Directory Service Name] box, you can search for destinations in the address

book of this equipment.

* TopAccess will search for destinations that contain the text entered in each item.
Leaving the box blank allows wild-card searching. However, you must specify at least one.

U [Search Address List] screen

Select from the search address list and add to the address book.

Search Address List

—@ Cancel Research
—— |

Mumber of Search Result1

] vN_aIrn_e

Email Address Fax Mumber

[ |Firstr I mel Lasthamel!

User(1 ¢ | =xample com 012-34  6-7890

Gotnion | ihis page

O~NOOT AWN=

Item name

Description

[Add] button

Adds the contact selected in the search address list into the address book.

[Cancel] button

Cancels the search address list display.
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Item name Description
3 | [Research] button Returns to the [Search Contact] screen to change the search criteria and execute the search
again.
4 | Number of Search Result Displays the number of found contacts.
5 | Check box Select contacts to be registered to the address book.
6 | Name Displays the search result.
7 | Email Address
8 | Fax Number

O [Group Properties] screen

You can create groups that contain multiple recipients.
This enables you to specify a group as the destination when sending an E-mail, Internet Fax, or fax to multiple recipients.

Group Properties

TequnED

Address Book b

@ Cancel || Reset || Delete
— |

*Group Name

[SroupMame0s

[=]
[
=
=
=

whlame

Ermail Address

Fax Mumber

5[
5
=

Firsth | me10

Lasthame10

Lzer1ly

lexample.com o01-2:)5-6789

g

Firsth | me09

Lasthame03

Lizer(9

lexample.com 590-12|4-5678

Firsth | me0&

COoONOO GhWN =

Lasthame08

Lizer(s

lexample.com 789-01)3-4567

Lasthame07

B78-90|2-3456

S67-85)1-2345

Lasthame0g

—
-0

456-7890-1234

Lasthame05

345-6789-0123

Lasthlame04

Lasthame03

234-5678-9012

123-4567-8901

Lasthame02

O @|o|E|E|=E|a|@
o|o|o|z|o|o|=|E

clelclel=lT|=

012-3456-7890

Lasthlame01

Goto top afthis page

Item name Description

1 | [OK] button Registers the selected contacts as a group.

2 | [Cancel] button Cancels the group registration.

3 | [Reset] button Resets the contents.

4 | [Delete] button Deletes the displayed group.

5 | Group Name Enter the group name. You can enter up to 20 characters.

6 |ID Displays the registered ID of the contact.

7 | Email Select the check box to register E-mail address into the group when the contact has E-mail
information.

8 | Fax Select the check box to register fax number into the group when the contact has fax number
information.

9 | Name Displays the last name and first name registered to the contact.

10 | Email Address Displays the E-mail address registered to the contact.

11 | Fax Number Displays the fax number registered to the contact.
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H [Inbound FAX routing] Item list

ITU-T communications function between fax devices with ITU-T support and enable fax transmission to and retrieval from
mailboxes.

The type of mailboxes for ITU-T communications must be set in advance to either confidential, bulletin board, or forward.
You can specify a password on any mailbox to secure confidentiality.

* Mailboxes can be managed only when the Fax Unit is installed.
* The Internet/Fax (Relay) agent cannot be used to forward an inbound fax routed via Inbound FAX Routing.

Tip

Mailboxes can be managed using the control panel.

P.81 “[Inbound FAX routing] screen”

P.82 “[MailBox Properties] screen”

P.83 “MailBox Setting (Mailbox)”

P.84 “Destination Setting (Mailbox)”

P.84 “InternetFax Setting (Mailbox)”

P.84 “Relay End Terminal Report (Mailbox)”
P.85 “Save as file Setting (Mailbox)”

P.85 “Email Setting (Mailbox)”

P.85 “Box Setting (Mailbox)”

O [Inbound FAX routing] screen

You can manage mailboxes used for ITU-T communications.

Inbound FAX routing e
1 ——e)
2 wEox humber ﬂlName |&1em Comment.
3 — ) imennz Em|| & Save as file
002 Userhamen2 Co |icertial
4 T R |'=Luiclertial
5 — —
Item name Description
1 | [New] button Creates a mailbox for F-code communications.
P.82 “[MailBox Properties] screen”
2 | Box Number Displays the registered mailbox number.
3 | User Name Displays the user name of the registered mailbox.
4 | Agent Displays the agent assigned to the mailbox.
5 | Comment Displays the registered comment.
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O [MailBox Properties] screen

You can set a mailbox.

MailBoxes Properties MailBoses »
; ] ‘Ea\gl Cancel
—_—
3 = Select Agent
4 =] Confidential L] InternetiF ax(Relay)
5 {7 Builltin Board | Save az file
6 —roward " |Emall
—i{ | Store to e-Filing
7 8910
Item name Description

[Save] button

Saves the mailbox.

[Cancel] button

Cancels the mailbox settings.

[Select Agent] button

Set the agent to apply to the forward mailbox.

AW IN| =

Confidential

Creates a confident mailbox.

The Confidential Box allows a one-time document retrieval from the mailbox. Once a
document is retrieved, it is cleared. If a new document is sent to the same box number
where another document is stored, it is added to the existing box.

P.83 “MailBox Setting (Mailbox)”

5 | Bulletin Board

Creates a bulletin board mailbox.

The Bulletin Board Box allows multiple document retrievals from the same mailbox. Once a
document is retrieved, it is not cleared. If a new document is sent to the same Box, it
replaces the existing one.

P.83 “MailBox Setting (Mailbox)”

6 | Forward

Creates a multiple transmission relay mailbox. When you select this, select the agent from
[Internet/Fax(Relay)], [Save as file], [Email], or [Store to e-Filing].

Use the forward mailbox when you want to forward a fax document to specified destinations
automatically.

7 | Internet/Fax(Relay)

Creates a multiple transmission relay mailbox for the Internet Fax or fax. This agent can be
combined with the Save as file agent or Store to e-Filing agent.

P.83 “MailBox Setting (Mailbox)”

P.84 “Destination Setting (Mailbox)”

L P.84 “InternetFax Setting (Mailbox)”

[ P.84 “Relay End Terminal Report (Mailbox)”

The Internet/Fax (Relay) agent cannot be used to forward an inbound fax routed via Inbound FAX Routing.

8 | Save as file

Creates a shared folder forwarding mailbox. This agent can be combined with the Internet/
Fax(Relay), Email, or Store to e-Filing agent.

1 P.83 “MailBox Setting (Mailbox)”

1 P.85 “Save as file Setting (Mailbox)”

9 | Email

Creates an E-mail forwarding mailbox. This agent can be combined with the Save as file
agent or Store to e-Filing agent.

P.83 “MailBox Setting (Mailbox)”

L P.85 “Email Setting (Mailbox)”

10 | Store to e-Filing

Creates an e-Filing forwarding mailbox. This agent can be combined with the Internet/
Fax(Relay) agent, Save as file agent, or Email agent.

P.83 “MailBox Setting (Mailbox)”

P.85 “Box Setting (Mailbox)”
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0 MailBox Setting (Mailbox)

In the MailBox Setting page, specify the general information of the mailbox such as the box number, password, owner,

comment, and notification.

* The [Notification] and [Document Print] options are not available when creating the Confidential mailbox or Bulletin

Board mailbox.

Mailbox communication is disabled if the settings on this equipment and information registered for the destination

do not match. Check how the box number and the fax number of the destination are registered on the journal
before entering the box number.

MailBox Setting
*Required
1 B Mumber 001
2 ssasse
3 Lizer Mams UsertameD01
4 ommert
Diﬁend Ermail when an error occurs
5 ation [ send Email when jobis completed
Email Address
6 Documert Prit Alwiays -
Item name

Description

1 Box Number

Enter the box number of the mailbox. You can enter up to 20 characters including numbers,
sharp marks (#), and asterisks (*).

You can also specify the sender’s fax number to enable the Inbound Fax routing when
registering a Forward mailbox. If you specify the sender’s fax number here, the faxes that
are received from the specified fax number will be routed according to the mailbox settings.

The Inbound Fax routing is available only for a Forward mailbox. If you select [Confidential] or [Bulletin Board] as an
agent, you cannot specify the fax number.

When a fax is sent from the specified fax number with a box number (or sub address), the Inbound Fax routing will not
apply to the transmission and it is processed according to the specified box number (or sub address) settings.

2 | Password

Enter the box password if you want to protect the mailbox by the password. You can enter
up to 20 characters including numbers, sharp marks (#), and asterisks (*).

User Name Enter the user name of this mailbox. You can enter up to 30 characters.
Comment Enter the comment. You can enter up to 30 characters.
Notification

This specifies how the notification message will be sent if an error occurs.

Send Email when an error occurs — Transmits a notification message to the specified
E-mail address when an error occurs.

Send Email when job is completed — Transmits a notification message to the specified
E-mail address when a job is completed.

Email Address — Enter the E-mail address for the notification messages. You can enter up
to 192 alphanumerical characters.

When you enable the Notification setting, make sure to set up the E-mail settings in the [Email] submenu of the [Setup] menu

in the TopAccess access policy mode. For instructions on how to set up the E-mail settings, see the following section:
1 P.231 “Setting up E-mail settings”

6 | Document Print

Select whether to print a document sent to this mailbox.
* Always — Always prints documents sent to this mailbox.
* ON ERROR — Prints the document if all specified forwarding has failed.
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O Destination Setting (Mailbox)

In the Recipient List page, you can specify the destinations of the Internet/Fax (Relay), or Email agent.

When you are setting up the destinations for the Email agent, you can only specify the E-mail addresses for the
destinations.

When you are setting up the destinations for the Internet/Fax (Relay) agent, you can specify both fax numbers and E-mail
addresses for the destinations.

You can specify the destinations by entering their E-mail addresses or fax numbers manually, selecting recipients from the
address book, selecting destination groups from the address book, or searching for destinations in the LDAP server.

The methods of entering the destinations manually and searching for the destinations in the LDAP server are not
available if you are setting the destination for the Internet/Fax (Relay) agent.

Operations are the same as the following procedure.
P.58 “Destination Setting (Private template)”

U InternetFax Setting (Mailbox)

In the InternetFax Setting page, you can specify the content of the Internet Fax to be sent.
Operations are the same as the following procedure.
P.64 “InternetFax Setting (Private template)”

U Relay End Terminal Report (Mailbox)

On the Relay End Terminal Report page, you can specify a destination to which the transmission result list will be sent.

; 7 Rlelay End Terminal Report
R p— |
A:Id Cancel || Reset
3
[
4 —
5 Enail |Fax|ID |[wiame Email Address Fas Murmber
@ () |0001 |Firsthlament Lasthlamen (User01 @esample com 01 2-3456-7530
() |0002 |Firsthlame02 Lasthlamen? |User02@esample com 123-4567-5901
() |0003 |Firsthlamen3 Lasthlamens |User03g@esample com 234-5675-9012
() |0004 |Firsthlamend Lasthlamend |User0d@@esample com 345-6759-0123
() |0005 |Firsthlame0s Lasthlamens |User05@esample com 456-7HA0-1234
() | 0006 |Firsthlame0s Lasthlamens |User06@esample com S67-5901-2345
() |0007 |Firsthlame0? Lasthlamen? |User07 @esample com 675-901 2-3456
() |0008 |Firsthlamens Lasthlamens |User08@@esxample com 759-01 23-4567
() |0008 |Firsthlame0s Lasthlamens | Ussr08@esample com 5A0-1234-5675
® @ |0010 |Firstiame1 0 Lastiame 0 |User1 Ogexample. com S0 - 2345676
Go to top of this page
< i v
Item name Description
1 | [Add] button Adds settings to transmit the relay end terminal report.
2 | [Cancel] button Cancels the settings.
3 | [Reset] button Resets the settings.
4 | Entry box Enter the E-mail address or fax number of the recipient.
5 | Recipient list Displays the registered destinations. Select the E-mail address or fax number of the
destination.

You cannot specify more than 1 destination for the destination of the Relay End Terminal Report.

84

[Registration] Tab Page Overview



0 Save as file Setting (Mailbox)

In the Save as file Setting page, you can specify how and where a received fax will be stored.

Instructions on how to do the Save as file setting for the mailbox are the same as for the Save as file setting for a private
template.

Operations are the same as the following procedure.

P.68 “Save as file Setting (Private template)”

You cannot specify USB media as the storage in the Save as file Setting Page.

0 Email Setting (Mailbox)

In the Email Settings page, you can specify the content of E-mail document to be sent.

Instructions on how to do the E-mail setting for the mailbox are the same as for the E-mail setting for a private template.
Operations are the same as the following procedure.

P.66 “Email Setting (Private template)”

0 Box Setting (Mailbox)

In the Box Setting page, you can specify how a received fax will be stored in the Box.
Operations are the same as the following procedure.
P.71 “Box Setting (Private template)”
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[Registration] How to Set and How to Operate

P.86 “Managing templates”
P.94 “Managing address book”
P.100 “Managing mailboxes”

H Managing templates

P.86 “Registering and editing private template groups”
P.89 “Registering or editing templates”
P.93 “Displaying public templates”

0O Registering and editing private template groups

Before registering private templates, you have to register the private template group. You can classify the private
templates according to every department, every user, and use by registering the private template groups.
Also each private template group can be protected by a password.

Tips
* You can define up to 200 private template groups. To define the private template groups, you can specify the group

name, owner, and E-mail naotification setting.
* The required template may have already been created by a user who is granted administrator privileges in access
policy mode, or other user. Check the existing templates to see if they can be used before creating a new template

or group.
1 Click the [Registration] tab and the [Template] menu.
The Template Groups page is displayed.

2 Click the [Undefined] group link to create a new private group. Click the defined group
name link to edit the group information.

e-Filing
Login

Cournter

Job Status Registration

Device

Template |
Template Groups

Please select a group to edit below.

Public Template Groups
e [ [rame [User Hame |
[Public | [Public Tempiste Groups | |

[ »

All Groups \ Defined Groups

Jumpto
801 011 021 031 041 051 061 071 081 081 101 149 121 131 141 151 161 171 181 191

i Hiame. User Hame
o1 Templete00i Userhlamenin

00z Templete00z Userhlameniz

E Templete003 Userhlamenis

£ Templete0d

o5 ErmT

008 £ |userong userlng

007 £ |userni? userin?

S Uncefined [N i

* If you select the private template group that has not been defined, the Group Properties page is displayed. Skip

to step 5.
» If you select the defined private template group that is not protected by a password, the Private Templates page

is displayed. Skip to step 4.
* If you select the defined private template group that is protected by a password, the Input Group Password

page is displayed. Go to the next step.

Tips
* The page displays all 200 private template groups in default page view. You can display only defined private

template groups by clicking on the [Defined Groups] link.
» If you know which private template group you want to define or edit, click the number of the private template

group in the [Jump to] links.
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5 [Registration] Tab Page

When the Input Group Password page is displayed, enter the password for the selected
private template group and click [OK].

e-Filing
Login

Device Job Status

Repistration

Courter

Template

Input Group Password

Group Information

e [ [name [User Hame |

|UUE |é |useruus |useruus |
R

|Pasva‘||uuu 'L

The Group Properties page is displayed.
4 Click [Edit], [Change Password], or [Reset].

e-Filing
Login

Device Job Status

Repistration

Courter

Template

Private Templates template Groups »

Group Information

Mo | N [ [Heme |User Hame |
[oos TN [ Sy]usernos [ userooe |

If you select [Reset], you can reset the unnecessary private group and restore it to an undefined private group. Skip
tostep 7.

If you reset the group information, all private templates registered in the group will be deleted.

5 Enter the items below as required.

e-Filing
Login

Device Job Status

Repistration Countsr

Template

Group Properties &

Group Information
e |EE |User Mame |
|nns Ié |userDDE |usarDDE |

Save || Cancel

*Reguired
Mumber 006

*hlame useDE

User Mame: userl]0B

This Email address is used as defaull recipient each for template:
Ema.ng‘UserClUE@examp\e cam ‘

Motification

=7
1

You can configure the following settings in this page:
P.53 “[Group Properties] screen”
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5 [Registration] Tab Page

e-Filing
Login

Device:

Registration
Template

Change Group Password 2

Group Information
[Ma | [rame |User Hame |
|nns Ié |userDDE |userDDE |

Save || Cancel

Old Pag=weord

Mewy Password ssssee I

cesnes]

Retype Passwo

You can configure the following settings in this page:
P.55 “[Change Group Password] screen”

Click [Save] to apply changes.

7 Click [OK].

This step is not required if you have selected [Edit] in step 4.
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U Registering or editing templates

In each private template group, you can create up to 60 templates. To define the private template, specify the panel
settings that will be displayed in the control panel and agent settings. Each private template can also be protected by a

password.

Tip

Each template can be created in combination of the following agents:

* Copy template can be combined with the Save as file or Store to e-Filing agent.

* Fax/Internet Fax template can be combined with the Save as file agent.

* Scan template can be created with up to two agents in a combination of the Save as file, Email, and Store to e-

Filing agents.

Click the [Registration] tab and the [Template] menu.

The Template Groups page is displayed.

Click the group name link where you want to register or edit the private template.

Device Job Status
Template | le 0
Template Groups

Please select a group to edit below.

Public Template Groups

Repistration

e-Filing
Login

Cournter

e [ [rame [User Hame

[Public | [Public Tempiste Groups |

All Groups \ Defined Groups

Jumpto

001 011 021 031 041 051 061 071 081 091 101 111 121 131 149 151 161 171 181 191

] »

i Mame Lizer Mame

001 Templetz001 Lizerhamenn

002 Templete002 Liseriamennz

003 Templete003 Lizeriamenns

004 Templete004

005

o0g uzer00E uzer00E

il

o007 user0n7 user0n7

008 Lindefinedt

Ur\deﬂr\e\

* If you select the defined private template group that is not protected by a password, the Private Templates page

is displayed. Skip to step 4.

* If you select the defined private template group that is protected by a password, the Input Group Password

page is displayed. Go to the next step.

Tips

* The page displays all 200 private template groups in default page view. You can display only defined private
template groups by clicking on the [Defined Groups] link.
* If you know which private template group you want to define or edit, click the number of the private template

group in the [Jump to] links.
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When the Input Group Password page is displayed, enter the password for the selected
private template group and click [OK].

e-Filing
Login

Ciournter

Device Job Status Registration

Template

Input Group Password

Group Information
[
|UUE |é |useruus |useruus |

[Hame [User Hame |

|Passv»l| e N
W1

The Private Templates page is displayed.

From the templates list, click the [Undefined] icon to register a new template, or click
defined icon to edit the template.

e-Filing
Login

Ciournter

Device Job Status Registration

Template

Private Templates 1empiats croups »

Group Information

e [ name [User Hame |
[o0s | |Templeteos | |

Panel View | Listview

Please click a template picture to edit. H

Jump to
1-6 7-12 13-18 19-24 25-30 31-36 37-42 43-48 49-54 55-60

Termpiuimmint
i COPY MODE Unilefined
w 5 :
2 Undefined
Undefined Undefined
3 4
Unilefined Unelefined
Unilefined Unilefined
5 B
Undefined Undefined
L] G ) -

» If the templates list is displayed in the List view, click the [Undefined] template name to register new template,
or click the defined template name to edit the template.

* If you select the private template that has not been defined, the Template Properties page to select agents is
displayed. Skip to step 7.

* If you select the defined private template that is not protected by a password, the Template Properties page is
displayed. Skip to step 6.

* If you select the defined private template that is protected by a password, the Input Template Password page is
displayed. Go to the next step.

Tips

* You can change the template list view by clicking on either [Panel View] or [List View].
* If you know which private template you want to define or edit, click the number of the private template in the
[Jump to] links.
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5 [Registration] Tab Page

When the Input Template Password page is displayed, enter the password for the
selected private template and click [OK].

e-Filing
Login

Registration Counter

Template

Input Template Password

Group Information
[Ma | [Hame |User Mame |
|nna |é |Temple«enna | |

Template Information
e [ [name [User Mame |

[oor [B]cony [ |

o»<
Y ) [ |

W1

The Template Properties page is displayed.

On the [Template Properties] page, click either [Edit], [Change Password], or [Reset
Template].

e-Filing
Login

Device Registration Counter

Template
Template Properties  Template Groups b private Templatese =
Group Information

[ra | [rame |User Hame |
|UUEI |é |TempIeIEUUEI | |

Template Information
e I [User Mame |

joor [ B]cony [ |

[ Change Password ” Reset Template ]

A\

@ Copy
b

Motification
utomatic Start | Disshle
et Capy

Scanner

If you select [Reset Template], you can reset an unnecessary private template and restore it to an undefined
template. Skip to step 10.

Enter the items below as required.
* If you have selected [Edit] in step 6, select the agent and click [Select Agent].

e-Filing
Login

Registration Counter

Template

Template Properties  Template Groups » Erivate Templatesw

Copy [ Email
[CIFax/ InternetFax [Jsave as file
[ scan [I store to e-Filing
[ meta Sean k [ save to USB Media \>
1 v 2

You can configure the following settings in this page:
P.56 “[Template Properties] screen”
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¢ If you have selected [Change Password] in step 6, enter the following items and skip to step 9.

Device: Job Status

Template

Group Information

Logs Repistration Courter

Change Template Password

e-Filing
Login

e [ [name

[User Hame |

|UUEI |é |TempIeIEUUEI

Template Information

[Ma | [rame

|User Hame |

|nm |é |Cnpy

Save || Cancel

Old Pas=word ssssee

ey Password ssssee

Retype Passwo || sesees|

R

You can configure the following settings in this page:
P.55 “[Change Group Password] screen”

Click each button displayed in the page to specify or edit the associated template

properties.

[Panel Setting]

Specify icon settings of the template.
L0 P.57 “Panel Setting (Private template)”

[Destination Setting]

Specify the destination to be sent. This can be set only when creating the Fax/Internet
Fax agent or Scan to Email agent.
P.58 “Destination Setting (Private template)”

[InternetFax Setting]

Specify how the Internet Fax is transmitted. This can be set only when creating a Fax/
Internet Fax agent.
[ P.64 “InternetFax Setting (Private template)”

[Fax Setting]

Specify how the documents are faxed. This can be set only when creating a Fax/Internet
Fax agent.
P.64 “Fax Setting (Private template)”

[Email Setting]

Specify how the documents are transmitted as E-mail messages. This can be set only
when creating a Scan to Email agent.
1 P.66 “Email Setting (Private template)”

[Save as file Setting]

Specify how the documents are saved in a shared folder on this equipment, USB media,
or a network folder. This can be set only when creating a Save as file agent.
P.68 “Save as file Setting (Private template)”

[Box Setting]

Specify how the documents are saved in e-Filing. This can be set only when creating a
Scan to e-Filing agent.
P.71 “Box Setting (Private template)”

[Store to USB Setting]

Specify how the document is saved in USB media.
L P.71 “Store to USB Device Setting (Private template)”

[Scan Setting]

Specify how the documents are scanned. This can be set only when creating the Save as
file agent, Scan to Email agent, and Scan to e-Filing agent.
P.73 “Scan Setting (Private template)”

[Extended Field settings]

Set extended field definition information and extended field settings.
(1 P.75 “Extended Field settings”

[Password Setting]

Set a password for the private template.
P.75 “Password Setting”

9 Click [Save].

10 Click [OKI.

This step is not required if you have selected [Edit] in step 6.
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U Displaying public templates

End users can also display the templates list in the public group so that users can see what templates are available.

Displaying templates in the public group

Click the [Registration] tab and the [Template] menu.
The Template Groups page is displayed.
2 Click the group name link for the Public Template Groups list.

e-Filing
Login

Device Job Status Ciournter

Repistration

Template

Template Groups

Please select a group to edit below.

Public Template Groups

e [ [rame [User Hame |
[Public | [Public Tempiste Groyos | |
A\
AllGroups | Defined Groups e
ps | =
Jump ta

001 011 021 031 041 051 061 071 081 091 101 111 121 131 141 151 161 171 181 191

i Mame Lizer Mame

001 Templetz001 Lizerhamenn]

002 Templete002 Lizerhiamenn?

003 Templete003 Lizeriamenns

004 Templete004

005 Templete005

006 Templete006

o007 Lindefinect Lindefined

008 Lindefinect Lindefinect

008 Lindefined Lindefined -

3 The templates list in the public group is displayed.

e-Filing
Login

Ciournter

Device Job Status Registration

Template Address Book

Public Template Template Groups »

Group Information

[ | [Hame |User Hame |
|Puhh: | IPuinc Template Groups | |
Panel View | Listview o
Flease login as an administrator to edit public templates H

Templates 16

P CORY MODE F X MODE
w :
SCAN TO F SavING
\ (1B
L@ | [emar = | |esFLEe
W STORE =N SCANTO
s -[: : Ly
@ | [roefune @ | [FLEsEmaL
Go to tap ofthis page

Tips

* You can change the template list view by clicking on either [Panel View] or [List View].
* If you know which public template you want to view, click the number of the public template in the [Jump to]
links.
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B Managing address book

P.94 “Managing contacts in the Address Book”
P.98 “Managing groups in the Address Book”

0 Managing contacts in the Address Book

There are two ways to manage contacts in the Address Book:

* Adding, editing, and deleting contacts manually
P.94 “Adding, editing, and deleting contacts manually”

* Add new contact searching for a recipient from the LDAP server.
P.97 “Adding new contacts from the LDAP server”

Adding, editing, and deleting contacts manually

You can add or edit a contact by entering recipient information manually. You can also delete the contact from the Address
Book.

1 Click the [Registration] tab and the [Address Book] menu.
The Address Book page is displayed.

2 Click [Add Address] and add a new contact. Or click the corresponding link to the
contact which you want to edit or delete in the contact list.

e-Filing
Login

Device, Job Status Registration Ciournter

ernplate Address Book
Address Book
Contacts | Groups

Group Al Groups -

[=ir [hiama [=roail Addrazc

Firsthlame10 Lasthamel 0
Firsthlame0d Lastame0d
Firsthlame0s Lastamels
Firsthlamel7 LastNamel?
Firsthlame0E Lastame0t
Firsthlame0s Lastamels
Firsthlame04 Lasthame0d
Firsthlamels LastName03
Firsthlamel2 Lastame02
Firsthlame0! Lasthlamedl

R REEE

Lser1 Ofpexample com

Lser09mexample com

Liser8mexample com

User 07 fexample.com

LserDEfmexample . com

Lser0SEmexample com

LserO4imexample.com

User03fmexample com

User02fmexample.com

Lser01 fexample.com

The Contact Property page is displayed.
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5 [Registration] Tab Page

3 Enter the following items to specify the contact property. Click [Delete] to delete the
contact from the address book.

e-Filing
Login

Job Status.

Repistration Counter

Address Book
Contact Property  sodress sooke

*Either

*Either

* First Hame User

* Last Hame User

** Email Address Used@example.com

“Faix hiLimber 0550007237

2 Faoe Number

Comparny

Separtment Deptd1 |
eyl

E—

You can configure the following settings in this page:
P.77 “[Contact Property] screen”

When registering a fax contact, click [Fax Setting]. Otherwise, skip to Step 6.
The Fax Settings page is displayed.

5 Enter the following items according to the capabilities of destination facsimile, and
click [Save].

e-Filing
Login

Device Joh Status Registration Courter

Address Book

Fax Setting Address Book » Contact Property b

N2

SUE
SID

SEF

FAD

ECh -

Line Select -

Gty Transmit -

Transmission Type -

=(

You can configure the following settings in this page:
P.78 “[Fax Setting] screen”
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5 [Registration] Tab Page

6 In the Contact Property page, click [Save] to add a new contact.

e-Filing
Login

Joh Status Registration

Address Book

Contact Property  address Booke

[ ayeeting |

“Either

**Either

* First Hame (Userd]

* Last Mame: User1

" Email Address Uzer1@example.com
**Feix Humber 0550007237

2nd Fad Mumker

Compary

Department Deptd

eyword
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Adding new contacts from the LDAP server

You can search for contacts in the LDAP server and add them to the Address Book. In order to use the LDAP search, the
directory service must be set up by a user who is granted administrator privileges in the access policy mode. Before
operating the LDAP search, ask your administrator if the Directory Service has been configured.

Add a new contact from the LDAP server.

1 Click the [Registration] tab and the [Address Book] menu.
The Address Book page is displayed.

2 Click [Search)].

e-Filing
Login

Device «Joh Status Registration Counter

kit | Address Book || [l
Address Book

Contacts | Groups

Add Address
Group Al Groups \

wiD |Hame Email Address Fai Number
10 Firzthizme10 Lasthlamed 0 Lizer O COom A0 -2345-6759 =
9 Firzthizme0s Lasthlamend Lizer0f Com 5A0-1234-5675 r
I3 Firzthizme0s Lasthlamens Lizer0f COom 78901 23-4567
7 Firzthlame0? Lasthlamen? Lizer0; COom 675901 2-3456
I3 Fir=thizme06 Lasthlamens LizerOf COom 5675401 -2345
5 Firzthlame0s Lasthlamens Lizer 0! COMm 456-7HA0-1 234 -

The Search Contact page is displayed.

3 Select the directory service name that you want to search for in the [Directory Service
Name] box, and enter the search terms in the boxes that you want to search.

Search Contact

Enter a partial name or Email address to search for a contact

Directory Service Nam LDAP serverdl -

First Mame FirstMamel1

Last Mame

Ermnail Address

Fax Number

campany

Departrment

P

Tips

* |f you select the model name of this equipment at the [Directory Service Name] box, you can search for
destinations in the address book of this equipment.

* TopAccess will search for destinations that contain the text entered in each item.

* Leaving the box blank allows wild-card searching. However, you must specify at least one.

Click [Search].
TopAccess will start searching for recipients in the LDAP server and the Search Address List page will display the
results.
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5 Select the check boxes of contacts that you want to add to the Address Book.
Click [Research] to return to step 3 so that you can change the search criteria and execute the search again.

Search Address List

Mumber of Search Result1
[ [wiams Email Address Fax Mumber

Firsthamel Lasthamel! User(1 @example com 01 2-3456-7890

Go ofthis page

You can select all users in the list by clicking on the #| button.

The value of [company] and [department] will depend on the settings made by the user who is granted
administrator privileges in access policy mode.

@ Click [Add].

Selected contacts are added to the Address Book.

U Managing groups in the Address Book

You can create groups that contain the multiple recipients. This enables you to specify the groups for the destinations
instead of specifying each recipient separately when operating Scan to Email, or Fax or Internet Fax transmission. You
can also delete groups.

1 Click the [Registration] tab and the [Address Book] menu.
The Address Book page is displayed.

2 Click the [Groups] submenu.
The groups list is displayed.

3 Click [New] to add a new group. Or, click the corresponding link to the group which you
want to edit or delete in the group list.

e-Filing
Login

Cournter

Device, Job Status Registration

Address Book | [l

Address Book

Contacts | Groups

e

¥
|v\D IGmup [Mame Contacts
B Grouphlame0s 7
[4  [Grouphiemeos B
Grouphlame03 5

Grouphlame02 B

Grouphlame01 10
The Group Properties page is displayed.

L8 ) 0 Vol A L
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4 Enter the group name in the [Group Name] column. Click [Delete] to delete the selected
group.

e-Filing
Login

Cournter

Device, Job Status Registration

Address Book

Group Properties Adress Book e =

*Reguired
*Group Mame GroupMarnedl [
1D |Email |Fax |[whame Email Address Fax Murmber | il
10 [ |Firstiiame0 LastMamet 0 |User1 O@example com A0 -2345-6758
El [ |Firstiiamens LastMamena |User09@example com 890-1234-5678
a [ |Firsthiamens Lastiamens |User08@example com 78901 23-4567 =
7 [ |Firstiamen? LastMamen? |User07@example com 675-8012-3456
5 [ |Firstiiame0s LastMament |User 06@example com SE7-5301-2345
5 [ |Firstiiamens LastMamens |User05@example com 456-7830-1234 =
4 [ |Firstiiamend LastMamend |UserDd@example com 345-6783-0123
3 [ |Firstiiamen3 LastMamens |User03@example com 234-5675-9012 =
Tips

* You can clear the entered values in each field by clicking [Reset].
* You can cancel adding or editing a group by clicking [Cancel].

5 Select the [Email] check boxes of users to add Internet Fax recipients, and select the
[Fax] check boxes of users to add Fax recipients.

To perform fax transmission, the Fax Unit is required. If the Fax Unit is not installed, you cannot perform the fax
transmission even if you specify the fax number.

Click [OK].

The group is created.
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B Managing mailboxes

Mailboxes can be managed only when the Fax Unit is installed.

Tip
Mailboxes can be managed using the control panel. Refer to the User’s Manual Advanced Guide.

This equipment supports ITU-T communications and allows documents to be transmitted and retrieved from mailboxes
created by the mailbox hub in advance.

O Setting up mailboxes.

To carry out ITU-T communications, you must first set up an Open Mailbox in the mailbox hub. You can set up a maximum

of 300 mailboxes.
You can also delete mailboxes.

If you want to delete an Open Mailbox, the document must first be retrieved, printed, or canceled from the Open
Mailbox.

1 Click the [Registration] tab and the [Inbound FAX routing] menu.
The Inbound FAX routing page is displayed.

2 Click [New] to set up a new mailbox. Or, click the box number link which you want to
edit or delete in the mailbox list.

e-Filing
Loagin

Counter

«Joh Status Registration

Device

Template Address Book Inbound FAX routing

Inbound FAX routing ey

\\J

|vao;< Murmber I |User Mame |Aqent |Camment
003 Lz hlamenis Email & Save &s file
002 Uz hameni Confidertial
001 Uzt hlameni Confidertial

* If you click [New], skip to step 5.
* If you click the box number link that is not protected by a password, skip to step 4.
* If you click the box number link that is protected by a password, go to the next step.

3 Enter the password for the mailbox and click [OK].

e-Filing
Login
Device Joh Status Logs Registration Counter
Template Addres 10k Inbound FAX routing

Input MailBox Password

Fa 2 | ssssss N
W1
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4 Click [Edit] or [Delete].

e-Filing
Login

Device Job Status Registration Ciournter

Inbound FAX routing

MailBoxes Properties  MaiBoes

B K\

e ool
Mitification
Agent Confidertial

If you have clicked [Delete], the delete confirmation dialog box is displayed. Click [OK].
5 Select agents and click [Select Agent].

e-Filing
Login

Device Job Status Registration Ciournter

Inbound FAX routing

MailBoxes Properties  waisoes»

Save || Cancel

Select Agemi
W] Canfidential 3 [] IntemetF axRelay)

["] Bulletin Board [ zave asfile

[IForward [ TEmail
%1 [ stare to e-Filing %2

You can configure the following settings in this page:
P.82 “[MailBox Properties] screen”

6 Click each button displayed in the page to set the template properties.

MailBox Setting Specify mailbox settings.
[ P.83 “MailBox Setting (Mailbox)”
[Destination Setting] Specify the destination to be sent. This can be set only when creating an Internet/

Fax(Relay) agent or Email agent.
P.84 “Destination Setting (Mailbox)”

[InternetFax Setting] Specify how the document is transmitted as an Internet Fax. This can be set only when
creating an Internet/Fax(Relay) agent.
P.84 “InternetFax Setting (Mailbox)”

The Internet/Fax (Relay) agent cannot be used to forward an inbound fax routed via
Inbound FAX Routing.

[Relay End Terminal Report] Specify the destination for the relay end terminal report when forwarding has been
performed. This can be set only when creating an Internet/Fax(Relay) agent.
[ P.84 “Relay End Terminal Report (Mailbox)”

[Email Setting] Specify how the document is transmitted as an E-mail message. This can be set only
when creating an Email agent.
P.85 “Email Setting (Mailbox)”

[Save as file Setting] Specify how the document is saved on your computer hard disk or a network folder. This
can be set only when creating a Save as file agent.
P.85 “Save as file Setting (Mailbox)”

[Box Setting] Specify how the document is saved in a mailbox. This can be set only when creating a
Store to e-Filing agent.
P.85 “Box Setting (Mailbox)”

After configuring the desired mailbox properties, click [Save].
The mailbox properties are registered.
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5 [Registration] Tab Page
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[Counter] Tab Page

This chapter explains the [Counter] tab page in TopAccess.
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[Counter] How to Set and How to Operate...........cccccciiiiiiiisinnnnnnennceenc e eeennees 10
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6 [Counter] Tab Page

[Counter] Tab Page Overview

You can check the number of pages printed, copied, and scanned in the [Counter] tab page.
P.104 “[Counter] Item list”

H [Counter] Item list

P.104 “[Total Count] screen”
P.106 “[Department Management] screen”

P.106 “[Department Counter] screen <access policy mode>"
P.107 “[Department Information] screen”

P.108 “[User Counter] screen <access policy mode>"

P.109 “[User Information] screen <access policy mode>"

U [Total Count] screen
You can display total counters of the printer counter and scan counter, and total counters for small size and large size

paper.

Total Counter

= Print Counter

Fax. Printer List Total

Small

1 2 31 e

Lerge

il i ) 0

Total

1 2 31 75

2 e ScaN Counter

Metwork Fax Total

Small(Full Color)

24 - 24

LargetFull Color)

) - )

Smal(Black)

12 ul 53

Large(Black)

0 ul 0

Total

36 ul 77

Counter type

Description

1 | Print Counter

Displays the total output count value.

2 | Scan Counter

Displays the total scanned count value.
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Print Counter/Print Counter(small paper)/Print Counter(large paper)

] 1 2 3 4
Print Counter I I I
Copy Fan Prirter List Total
Smiall 42 1 2 31 76
Large 0 0 0 0 0
Total 42 1 2 31 76
Counter Description
1 | Copy Counter Displays the number of pages printed by copy operations.
Fax Counter Displays the number of pages printed by fax reception.
Printer Counter Displays the number of pages printed by print operations and E-mail reception (Internet Fax
reception).
4 | List Counter Displays the number of pages printed by system page print operations.

Scan Counter/Scan Counter(small paper)/Scan Counter(large paper)

1 2 3
Scan Counter I I I
Copy Network Fex Total
Small(Full Color) - 24 - 24
Large(Full Color) - 0 - 0
Small{Black) 41 12 0 53
LargerBlack) 0 [ 0 0
Toital 41 36 0 77
Counter Description
1 | Copy Counter Displays the number of pages scanned by copy operations.
Network Counter Displays the number of pages scanned by scan operations.
Fax Counter Displays the number of pages scanned by fax reception.
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U [Department Management] screen

This screen displays total counter information for each department.

Department Management
Enter a department code to access department counters
1 —epartment Code
|Nu berIDepartme Mame: |Dep1 odle |Tmalpming ITma\S anning IFaxTrsr\'mssmr\ |FaxRecemmn |
[1 | Depiartime | thiame01 |12345 o |o |o |o |
2 3 4 5 6 7 8
Item name Description
1 | Department Code Enter the department code which you want to check and click the [Enter] button.
Number Displays the registered department number.
3 | Department Name Displays the department name.
Click a department name link to check the information.
3 P.107 “[Department Information] screen”
4 | Dept Code Displays the department code.
5 | Total Printing Displays the number of pages printed by copy operations.
6 | Total Scanning Displays the number of pages scanned by scan operations.
7 | Fax Transmission Displays the number of pages transmitted via fax.
8 | Fax Reception Displays the number of pages received via fax.

U [Department Counter] screen <access policy mode>

Department Counter

umber | Department Hame Dept Code | Total Printing Total Scanning Fex Transmission |Fax Reception
Departrm 123 |6 ul o o o

2 Departr | rihlamen? 234 |37 ul 0 0 0

3 Departr | rhamens 345G ul 0 0 0

4 Departr | rihamend 4567 |9 ul 0 0 0

5 Departr | rhlamens 567 [0 ul 0 0 0

6 Departr | rhamens 67E | ul 0 0 0

7 Departr | rhlamen? Taa| 2 ul 0 0 0

1 Lindetin 4 Ly ff ul 0 0 0

Go | top ofthis | age

Item name Description

1 Number

Displays the registered department number.

2 | Department Name

Displays the department name.
Click a department name link to check the information.
3 P.107 “[Department Information] screen”

Dept Code

Displays the department code.

Total Printing

Displays the number of pages printed by copy operations.

Total Scanning

Displays the number of pages scanned by scan operations.

Fax Transmission

Displays the number of pages transmitted via fax.

Nl g b~ w

Fax Reception

Displays the number of pages received via fax.
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U [Department Information] screen

Department Information

1 —— (o)

— OEpartment Number 1

3 — DEpartment Name DepartmentNamed1

4 — Diepartment Code 123456

5 — Print Counter

Copy Fex Prirter List Total

Small ) ) il 1 1
Large 0 0 0 0 0
Total 0 0 ul 1 1

6 — Scan Counter

Copy Fax Metwork Total

SmallFull Calor) - - i 0
LargetFull Color) - - 0 0
SmallBlack) 0 0 0 0
Large(Black) o o o 0
Tatal i i i )

7 e Fa% Communication Counter

Transmit Received Total

Small ) ) 0
Large 0 0 i
Item name Description

1 | [Close] button Closes the [Department Information] screen.

2 | Department Number Displays the registered department number.

3 | Department Name Displays the department name.

4 | Department Code Displays the department code.

5 | Print Counter Displays the number of pages printed by print operations and E-mail reception (Internet Fax
reception).

6 | Scan Counter Displays the number of pages scanned by scan operations.
Values for the small size and large size are displayed according to the paper size specified
on your device.

7 | Fax Communication Counter Displays the communication record.
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O [User Counter] screen <access policy mode>

This screen displays total counter information for each user who is logged in to TopAccess.

Tip

Total counters for all users are displayed when you are logged in as the Administrator.

User Counter

Nurmber 1212
gt

<<Previous 10 Pages Nex 10 Pages»>
<113456780>

PG S FoTrarpmsson [FaRecepton

0
0
o
0
[

o
0

=[=[=[=[=[=[=[=[=[=]=[=]F

0

Item name

Description

1 Number

Displays the registered user number.

2 | User Name

Displays the user name.
Click a user name to check the information.
P.109 “[User Information] screen <access policy mode>"

Domain Name/LDAP Server

Displays the domain name or LDAP server of the user account.

Total Printing

Displays the number of pages printed by copy operations.

Total Scanning

Displays the number of pages scanned by scan operations.

Fax Transmission

Displays the number of pages transmitted via fax.

N|o o~ w

Fax Reception

Displays the number of pages received via fax.
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O [User Information] screen <access policy mode>

User Information
1 —— ()
2 — el Mame Usertame0dn1
3 — Domain Name/LOAP Server
4 — futhentication Method MFP Lacal Authentication
5 — Pasoword
Administrator
6 — Rl Assignment
7 — GrOUP AsSignment
8 — DEpatment Nurmber 0001:Departmenttamedt
9 —— P anelU Language English(lUS)
1 0 — PanelU] Keyboard Layout CWERTY
11 — U0 Setting OFF
Quota
Default Quaota
1 2 e PriNE COUNTET
Copy Fax Printer List Total
Small o 0 0 0 0
Large: o 0 0 0 0
Total o 0 0 0 0
1 3__ Scan Counter
Copy Fax etk Total
SmallcFull Color) B - 0 o
Large(Full Color) - 0 o
SmallBlaci) 0 0 0 0
Large(Black) ] 0 0 0
Total [ 0 0 [
1 4 e FX Communication Counter
Transmit Received Total
Small 0 [ [
Large 0 [ [
Item name Description
[Close] button Closes the [User Information] screen.
User Name Displays the user name.

Domain Name/LDAP Server

Displays the registered domain name or LDAP server.

Authentication Method

Displays the user authentication method.

A HhWOIN =

Password

You cannot display the password.
Reset the password in the [User Accounts] item when changing the password.
3 P.117 “[Enter Password] screen”

Role Assignment

Displays the registered roles.

Group Assignment

Displays the registered groups.

Displays the registered departments.

6

7

8 | Department Number
9 | PanelUl Language

Displays the registered display languages of the touch panel.

10 | PanelUl Keyboard Layout

Displays the registered keyboard patterns for the touch panel.

11 | Quota Setting

* OFF — No output restriction.
¢ ON — Restricts output.

Quota

Displays the remaining number for output.

Default Quota

Displays the default number assigned for the user.

12 | Print Counter

Displays the number of pages printed by print operations and E-mail reception (Internet Fax
reception).

13 | Scan Counter

Displays the number of pages scanned by scan operations.
Values for the small size and large size are displayed according to the paper size specified
on your device.

14 | Fax Communication Counter

Displays the communication record.
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[Counter] How to Set and How to Operate

P.110 “Viewing counters”

H Viewing counters

This equipment maintains a set of counters that keep track of the number of pages printed, copied and scanned. These
statistics can be displayed in totals or broken down by department. This section explains how to display the statistics and
manage the department counters.

P.110 “Displaying the total counter”

P.111 “Displaying the department counter”

Neither an end user nor an administrator can reset counters from TopAccess. However, users who are granted
administrator privileges in the access policy mode can reset the counter from the control panel. Refer to the User’s
Manual Advanced Guide.

U Displaying the total counter

In the [Total] menu, you can display the total counter information for the copy/print counter for small paper, copy/print
counter for large paper, and scan counter.

1 Click the [Counter] tab and the [Total] menu.
The Total Count page is displayed.

2 You can check the total counter in this page.

Device Jal Stetus Logs Registration User Managemert Administration

Total Counter

Print Counter

Capy Fex Printer List Total
Small 42 1 z El 75

Large o 0 0 o 0
Total 42 1 B El 75

Scan Counter

Copy Hetwork Fax Total
Smal(Full Color) B 24 - 24

LargetFul Color) - 0 - 0
Small(Black) 41 12 0 53
Large(Black) 0 0 0 0
Total £ E3 0 77
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U Displaying the department counter

In the [Department] menu, you can display the counter information of a specific department. If you want to display the

department counter, you must enter the department code.

Click the [Counter] tab and the [Department] menu.

The Department management page is displayed.

2 Enter the code for the department you want to check in [Department Code] and click

[Enter].
e-Filing
Login
Device ok Status Logs Counter

Registration
Department

Department Management

Enter a department code to access department counters

Department Code

The department counter for the specified department is displayed.

3 Click the department name link to display the detailed counters for the department.

Device Joh Status Logs Registration

Department

Department Management

Enter a department code to access department counters

Counter

e-Filing
Login

Department Code |
[Member |Department Name |Dert Code [ Totl Printing |Totel Scanning [Fax Transmission_[Fax Reception |

|123856 o |o |o

|o

1 DEEEr(menlNimeEH

4 The Department Information page opens.

Department Information

Close

Department Number 1
Department Name
Department Code

DepartmentMame01
122456

Print Counter

Copy Fax Frinter List

Smiall 0 0 ul 1

Large 0 0 0 0

Total 0 0 ul 1

Scan Counter

Metwork

Smail(Ful Color)

Copy Fax

Large(Full Color)

Srmall(Elack)

Large(Black)

ul

OEEEE

Total

ul

Fax Communication Counter

Transmit

Received

Total

Small

)

)

Large

)

)
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6 [Counter] Tab Page

112 [Counter] How to Set and How to Operate



[User Management] Tab Page

This section describes how to manage users in TopAccess.

[User Management] Tab Page OVerview ...........ccccccciiriissnisssssssnsssssssssssssssssssssssssssssssnsssnnnes 14
[User Accounts] ltem list <access POlICY MOUES .........coiiiiiiiiiii it 114
[Group Management] Item list <access POlICY MOAE> ..........ooiiiiiiiiiiii e 121
[Role Management] Item list <access POlICY MOAES .........cooiiiiiiiiie it 123
[Department Management] ltem list <access poliCy MOAE> ..........cooiiiiiiiiiiiiece e e 128

[Export/Import] ltem list <access POICY MOAES ...........iiiiiiieiiie e e sebee e 131



[User Management] Tab Page Overview

P.114 “[User Accounts] ltem list <access policy mode>"

] P.121 “[Group Management] Item list <access policy mode>"
P.123 “[Role Management] Item list <access policy mode>"

] P.128 “[Department Management] Item list <access policy mode>"
P.131 “[Export/Import] ltem list <access policy mode>"

H [User Accounts] Item list <access policy mode>

You can search and set user accounts if you are logged in to the access policy mode.
P.115 “[Search User Account] screen”

] P.116 “[Create User Information] screen”

P.117 “[Enter Password] screen”

] P.118 “[User Information] screen”

] P.120 “[Role Assignment] screen”

P.120 “[Group Assignment] screen”

e-Filing
Logout
Device Job Status Logs Registration Courter User Management Administration
1 User Accounts o
2 Usi|r Accounts
3 — 53
REFRESH
4 Search
5 1
J—) 1
6 Delete |[ Deleta All
I —,m‘ Reset Passward
7 ——( Set Registered Quota H Set Registered All Quotas H Reset Counters “ Reset All Counters
8 1 |
9 ==Previous 10 Pages Mext 10 Pagess=
10 Murnber 1212 =1 23 456789=>
umber Liser Mame Domain MameLDAP Server Departmert Fumber [tatus
1 Use | dame0m A ilable
2 Use [amenn2 A ilable
3 Use | {amen03 2 |ilable
4 Use | dame004 2 ilable
5 Use | 1ame00s 2| ilable
if o1 Unc | fined! | ilaiole
rfoz aar |y & |ilable
foz Ser |z & ilable
1rf o4 e |or A |ilable
tfos Eax e A |ilable
i D cuelt Mo | availakle
1for prin | pe 2 ilatle
Botatop |this page
Item name Description

1 | [Search] button Searches registered users.

P.115 “[Search User Account] screen”

2 | [New] button Registers new users.

P.116 “[Create User Information] screen”

3 | [Delete] button Deletes the user selected in the user account list.

However, you cannot delete the default users.

[Delete All] button Deletes all registered users. (Except default users)

[Unlock] button Unlocks a locked user selected in the user account list.

[Reset Password] button Resets the password of the user selected in the user account list.

P.117 “[Enter Password] screen”

[Set Registered Quota] button

Initializes the registered quota for the user selected in the user account list.

[Set Registered All Quotas] button

Initializes all registered quotas.

[Reset Counters] button

Resets counters for the user selected in the user account list.

10

[Reset All Counters] button

Resets counters for all departments.

1"

Number

Displays the registration number of the user.
10001 to 10007 are assigned to default users.
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Item name Description

12 | User Name Displays the user name.

Undefined, Admin, Service, Auditor, Faxope, Guest, and Printope are default users.
You can check the user information by clicking the user name.

3 P.118 “[User Information] screen”

13 | Domain Name/LDAP Server Displays the domain name or LDAP server registered in the user information.
14 | Department Number Displays the department number registered in the user information.
15 | Status Displays the user status.

U [Search User Account] screen

You can search registered users.
Select items to be searched and enter or select the search conditions.

Search User Account
1 ———— tumber Start Endl:l
2 —————1[ Department Nurmber
3 1] User Nams | ‘
4 ————[] Domain NameiLDAP Server [ |
5 ——{5amn)
Item name Description
1 | Number Enter the user number you want to search.
The search condition should be in the range from 1 to 10000.
Department Number Select the department number you want to search.
User Name Enter the user name you want to search.
A prefix search is performed with the entered character string.
Domain Name/LDAP Server Enter the domain name or LDAP server you want to search.
[Search] button Searches contacts with the entered and selected conditions.
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U [Create User Information] screen

You can register new user information.

Create User Information
1 —{5aw) (Carce]
2 — 1
*Required
3 ———— tuUsername |
4 —— Domain Mame/LDAP Server
B ———— Authentication Method MFF Local Authentication -
6 = Paszword
7 ————-FiNcCade
8 — R0le Assignment
9 ——GEOUP ASSiGRMENT
1 0 . DR AMTIENE MUMIb EF -
11 e PNl Language English(US) -
12 e PanelUl Keyhoard Layout QWERTY
13 e (111013 SEHING OFF «
Quota
Default Quota
Item name Description
1 | [Save] button Saves the entered user information.
2 | [Cancel] button Cancels creating user information.
User Name Enter the user name.
You can enter up to 128 alphanumerical characters and symbols ('#$ % &-. @ " _"'() " {}
...)_
Domain Name/LDAP Server Select the domain name or LDAP server.
Authentication Method Select the user authentication method.
* MFP Local Authentication — Use MFP local authentication on your equipment.
* Windows Domain Authentication — Use network authentication managed by the
Windows domain.
* LDAP Authentication — Use network authentication managed by LDAP.
6 | Password Enter the password. You can enter up to 64 alphanumerical characters and symbols (! # () *
-l =E2@\ {1 )
7 | PIN Code Enter the PIN code for the user authentication.
e The PIN code is up to 32 figures (0 - 9) long. The minimum length is specified on [User Authentication Setting].
1 P.249 “Setting up User Authentication Setting”
* If you change any settings, the changes will be reflected from the next time you log in.
8 | Role Assignment This can be configured when [MFP Local Authentication] is selected in [Authentication
Method].
Select from the registered roles. Click the [Edit] button and select roles from the displayed
screen.
3 P.120 “[Role Assignment] screen”
9 | Group Assignment This can be configured when [MFP Local Authentication] is selected in [Authentication
Method].
Select from the registered groups. Click the [Edit] button and select groups from the
displayed screen.
A P.120 “[Group Assignment] screen”
10 | Department Number Select from the registered departments.
1 P.128 “[Department Management] Item list <access policy mode>"
11 | PanelUl Language Select the display language for the touch panel.
12 | PanelUl Keyboard Layout Select the keyboard pattern displayed on the touch panel.
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Item name Description

13 | Quota Setting * OFF — No output restriction.
* ON — Restricts output.

Quota Displays the remaining number for output. The number entered in [Default Quota]
decreases each time a page is printed, and output is prohibited when it reaches 0. You can
manually change the remaining number of outputs to a desired value.

Default Quota Enter the default number assigned for the user. Up to 99,999,999 can be entered.

U [Enter Password] screen

You can display the [Enter Password] screen by selecting the check box of the user whose password you want to change
in the [User Accounts] item list and clicking the [Reset Password] button.

Enter Password

1 — )

 J————
Item name Description
1 | [OK] button Saves the entered password.
[Cancel] button Cancels the password change.
Password Enter the new password.
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U [User Information] screen

You can update registered user information.

User Information
1
2
3 |
4 Save [ Cancel ” Delete ] [ Reset Counters ]
*Required
5 e S €7 N2MIE UserName001
@ ——— Domain NamelLDAP Server
7 —ALthentication Method MFP Local Authentication
8 — Password
Q —— FiNCode
Administrator
1(Q ———— Role Assignment
— GrOUP ASsignment
1
12 — Department Number 0001:Departr =
13 PanelUl Language English(US) -
14 — PanelUl Keyboard Layout QWERTY =
15 — ClU0ta Setting ON -
Quota 99999999
Default Quota 99999999
16 e Print Counter
Copy Fax Printer List Total
Small 0 o 0 o 0
Large 0 0 0 i 0
Total 0 0 0 0 0
17 = Scan Counter
Copy Fax Network Total
Small(Full Color} - 0 0
Large{Full Color) - - 0 0
Small(Black) 0 0 0 0
Large(Black) 0 0 0 0
Total 0 o 0 0
1 8 = Fax Communication Counter
Transmit Received Total
Small o 0 0
Large i 0 0
Item name Description
1 | [Save] button Saves the entered user information.
2 | [Cancel] button Cancels changing user information.
3 | [Delete] button Deletes the displayed user from the user account.
4 | [Reset Counters] button Resets counters.
5 | User Name Displays the user name.
Note
If you change any settings, the changes will be reflected from the next time you log in.
6 | Domain Name/LDAP Server Displays the registered domain name or LDAP server. Select this item if you want to

change.
You can select this item only when the authentication method is [Windows Domain
Authentication] or [LDAP Authentication].

7 | Authentication Method Displays the user authentication method.

* MFP Local Authentication — Use MFP local authentication on your equipment.

* Windows Domain Authentication — Use network authentication managed by the
Windows domain.

* LDAP Authentication — Use network authentication managed by LDAP.

8 | Password You can change the password only when the authentication method is [MFP Local

Authentication].

If you change any settings, the changes will be reflected from the next time you log in.
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Item name Description

9 | PIN Code Displays the PIN code for the user authentication. You can set this item only when the
authentication method is [MFP Local Authentication].

e The PIN code is up to 32 figures (0 - 9) long. The minimum length is specified on [User Authentication Setting].
1 P.249 “Setting up User Authentication Setting”
* If you change any settings, the changes will be reflected from the next time you log in.

10 | Role Assignment This can be configured when [MFP Local Authentication] is selected in [Authentication
Method].

Displays the registered roles. Click the [Edit] button and select roles from the displayed
screen.

3 P.120 “[Role Assignment] screen”

If you change any settings, the changes will be reflected from the next time you log in.

11 | Group Assignment This can be configured when [MFP Local Authentication] is selected in [Authentication
Method].
Displays the registered groups. Click the [Edit] button and select groups from the displayed
screen.
P.120 “[Group Assignment] screen”

If you change any settings, the changes will be reflected from the next time you log in.

12 | Department Number Displays the registered departments. Select this item if you want to change.
P.128 “[Department Management] Item list <access policy mode>"

13 | PanelUl Language Displays the registered display languages of the touch panel. Select this item if you want to
change.

14 | PanelUl Keyboard Layout Displays the registered keyboard patterns for the touch panel. Select this item if you want to
change.

15 | Quota Setting * OFF — No output restriction.

¢ ON — Restricts output.

Quota Displays the remaining number for output. The number entered in [Default Quota]
decreases each time a page is printed, and output is prohibited when it reaches 0. You can
manually change the remaining number of outputs to a desired value.

Default Quota Enter the default number assigned for the user. Up to 99,999,999 can be entered.
16 | Print Counter Displays the number of pages printed by print operations and E-mail reception (Internet Fax
reception).
17 | Scan Counter Displays the number of pages scanned by scan operations.
18 | Fax Communication Counter Displays the communication record.

[User Management] Tab Page Overview 119



U [Role Assignment] screen

You can select roles to be assigned.

Role Assignment
1 ——:@ Canlcel
2 Available Role Assigned Role
3 AccountManager - Administrator
4 LS [l

ScanOperatar ——

Print [Add > |

PrintOperatar =

eFilingCperatar

ColarPrintCopyOperatar | < Delete |

FaxOperator

Auditor

Guest i

Item name Description

1 | [OK] button Saves the assigned roles.
[Cancel] button Cancels assigning roles.
Available Role Displays a list of registered roles.
Select the role to be assigned and click the [Add] button.
4 | Assigned Role Displays a list of the assigned roles.
Select the role to be removed from the assignment and click the [Delete] button.

O [Group Assignment] screen

You can select groups to be assigned.

Group Assignment
1 ———0K|[ cancel
2 [j ance
Available Grouj Assigned Grouyj
3 GruupNameUg GrUSpNamemp
4 P,
GroupNamend .
GroupMame0s |Add—>‘
[ = Delete |
Item name Description
1 | [OK] button Saves the assigned groups.
[Cancel] button Cancels assigning groups.
Available Group Displays a list of registered groups.
Select the group to be assigned and click the [Add] button.
4 | Assigned Group Displays a list of the assigned groups.
Select the group to be removed from the assignment and click the [Delete] button.
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B [Group Management] Item list <access policy mode>

You can manage the registered roles as groups if you are logged in to the access policy mode.
P.121 “[Create Group Information] screen”
P.122 “[Group Information] screen”

e-Filing
Logout
Device «Joh Status Fegistration Counter User Management Administration
Group Management
1 Sroup Management .G 4
2 |
(e[ Delste [ Derms Al
4 i MName
[&]
a
]
a
Item name Description
1 | [New] button Allows you to add a new group.
3 P.121 “[Create Group Information] screen”
[Delete] button Deletes the group selected in the group list.
[Delete All] button Deletes all groups.
Group Name Displays the group name.
You check group information by clicking the group name.
P.122 “[Group Information] screen”

U [Create Group Information] screen

You can register new groups.

Create Group Information
1 — Save || Cancel
g — 1T
*Reguired
3 — G TOUR MamME
4 — Role Assignment
Item name Description
1 | [Save] button Saves the entered group information.
[Cancel] button Cancels creating group information.
Group Name Enter the group name.
You can enter up to 128 alphanumerical characters and symbols other than ", * (back quote),
()% *, 1,1 (semicolon), <, =, >, ?,[,\, ], (apostrophe), {, |, }, ~, and , (comma).
4 | Role Assignment You can select roles to be assigned to the group. Click the [Edit] button and select roles from
the displayed screen.
P.120 “[Role Assignment] screen”
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7 [User Management] Tab Page

O [Group Information] screen

You can check roles registered to the group.

Group Information

1 —— s Cefeal

2 —
"Required
3 —Group Mame GroupMamed1
4 = Raole Assignment
Item name Description
1 | [Save] button Saves the entered group information.
2 | [Cancel] button Cancels creating group information.
3 | Group Name Displays the group name.
4 | Role Assignment Displays the roles assigned to the group. Click the [Edit] button and select roles from the
displayed screen.
P.120 “[Role Assignment] screen”
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H [Role Management] Item list <access policy mode>

You can manage and register roles if you are logged in to the access policy mode.
P.123 “Default roles and privileges”

[ P.127 “[Edit Role] screen”

] P.125 “[Create New Role] screen”

Device Job Status

Role Management

1 e [ 2 | | Dzt
el

Logs Registration Courter

Role Management

3 Fole Name

Adminiztrator

Janer

CopyOperator

‘ScanCperator

Print

PrintCOperator

eFilingOperator

ColorPrintCopyOperator

FaxOperator

Auditor

e-Filing
Logout

User Management Administration

@
m
=

Item name

Description

1 | [New] button

Allows you to add a new role.
P.125 “[Create New Role] screen”

2 | [Delete] button

Deletes the role selected in the role list.
However, you cannot delete the default roles.

3 | Role Name

Displays the role name.
P.123 “Default roles and privileges”

P.127 “[Edit Role] screen”

For more information on default roles, see the following:

You can check role information by clicking the role name.

U Default roles and privileges

The following table describes privileges granted to default roles.
The functions listed in “Privileges” and “Permitted operations (functions)” below are displayed in “6 Function list” on the

[Create New Role] screen.

P.125 “[Create New Role] screen”

Default role names

Privileges

Permitted operations (functions)

Administrator

Scan Function ™1

Store to e-Filing

e-Filing

e-Filing Access
e-Filing Deletion

Device Setting

Device Setting

User/Department Management

User/Department Management

Log Management

Read
Export

Job Management

Job Operation

AccountManager

User/Department Management

User/Department Management

CopyOperator

Copy Function

Copy Job
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Default role names

Privileges

Permitted operations (functions)

ScanOperator

Scan Function

Store to Local File Share
Store to Remote Server
Send Email
RemoteScan/WSScan(Pull)

Local File Share

Store to Local Storage
Store to USB Device

Remote

Send Email
Store to Remote Server
WS Scan(Push)

Print

Print Function *1

Print Job

PrintOperator

Print Function *1

Print Management

eFilingOperator

Scan Function ™1

Store to e-Filing

e-Filing

e-Filing Access

FaxOperator

Fax/iFax Function

Internet Fax Transmission
Fax Transmission

Auditor

Log Management "1

Read

Guest

(No privilege settings)

(No settings)

User

Copy Function

Copy Job

Store to Local File Share
Store to Remote Server
Store to e-Filing

Print Function *1

Print Job
Store to e-Filing

Scan Function

Store to Local File Share
Store to Remote Server
Send Email

Store to e-Filing
RemoteScan/WSScan(Pull)

Fax/iFax Function ™!

Internet Fax Transmission
Fax Transmission

Store to Local File Share
Store to Remote Server

Local File Share

Store to Local Storage
Store to USB Device

Remote

Send Email
Store to Remote Server
WS Scan(Push)

e-Filing

e-Filing Access

Fax

Fax/iFax Function ™!

Internet Fax Transmission
Fax Transmission

*1

Part of operations (functions) is permitted.
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7 [User Management] Tab Page

U [Create New Role] screen

You can register a new role.

Create New Role

= Save || Cancel
—

*Reguired

R0 2 MNaME

—Base ROlE

=———NIFP Function
Copy Function
Copy Job

o hw M-
|

Print Function
PrintJob
Print Management

Sean Function
RemateScanMiSScaniPull)

FayfiFax Function
Internet Fax Transmission
Fax Transmission
Fax Received Print

Lacal File Share
Stare to Local Storage
Gtore to USE Device

Remote
Send Email
Store to Remote Server
WS Scan(Push)

Copy Function

Function Status
Capy Job Disahle
Store to Local File Share: Disahle
Store to Remote Server Disahle
Store to e-Filng Disshle

Print Functien

Function Status
Pririt Jok Disable
£ Store to -Filing Disable
Pririt Management Disable

Scan Function

Function Status
Store to Local File Share Disahle
Store to Remote Server Disahle
Send Email Disahle
Store to e-Filing Disahle
RemaoteScaniyS Scan(Pull) Disahle

Fax/iFax Function

[Function | Status |

[l e-Filing % o o Te 1
6

Item name Description

1 | [Save] button

Saves the entered role information.

[Cancel] button

Cancels creating the role.

Role Name

Enter the role name.
You can enter up to 128 characters.

4 | Base Role

Select a role which is used as a base of the new role.
You can select any registered roles or default roles (CopyOperator, ScanOperator, Print,
PrintOperator, eFilingOperator, FaxOperator, Guest, User, Fax) as the base role.
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Item name

Description

MFP Function

Allows you to select the privileges to be assigned to the role.

Copy Function

Assigns all copy functions.

Copy Job

Assigns the copy job function.

Print Function

Assigns all print functions.

Print Job

Assigns the print job function.

Print Management

Assigns the print management function.

Scan Function

Assigns all scan functions.

Remote Scan/
WSScan(Pull)

Assigns the Remote Scan or Web Services Scan function.

FAX/iIFAX Function

Assigns all fax/ifax functions.

Internet Fax
Transmission

Assigns all Internet Fax transmission functions.

Fax Transmission

Assigns the fax transmission function.

Fax Received Print

Assigns the fax/Internet Fax received print function.

Loc

al File Share

Assigns all local file share functions.

Store to Local Storage

Assigns all local file storage functions.

Store to USB Device

Assigns all storage to USB device functions.

Remote

Assigns all remote functions.

Send Email

Assigns scan to function.

Store to Remote Server

Assigns all storage to remote server functions.

WS Scan(Push)

Assigns the WS scan (push) function.

e-Filing

Assigns all e-Filing functions.

e-Filing Access

Assigns the e-Filing access functions.

Function list

Displays operations (functions) enabled/disabled by privileges assigned to the role selected
from “MFP Function”. Even if one item is selected from “MFP Function”, more than one
function may be enabled.

Example: If you select the [Send Email] check box in [Remote] from “MFP Function”, [Send
Email] in [Remote] and that in [Scan Function] on the “Function list” will be enabled.
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U [Edit Role] screen

You can confi

rm and edit roles.

However, you cannot edit the default roles.

3_

Edit Role
— Save
|

*Reguired

— R0l Name  Role001

== FP Function
[7] copy Function
O] copy.Job

[Z1 Print Function
[ Print Job
[ Print Management

[Tl scan Function
[ RemoteScaniiascantPully

[T] FawiFa Function
[7] Internet Fax Transmissian
[C] Fax Transmission
O] FaxReceived Print

[7 Local File Share
[ Store to Local Storage
[7] store to USB Device

7] remate
[C] send Email
[C] stare to Remate Server
[ wig ScantPush)

Copy Function
Function Status
Copy Job Disable
Store ta Local File Share Disable
Slore to Remate Server Cisahle
Store to e-Fiing Disahle
Print Function
Function Status
Print .Jok Disahle
E Stare to e-Fiing Disahle
Prirt Managemert Disable o 6
Scan Function
Function Status
Store to Local File Share Disahle
Slore to Remate Server Disahle
Sendt Email Disahle
Store to &-Fiing Disable
RemoteScant WSS can(Pull) Disable

Fax/iFax Function

— Device Management
Device Sefting
Cevice Setting

UseriDepartment Management

| User/Department Management
[Funetion | Status |

UserDepariment Management | Enable

Log Management

UseriDepartment Managerment Funetion | Status
L Read | Eriable
1 [Export | Enable
Log Management
Read
Export Job M t
Item name Description

[Save] button

Saves the edited role information.

[Cancel] button

Cancels editing the role.

Role Name Enter if changing the role name.
You can enter up to 128 alphanumerical characters and symbols other than ", * (backquote),
(), %+, 1,5, (semicolon), <, =, >, ?,[,\, ], (apostrophe), {, | }, ~, and , (comma).
4 | MFP Function Allows you to select the MFP function to be assigned to the group. Select from the following

functions.
See the following for details:
[ P.125 “[Create New Role] screen”

5 | Device Management

Displays device management privileges assigned to default roles. (Default roles only)
3 P.123 “Default roles and privileges”

6 | Function

list

Displays functions assigned to the role.
See the following for details:
P.125 “[Create New Role] screen”
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H [Department Management] Item list <access policy mode>

You can manage departments if you are logged in to the access policy mode.
P.129 “[Department Information] screen”
P.130 “[Department Information] (Edit) screen”

e-Filing
Logout
Device Job Status Registration Ciournter User Management Acdminiztr ation
Department Management
; ——Clpartment Management A3
NI@ [ Reset AHICuumers ] [ Set Registered All Quotas ] [ Delste All ]
2 I 3
‘ umber [Department Hame Dept Code | Total Printing Total Scanning Fex Transmission |Fax Reception
1 Departm | Ahamell 123406 u o ) )
2 Departm | Ahame02 234507 i ) o o
3 Departm | Ahame0s 345605 0 ) o o
4 Departm | Ahame0d 456719 u 1) 0 )
& Departm | Ahamels SE7EfO u o ) )
6 Departm | Ahame0s B8 i ) o )
7 Departm | Ahamed? = u ) o )
& Departm | Ahame0s B0 3 0 1) 0 )
9 Departm | Ahame0d B B 0 o ) 0
10 Departm | Ahamel 0 Lk B3 u ) o o
100 Undefine] . s 0 ) o 0
Goi) top ofthis Jage
|
5 6 7 8 9 10 1
Item name Description
1 | [New] button Allows you to add a new department.
P.129 “[Department Information] screen”
2 | [Reset All Counters] button Resets counters for all departments.
3 | [Set Registered All Quotas] button | Initializes quotas for all departments.
4 | [Delete All] button Deletes the registered department.
5 | Number Displays the registration number of the department.
6 | Department Name Displays the department name.
Click a department name link to check the department management information.
P.130 “[Department Information] (Edit) screen”
Dept Code Displays the department code.
Total Printing Displays the total number of printed pages of the department.
Total Scanning Displays the total number of scanned pages of the department.
10 | Fax Transmission Displays the total number of transmitted fax pages of the department.
11 | Fax Reception Displays the total number of received fax pages of the department.
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U [Department Information] screen

You can register a new department.

1 __u|partment Information
2 ————
*Required
3 = Department Name
4 ——Deparment Code
5 = Quota Setting OFF -
Quota
Default Quota
Item name Description
1 | [Save] button Saves the entered department information.
[Cancel] button Cancels creating the department.
Department Name Enter the department name.
You can enter up to 20 characters.
4 | Department Code Enter the department code.
You can enter up to 63 characters.
5 | Quota Setting * OFF — No output restriction.
* ON — Restricts output.

Quota Displays the remaining number for output. The number entered in [Default Black Quota]
decreases each time a page is printed, and output is prohibited when it reaches 0. You can
manually change the remaining number of outputs to a desired value.

Default Quota Enter the default number assigned for the department. Up to 99,999,999 can be entered.
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QO [Department Information] (Edit) screen

You can confirm and edit department information.

1 Department Information
2 1
2 Save [ Cam::el ” Reset Cluumers ][ De\lete l
*Required
5 — Depatttnent Murmber 1
6 —*Department Mame DepartrentMame01
7 —Oepartment Code sssses
8 —— U0 SEttiNG oW -
Quota 99999999
Default Quota 99999999
9 === Print Counter
Copy Fax Frintar List Total
Small ul ul ul 1 1
Large 0 i 0 0 0
Total ul ul ul 1 1
1 0—— Scan Counter
Copy Fex Metwork Total
Small(Full Colar) - 0 0
Large(Full Color) - - 0 0
Small(Black) 0 0 0 0
Large(Black) i 0 0 0
Total ul 0 0 ul
1 1 e Fax Communication Counter
Transmit Received Total
Small ) ) )
Large 0 0 0
Item name Description
1 | [Save] button Saves the entered department information.
2 | [Cancel] button Cancels creating the department.
3 | [Reset Counters] button Resets counters.
4 | [Delete] button Deletes the displayed department.
5 | Department Number Displays the registration number of the department.
6 | Department Name Enter if changing the department name.
You can enter up to 20 characters.
7 | Department Code Enter if changing the department code.
You can enter up to 63 characters.
8 | Quota Setting * OFF — No output restriction.
* ON — Restricts output.
Quota Displays the remaining number for output. The number entered in [Default Quota]
decreases each time a page is printed, and output is prohibited when it reaches 0.
Default Quota Enter the default number assigned for the department. Up to 99,999,999 can be entered.
9 | Print Counter Displays the number of pages printed by print operations and E-mail reception (Internet Fax
reception).
10 | Scan Counter Displays the number of pages scanned by scan operations.
11 | Fax Communication Counter Displays the communication record.
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H [Export/Import] Item list <access policy mode>

You can export and import your device settings if you are logged in to the access policy mode.
] P.131 “Export”
P.133 “Import”

O Export

e-Filing
Logout

Device Job Status Registration Courter User Management Acdminiztr stion

ExportAimport

Export/import

Export |  |mport

1 e s €1 INfOrmiation (SmalliLarge Counter)

File Mame Mot Created
File Size

Date Created

Create Mew File

2 === User Information

File Mame Mot Created
File Size

Date Created

Create New File

3 = User Information(All Counter)

File Mame Mot Created
File Size

Date Created

Create New File

4 C i Jser ion + Role + Group)

File Mame USER ROLE GROUP 110118xml
File Size 9965

Date Created TUE.JAN 18 D&:34:44 2011

Create Mew File

5 Combined(User i Counter) + Rale + Group)
File Mame Mot Created

File Size

Date Created

Create MNew File

6 ————LDAPRole

File Name Mot Created
File Size

Date Created

Create New File

7 Dy Infor i age Counter)
File Mame Mot Created
File Size

Date Created

Create MNew File

8 — Department Information

File Mame Mot Created
File Size

Date Created

Create MNew File

9 — Department Information{All Counters)

File Mame Mot Created
File Size

Date Created

Create New File

Item name Description
1 | User Information (Small/Large You can create an export file for user information (small/large counter).
Counter) Click the [Create New File] button to create the file.

Click the file name and follow the displayed dialog messages when exporting.

The file name, file size, and created date are displayed if you have already created a file.

2 | User Information You can create an export file for user information.
Click the [Create New File] button to create the file.

Click the file name and follow the displayed dialog messages when exporting.

The file name, file size, and created date are displayed if you have already created a file.
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Item name

Description

3 | User Information(All Counter)

You can create an export file for user information (all counter).

Click the [Create New File] button to create the file.

The file name, file size, and created date are displayed if you have already created a file.
Click the file name and follow the displayed dialog messages when exporting.

4 | Combined(User Information + Role
+ Group)

You can create an export file for combined information (user information + role + group).
Click the [Create New File] button to create the file.

The file name, file size, and created date are displayed if you have already created a file.
Click the file name and follow the displayed dialog messages when exporting.

5 | Combined(User Information(All
Counter) + Role + Group)

You can create an export file for combined information (all counter + role + group).

Click the [Create New File] button to create the file.

The file name, file size, and created date are displayed if you have already created a file.
Click the file name and follow the displayed dialog messages when exporting.

6 | LDAP Role

You can create an export file for LDAP roles. When the role information setting file has been
imported, the imported file is created.

Click the [Create New File] button to create the file.

The file name, file size, and created date are displayed if you have already created a file.
Click the file name and follow the displayed dialog messages when exporting.

3 P.357 “Using the Attribute of the External Authentication as a Role of the MFP”

7 | Department Information(Small/
Large Counter)

You can create an export file for department information (small/large counter).

Click the [Create New File] button to create the file.

The file name, file size, and created date are displayed if you have already created a file.
Click the file name and follow the displayed dialog messages when exporting.

8 | Department Information

You can create an export file for department information.

Click the [Create New File] button to create the file.

The file name, file size, and created date are displayed if you have already created a file.
Click the file name and follow the displayed dialog messages when exporting.

9 | Department Information(All

You can create an export file for department information (all counter).

3 P.133 “Import”

Counters) Click the [Create New File] button to create the file.
The file name, file size, and created date are displayed if you have already created a file.
Click the file name and follow the displayed dialog messages when exporting.
Tip

The exported file can be used to import the department codes and the department counters in [Import] — [Department Code].
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Q Import

e-Filing
Logout
Device. Joh Status Logs. Registration Counter User Management. Administration
Accotns Exportdmport
Export/lmport
Bpoi | Import
It may take rore than 10 minutes fihere are 4 1ot of eniries
4 —— User information
- —
2~ Combined(User information + Role + Group)
File Name e
3 e LDAP Role
File Name e
4 e D partment Code
Import Method: ® Ovenwiite © Addition © Addition and Clear Gounter
File Name i
*Counters of all departments will be cleared ifyou select "Addition and ClearCounter” and import.

1 User Information

You can import user information from a file.
Click the [Browse...] button to select the file to import and click [Open].
Check the file name and click the [Import] button.

2 | Combined(User Information + Role

You can import combined information (user information + role + group) from a file.

+ Group) Click the [Browse...] button to select the file to import and click [Open].
Check the file name and click the [Import] button.
3 | LDAP Role Use this item to import the role information setting file for Windows domain authentication

and LDAP authentication.
Click the [Browse...] button to select the file to import and click [Open].
Check the file name and click the [Import] button.

4 | Department Code

You can import department code from a file.

Click the [Browse...] button to select the file to import and click [Open].

Select the import method among [Overwrite], [Addition] or [Addition and Clear Counter], and
then click the [Import] button.

[User Management] Tab Page Overview 133




7 [User Management] Tab Page
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[Administration] Tab Page

This section describes administrative functions which allow you to configure devices and network, and manage users and
groups from TopAccess access policy mode.

[Setup] Item List ... e 136
[Setup] How to Set and How to Operate ..........ccccccciiiiiiiciincsscssscrs e 215
[Security] ltem List........ccooieiiiii s e 247
[Security] How to Set and How to Operate ..........cccooiciiciiiicrrccscccscccr e 264
[Maintenance] Item List ........ccooo i e 275
[Maintenance] How to Set and How to Operate..........ccccoooiiriiiiiiiiiiiiic s 291
[Registration] ([Administration] tab) Item List...........cccooiiiiiiiiiiiii s 303

[Registration] ([Administration] tab) How to Set and How to Operate.......cccccccvrrrreeenens 323



8 [Administration] Tab Page

[Setup] Item List

Tip
Users who are granted administrator privileges in access policy mode can access the [Setup] menu from the
[Administration] tab.

See the following pages for how to access it:
P.22 “Access Policy Mode”.

P.136 “General settings”

P.143 “Network settings”

P.183 “Copier settings”

P.186 “Fax settings”

P.189 “Save as File settings”

P.198 “Email settings”

P.200 “InternetFax settings”

P.201 “Printer/e-Filing settings”

P.202 “Printer settings”

P.206 “Print Service settings”

P.210 “Print Data Converter settings”
P.211 “Embedded Web Browser settings”
P.213 “Off Device Customization Architecture settings”
P.214 “Version”

H General settings

You can configure the general settings such as device information, energy save, date and time, and web general setting.

Tip
The [General] submenu can be accessed from the [Setup] menu on the [Administration] tab.
See the following pages for how to access it and information on the [Setup] menu:

P.22 “Access Policy Mode”
P.136 “[Setup] Item List”

P.137 “Setting up Device Information”

P.138 “Setting up Functions”

P.138 “Long File Name Setting”

P.139 “Setting up e-Filing Notification Events”
P.139 “Setting up Job Skip Control”

P.139 “Setting up Restriction on Address Book Operation by
Administrator”

P.139 “Setting up Confidentiality Setting”

P.140 “Setting up Energy Saver Mode”

P.140 “Setting up Date & Time”

P.141 “Setting up SNTP Service”

P.141 “Setting up Daylight Savings Time Setting”
P.142 “Setting up WEB General Setting”
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O Setting up Device Information

You can set the device information displayed in the [Device] tab page.

General Setting

Device Information
1 —llamE - -
2 e 0 iR T MO =
3 —Serial MUMbEr
4 ——MAC Address
5 —ave 25 File & e-Filing Space Available 26205 MB
6 ——Faxspace Available 577 MB
7 ———nData Cloning Function Enable ~
8 e IS8 Dir2ct Print Enable -
9 | _OCEMION
10 e oitact Information
1 1 —Service Phone Number 0
12 — 0 NS Al MESSADE

Item name Description

1 | Name Displays the device name of your equipment.

2 | Copier Model Displays the model name of your equipment.

3 | Serial Number Displays the serial number of your equipment.

4 | MAC Address Displays the MAC address of your equipment.

5 | Save as File & e-Filing Space Displays the available space for save as file and e-Filing on your equipment.

Available

6 | Fax Space Available Displays the available space for fax transmission and reception for your equipment.

7 | Data Cloning Function Enable this item when migrating settings on your equipment on to another device.

8 | USB Direct Print Select whether the USB Direct Print function is enabled or disabled.

9 | Location Enter the installed location of your equipment. This is displayed in the [Device] tab page that
appears first when accessing the TopAccess website for users.

10 | Contact Information Enter the name of the person who is responsible for this equipment. This is displayed in the
[Device] tab page that appears first when accessing the TopAccess website for users.

11 | Service Phone Number Enter the telephone number of the person who is responsible for servicing this equipment.
This is displayed in the [Device] tab page that appears first when accessing the TopAccess
website for users.

12 | Administrative Message Enter the message to the users about this equipment. This is displayed in the [Device] tab
page that appears first when accessing the TopAccess website for users.
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O Setting up Functions

Tip

Some items may not be changeable depending on the installed options and their settings.

Functions

1 — Save @s Local HOD Enable ~

2 e £-F i1 m

3 — Email Gend Enzshle ~

4 — Save a5 FTP Enable ~

B ——— SaeasFTPS Enable -

6 — Save to USH Media m

7 — Cave 4S5 SME Enabla -

8 — Save a3 Metware m

9 e [Pt SEN0 Enzshle +

10 — Fax Send Enabla =

11 e Mt iF Enable =

12 e Metwr0rk Fa Enable -

4 3 ——— vien Sewvices San Enable =

14 — Tiwain Seanning Enable =

1 5 — Sian to External Gontroller Enzshle ~

Item name Description

1 | Save as Local HDD Select whether to enable or disable the function to save on the local HDD.
2 | e-Filing Select whether to enable or disable the e-Filing function.
3 | Email Send Select whether to enable or disable the function to transmit E-mails.
4 | Save as FTP Select whether to enable or disable the function to save using FTP.
5 | Save as FTPS Select whether to enable or disable the function to save using FTPS.
6 | Save to USB Media Select whether to enable or disable the use of USB media.
7 | Save as SMB Select whether to enable or disable the function to save using SMB.
8 | Save as Netware Select whether to enable or disable the function to save using Netware.
9 | iFax Send Select whether to enable or disable the function to send Internet Faxes.
10 | Fax Send Select whether to enable or disable the function to send faxes.
11 | Network iFax Select whether to enable or disable the network iFax function.
12 | Network Fax Select whether to enable or disable the network fax function.
13 | Web Services Scan Select whether to enable or disable the web scanning service function.
14 | Twain Scanning Select whether to enable or disable the Twain scanning function.
15 | Scan to External Controller Select whether to enable or disable the function to scan to an external controller.

U Long File Name Setting

The control panel of this equipment may not be able to fully display a file name when the name is long, for example, in
private print jobs due to its restriction. You can specify how to display file names in Long File Name Setting.

Long File Name Setting

1 e | 0N File Mame Expression (Display)

Man-Abbreviation -

Item name

Description

Long File Name Expression
(Display)

Select how to display file names.
* First Portion — The file name is displayed from the beginning and "..." is used to
indicate that part of the name is not displayed.
¢ Last Portion — The file name is displayed in the way where the end of the name can be
seen.
* First and Last Portions — The file name is displayed in the way where the beginning
and the end of the file name can be seen.
* Non-Abbreviation — The file name is displayed from the beginning up to the number of
displayable characters.
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0 Setting up e-Filing Notification Events

You can set E-mail conditions for notifying you that the expiration date of data in e-Filing boxes is approaching.

e-Filing Notification Events

1 = Advance automatic delete notification

3 Days

Item name

Description

notificati

1 | Advance automatic delete

on

Select when an E-mail notifying you of the approaching of the expiration date of data in e-
Filing boxes is to be sent. You can select how many days before the expiration date from 0
(not notified) to 99 days.

0 Setting up Job Skip Control

Job Skip Control

1 ——— o Skip Control

OFF

Item name

Description

1 | Job Skip Control

You can select whether to enable or disable the function to skip jobs which do not match the
printing conditions.

0 Setting up Restriction on Address Book Operation by Administrator

Restriction on Address Book Operation by Administrator

1 =3 Mo Restriction

0) Can be operated by Administratar only

Item name

Description

1 No Restriction

All users can operate on the address book.

only

2 | Can be operated by Administrator

Only users whose access policy is set as an administrator can operate on the address book.

U Setting up Confidentiality Setting

You can set whether to hide or not document names displayed in jobs using asterisks (*).

1_

Confidentiality Setting
T Document Mame

Disable ~

Item name

Description

1 Docume

nt Name Select whether to hide or not the document name in jobs using 10 asterisks (*).
¢ Enable — Select this to hide the document name.
* Disable — Select this to show the document name.
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U Setting up Energy Saver Mode

You can set Energy Saver mode for your equipment.
For information on types of Energy Saver mode and how to enter the mode, see the User’s Manual Setup Guide.
Energy Save
1 — 0 Clear Mo Limit -
2 =———Auto Power Save 60 Minutes ~
3 ———Gleep Timer B0 Minutes ~
4 — Sleep Mode Auto -
Item name Description
1 | Auto Clear Select how long your equipment can remain inactive before the touch panel automatically
returns to the default display.
Auto Power Save Select how long your equipment can remain inactive before entering Power Save mode.
Sleep Timer Select how long your equipment can remain inactive before it automatically enters the Sleep
mode/the Super Sleep mode.
4 | Sleep Mode Select the Auto, Sleep, or Shut off mode after the specified [Sleep Timer] time.

The following network settings are required for this equipment to enter the Super Sleep mode.

Select [Disable] for [Enable IPv6] or select [Manual] for [Link Local Address] in the IPv6 setting.
P.147 “Setting up IPv6”

Select [Disable] for [Enable IPX/SPX] in the IPX/SPX setting.

P.148 “Setting up IPX/SPX”

Select [Disable] for [Enable Apple Talk] in the Apple Talk setting.

P.149 “Setting up AppleTalk”

Specify one of the following in [POP3 Network Service].

- [Disable] for [Enable POP3 Client].

- No entry for [POP3 Server Address].

- No entry for [Account Name].

- 0 for [Scan Rate].

P.161 “Setting up POP3 Network Service”

Disable IEEE 802.1X authentication.

For the IEEE 802.1X authentication method under the wired LAN environment, refer to the following chapter in the
User’s Manual Advanced Guide.

Chapter 2: "SETTING ITEMS (ADMIN) - IEEE 802.1X Authentication Setting"

See the following page for network access settings for your equipment in the Super Sleep mode.

P.170 “Setting up Wake Up Setting”

If the wireless LAN option is mounted to the device used, super sleep is not triggered regardless of the network settings.

0 Setting up Date & Time
You can set the date, time, time zone, and date format.
Tip
[Date & Time] settings are not available if the SNTP function is enabled.
Date & Time
Vear Month Date Time
1 2011 = Mlay > 10 fula] ;oo
2 e (GIAT+12:00) Wellington, Auckland -
3 e Dt FOFMAL YYMWDD ~
Item name Description
1 | Year/Month/Date/Time Select the year and month in designated boxes. Also, enter the date and time in designated
boxes.
Time Zone Select the time zone where this equipment is located.
Date Format Select the date format.
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0 Setting up SNTP Service

In SNTP Service, you can specify the SNTP server to refresh the time settings of this equipment using SNTP service.

SNTP Service
e Enablle SNTP Disable -

— Prirnary SNTF Address 0.000

= Secondary SNTP Address 0.00.0

e Gcan Rate 24 Haur(s)

= Port Number 123

O WN =

= MTF Authentication Disable ~

Item name Description

1 | Enable SNTP

Select whether to enable or disable SNTP (Simple Network Time Protocol). When this is
enabled, the time settings of this equipment can be adjusted using the SNTP service.

Tip
[Date & Time] settings are not available if enabled.

2 | Primary SNTP Address Enter the IP address or FQDN (Fully Qualified Domain Name) of the Primary SNTP Server
Address when [Enable SNTP] is enabled.

Enter the IP address or FQDN (Fully Qualified Domain Name) of the Secondary SNTP
Server Address when [Enable SNTP] is enabled as required.

3 | Secondary SNTP Address

Tip
When the [Obtain a SNTP Server Address automatically] option is enabled in the TCP/IP settings, the SNTP server address

can be obtained using the DHCP server.
1 P.143 “Setting up TCP/IP”

Scan Rate Enter how often this equipment should access the SNTP server to check the time.
Port Number Enter the port number for the SNTP service. Generally "123" is used.
NTP Authentication Select whether to enable or disable NTP authentication.

O Setting up Daylight Savings Time Setting

Make the required settings for daylight savings time.

Daylight Savings Time Setting
1 e D zyliht Savings Tirme Disable -
2 ———aiiset
Manth Week Day of vweek Time
3 ——ous sl i JEn ] B 1E ]
End [Jan ~|[1st ~|[5un -] [0 | \
Item name Description

Daylight Savings Time

Select [Enable] to shift the clock to the daylight savings time. [Disable] is set as the default.

Offset

Select the desired offset (time difference) from the local standard time. You can select from
between -2 and +2 hours, excluding 0 hour, in 30-minute increments. [+1:00] is set as the default.

Dates Select the applicable period for the daylight savings time.
¢ Start — Select or enter the start date and time of daylight savings time.
* End — Select or enter the end date and time of daylight savings time.
Tips

* If you change the settings during the daylight saving time period, the changes will be reflected to the equipment's
clock. If you select [Disable] during the applicable period, be sure to confirm that the correct time is displayed since
the equipment's clock will shift to the current time. When the SNTP Service setting is enabled and if the SNTP
server is synchronized, the correct time will be displayed.

P.140 “Setting up Date & Time”
* If the equipment is turned off at the start or end date and time, the equipment will shift the clock the next time it is

turned on.

» After the clock shifts, the daylight saving time will also apply to the weekly timers.
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» Select the Start and the End dates and times based on the time set for the equipment.
P.140 “Setting up Date & Time”
* [If the same month is specified for the Start and the End dates, the equipment does not shift the clock automatically.

0 Setting up WEB General Setting

You can set the session timer for TopAccess.

WEBE General Setting
1 ———session Timer 30 Minutes

Item name Description

1 | Session Timer Enter how long you want this equipment to preserve the session data of TopAccess. You
can enter any integer between 5 to 999. This setting also applies to the session data of the
e-Filing web utility. "10" is set as the default.

Tip
When logged in the access policy mode, you will be automatically logged out if the session timer elapses without any
operation being performed.
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H Network settings

You can configure the network settings such as TCP/IP, Filtering, IPX/SPX, AppleTalk, Bonjour, LDAP Session, DNS
Session, DDNS Session, SMB Session, NetWare Session, HTTP Network Service, SMTP Client, SMTP Server, POP3
Network Service, SNTP Service, FTP Client, FTP Server, SNMP Network Service, and Security Service.

Tip
The [Network] submenu can be accessed from the [Setup] menu on the [Administration] tab.
See the following pages for how to access it and information on the [Setup] menu:

[0 P.22 “Access Policy Mode”
P.136 “[Setup] Item List”

P.143 “Setting up TCP/IP” P.158 “Setting up SMTP Client”

1 P.145 “Setting up Filtering” 3 P.160 “Setting up SMTP Server”

[ P.147 “Setting up IPv6” 1 P.161 “Setting up POP3 Network Service”
1 P.148 “Setting up IPX/SPX” 1 P.162 “Setting up FTP Client”

3 P.149 “Setting up AppleTalk” 1 P.163 “Setting up FTP Server”

1 P.149 “Setting up Bonjour” 1 P.164 “Setting up SLP Session”

P.150 “Setting up LDAP Session” P.165 “Setting up SNMP Network Service”
3 P.151 “Setting up DNS Session” 1 P.168 “Setting up Web Services Setting”
P.152 “Setting up DDNS Session” P.169 “Setting up LLTD Session”

P.154 “Setting up SMB Session” P.170 “Setting up Wake Up Setting”

L P.156 “Setting up NetWare Session” L P.172 “Setting up IP Security”

1 P.157 “Setting up HTTP Network Service”

O Setting up TCP/IP

You can set the TCP/IP protocol to enable communication over TCP/IP. The TCP/IP must be configured to enable
TopAccess, SMB printing, Raw TCP or LPR printing, IPP printing, Scan to Email, and Internet Fax.

TCP/IP
Selecting 'Save’ in the Main Window is required to Save the new settings
1 — Ethernet Speed Duplex Mode AUTO (-100MB)  ~
2 Host Name MFPO7083510
3 — AddrESS Mode Static P -
4 e Obtain & Domain Mame automatically Enzhle -
5 — Obtain @ Domain Server Address automatically Enable =
6 — Obtain @ WINS Server Address automatically  Enable =
7 — Obtain @ EMTF Server Address automatically  Disable -
8 = Obtain a FOP3 Server Address automatically  Disable =
9 — Obtain @ ENTP Server Address automatically  Disable =
1Q —— IP Conflict Detect Enable -
11 —— 1P address 157 &9 73 260
412 —— subnetazk 25 25 20
1 3 e DfRUI GatEiay 157 2] 73 1
Item name Description
1 | Ethernet Speed Duplex Mode Select the ethernet speed. [AUTO (-100MB)] or [AUTQ] is set as the default.

* When you select a specific ethernet speed, you must select the same one as set in the connected network. If you do not
know the ethernet speed that must be used, select [AUTO (-100MB)] or [AUTQO].
* If the network is not stable, power OFF the equipment then ON.

2 | Host Name Enter the host name of your equipment. You can enter up to 63 alphanumerical characters
including “-” (hyphens).

You cannot use a "-" (hyphen) as the first and last character. The MFP name is set as the
default.
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Item name

Description

3 | Address Mode

Select how to set the IP address.

» Static IP — Select this to assign the static IP address manually. When this is selected,
enter the static IP address in the [IP Address] box.

* Dynamic — Select this to assign the IP address using the DHCP with Auto-IP
addressing enabled. The IP address, subnet mask, gateway address, primary WINS
server address, secondary WINS server address, POP3 server address, and SMTP
server address can be automatically acquired from the DHCP server if the network
supports DHCP. However, if the network does not support DHCP, use the AutolP
function to assign an IP address.

* No AutolP — Select this to assign the IP address using the DHCP with Auto-IP
addressing disabled. The IP address, subnet mask, gateway address, primary WINS
server address, secondary WINS server address, POP3 server address, and SMTP
server address can be automatically acquired from the DHCP server if the network
supports DHCP. If the communication with the DHCP cannot be established, the
previous IP address is used.

4 | Obtain a Domain Name
automatically

Select [Enable] when you want to obtain a domain name automatically using the DHCP
server. This setting will apply only when [No AutolP] or [Dynamic] is selected in the Address

Mode option. [Enable] is set as the default.

DDNS Session.

When the DHCP server does not have a domain name, the data are left blank in the domain name even if you set the correct
domain name manually in the DDNS Session. In that case, select [Disable] here and set the correct domain name in the

[ P.152 “Setting up DDNS Session”

5 | Obtain a Domain Server Address
automatically

Select [Enable] when you want to obtain a domain server address automatically using the
DHCP server. This setting will apply only when [No AutolP] or [Dynamic] is selected in the
Address Mode option. [Enable] is set as the default.

DNS Session.

When the DHCP server does not have a primary and secondary DNS server addresses, the data are left blank in the primary
and secondary DNS server addresses, even if you set the correct primary and secondary DNS server addresses manually in
the DNS Session. In that case, select [Disable] here and set the correct primary and secondary DNS server address in the

3 P.151 “Setting up DNS Session”

6 | Obtain a WINS Server Address
automatically

Select [Enable] when you want to obtain a primary or secondary WINS server address
automatically using the DHCP server. This setting will apply only when [No AutolP] or
[Dynamic] is selected in the Address Mode option. [Enable] is set as the default.

When the DHCP server does not have a primary and secondary WINS server addresses, the data are left blank in the primary
and secondary WINS server addresses, even if you set the correct primary and secondary WINS server addresses manually
in the SMB Session. In that case, select [Disable] here and set the correct primary and secondary WINS server address in the
SMB Session.

3 P.154 “Setting up SMB Session”

Obtain a SMTP Server Address Select [Enable] when you want to obtain a SMTP server address automatically using the
automatically DHCP server. This setting will apply only when [No AutolP] or [Dynamic] is selected in the

Address Mode option. [Disable] is set as the default.

When the DHCP server does not have a SMTP server address, the data are left blank in the SMTP server address even if you
set the correct SMTP server address manually in the SMTP Client. In that case, select [Disable] here and set the correct
SMTP server address in the SMTP Client.

3 P.158 “Setting up SMTP Client”

Obtain a POP3 Server Address Select [Enable] when you want to obtain a POP3 server address automatically using the
automatically DHCP server. This setting will apply only when [No AutolP] or [Dynamic] is selected in the

Address Mode option. [Disable] is set as the default.

When the DHCP server does not have a POP3 server address, the data are left blank in the POP3 server address even if you
set the correct POP3 server address manually in the POP3 Network Service. In that case, select [Disable] here and set the
correct POP3 server address in the POP3 Network Service.

3 P.161 “Setting up POP3 Network Service”
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Item name Description

9 | Obtain a SNTP Server Address Select [Enable] when you want to obtain a SNTP server address automatically using the
automatically DHCP server. This setting will apply only when [No AutolP] or [Dynamic] is selected in the
Address Mode option. [Disable] is set as the default.

When the DHCP server does not have a SNTP server address, the data are left blank in the SNTP server address even if you
set the correct SNTP server address manually in the SNTP Network Service. In that case, select [Disable] here and set the
correct SNTP server address in the SNTP Network Service.

3 P.141 “Setting up SNTP Service”

10 | IP Conflict Detect Specify whether or not to detect IP address conflicts. Select [Enable] to display a message
on the control panel when an IP address conflict is detected. [Enable] is set as the default.

11 | IP Address Enter the static IP address for your equipment when [Static IP] is selected in the [Address
Mode] box. Specify within the range from 0 0 0 0 to 255 255 255 255.
However, you cannot set 0.0.0.0 and 255.255.255.255.

12 | Subnet Mask Enter the subnet mask if required when [Static IP] is selected in the [Address Mode] box.
Specify within the range from 0 0 0 0 to 255 255 255 255.
However, you cannot set 0.0.0.0 and 255.255.255.255.

13 | Default Gateway Enter the gateway address if required when [Static IP] is selected in the [Address Mode]
box. Specify within the range from 0 0 0 0 to 255 255 255 255.
However, you cannot set 0.0.0.0 and 255.255.255.255.

0 Setting up Filtering n

You can set filtering in order to restrict access from client computers to this equipment. Filtering can be specified with an IP
address or a MAC address.

MAC address filtering is given priority over IP address filtering.

Filtering

1 s Eniable IP Filtering Disable ~

2 e | Filtting RUIE Permit ~

3 /P Filtering Start Addrese [End Address
Fiter 1 1} 0 0 0 [t} 0 [t} 1}
Fiter 2 0 0 0 0 ] i ] o
Fier 3 0 i 0 0 ] i ] o
Fier 4 0 i 0 0 ] i ] o
Fiter 5 o 0 0 0 0 i 0 o
Fiter 5 0 0 0 0 0 i 0 o
Fiter 7 0 0 0 0 0 i 0 o
Fiter 5 0 0 0 0 0 i 0 o
Fiter 5 0 0 0 0 0 i 0 o
Fiter 10 0 0 0 0 0 i 0 o

4 e En1abile MAC Address Filtering Disable -

5 — WAC Address Filtering Rule Permit ~

6 Adddress Fittering MAC Address

Fitter 1

Fitter 2

Fitter 3

Fitter 4

Fitter &

Fitter &

Fitter ¥

Fitter &

Fitter 9

Fitter 10
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Item name

Description

1 | Enable IP Filtering

Select [Enable] for IP address filtering. When [Enable] is selected, access from devices on a
network to which the IP address (specified in [IP Filtering]) is set is restricted under
conditions set in [IP Filtering Rule]. [Disable] is set as the default.

IP filtering is valid only in a network environment implemented with IPv4. It is not available in an IPv6 network environment. If
you need to use IP address filtering under IPv6 environment, select MAC address filtering.

2 | IP Filtering Rule

Select IP address filtering rules.
* Permit — Select this to permit access from devices on a network to which the IP
address (specified in [IP Filtering]) is set.
* Deny — Select this to deny access from devices to which the specified IP address is
set.

3 | IP Filtering

Enter the starting IP address and the ending IP address of a target client computer for IP
filtering. Up to 10 addresses can be specified.

Only IPv4 addresses are available. An IPv6 address cannot be specified.

4 | Enable MAC Address Filtering

Select [Enable] for MAC address filtering. When [Enable] is selected, access from devices
on a network to which the MAC address (specified in [MAC Address Filtering]) is set is
restricted under conditions set in [MAC Address Filtering Rule]. [Disable] is set as the
default.

5 | MAC Address Filtering Rule

Select MAC address filtering rules.

* Permit — Select this to permit access from devices on a network to which the MAC
address (specified in [MAC Address Filtering]) is set.

* Deny — Select this to deny access from devices to which the specified MAC address is
set.

6 | MAC Address Filtering

Enter the MAC address of a target client computer for MAC address filtering. Up to 10
addresses can be specified.
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O Setting up IPv6

You can set the IPv6 protocol to enable the communication over IPv6.

IPv6
Selecting "Save' in the Main Window is required to Save the new settings
IPvG
1 ———cnabieiPe Enable -
2 — LLMNR Disable +|
3 e |11k LOC A AddPES S
4 ——— O manual
1P Address [ |
Prefix Lenath D
Gateway | |
[[JUse DHCPYE Server for options
5 — © Use Stateless Address
[[1Use DHCPE Server for IP Address i flag)
[[JUse DHCPYE Server for options(0 flag)
[CTFQDN Option Update Methad
[rao: 1P acidress | Prefix Length |[Gateway
1 o
2 o
3 o
4 o
5 o
B: o
7 o
6 © Use Stateful Address
[[]Use DHCPE Server for IP Address
[[TUse DHCPYE Server for options
[JFaDM Option  Update Methad
[P &dress |[Prefiz Length |[Gateway i
[ Jlo I |
Item name Description
1 | Enable IPv6 Select whether the IPv6 protocol is enabled or disabled. [Disable] is set as the default.
2 | LLMNR If IPv6 is enabled, select whether LLMNR is enabled or disabled. [Disable] is set as the
default.
Link Local Address The automatically generated unique IP Address used for the IPv6 is displayed.
Manual You assign the IPv6 address, prefix and default gateway manually. In this mode, you can
assign one IPv6 address to this equipment.
IP Address — Assign the IPv6 address for this equipment. Specify within the range from
1:1:1:1:1:1:1:1 to ffff£ff. FfF. Fff. . £ fF. £
Prefix Length — Assign the prefix length for the IPv6 address. Specify within the range
from 0 to 128. “0” is set as the default.
Gateway — Assign the default gateway address. Specify within the range from
1:1:1:1:1:1:1:1 to ffff£ff: £ FF. £ £ FF. £
Use DHCPvV6 Server for options — Select this check box to use the optional information
(IPv6 address for the DNS server, etc.) which is issued from the DHCPV6 server.
Tips
e When [Manual] is selected, a stateful address cannot be set.
* If the selected IPv6 address is already assigned, DAD (Duplicate Address Detection) detects it and notifies you on the
touch panel of this equipment.
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Item name Description

5 | Use Stateless Address Use the IPv6 addresses (Stateless addresses) issued from routers.

* Use DHCPv6 Server for IP Address(M flag) — Use the IPv6 address issued from the
DHCPV6 server in the stateless network environment.

* Use DHCPv6 Server for options(O flag) — Use the optional information (IPv6 address
for the DNS server, etc.) issued from the DHCPv6 server in the stateless network
environment.

* FQDN Option — The FQDN option is available if Use DHCPv6 Server for IP Address
is selected. Select [Server] or [Client] for [Update Method] if using the FQDN option.
[Server] is set as the default.

* [P Address — Stateless Addresses obtained from routers are displayed. Up to 7 IPv6
addresses can be retained.

Tip
When this equipment receives a router advertisement (RA) from a router, of which M flag configuration is "0", the DHCPv6

function is disabled. If you change a router advertisement (RA) M flag configuration from "0" to "1", it is necessary to reboot
this equipment to enable the DHCPv6 function.

6 | Use Stateful Address Use the Stateful address issued from DHCPV6 server.

¢ Use DHCPv6 Server for IP Address — Select whether or not the IPv6 address which
is issued from the DHCPV6 server is used for this equipment.

* Use DHCPv6 Server for options — Select whether or not the optional information
(IPv6 address for the DNS server, etc.) except the IPv6 address for this equipment,
which is issued from the DHCPV6 server is used on this equipment.

* FQDN Option — The FQDN option is available if Use DHCPv6 Server for IP Address
is selected. Select [Server] or [Client] for [Update Method] if using the FQDN option.
[Server] is set as the default.

* [P Address — A stateful address, Prefix Length and Gateway obtained from DHCPv6
Server are displayed.

0 Setting up IPX/SPX

You can set the IPX/SPX protocol to enable the communication over IPX/SPX. The IPX/SPX must be configured to enable
Novell printing with NetWare server 5.1, 6.0, 6.5 over IPX/SPX.

IPX/SPX
Selecting "Save'in the Main Window is required to Save the new settings.

IPXISPX

1 ———Enable IPxErx Enable ~
2 = Frams Type Auto Sense -
3 —— Actual Frame
Item name Description
1 | Enable IPX/SPX Select whether the IPX/SPX protocol is enabled or disabled. Enable this when configuring

Novell printing over the IPX/SPX network.
[Disable] is set as the default.

2 | Frame Type Select the desired frame type for IPX/SPX.
* Auto Sense — Select this to use an appropriate frame type that the equipment found
first.

* |EEE 802.3/Ethernet I/IEEE 802.3 Snap/IEEE 802.2 — Instead of [Auto Sense], select
the frame types to be used from these options.

3 | Actual Frame Displays the actual frame type of the equipment.
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U Setting up AppleTalk

You can set the protocol to enable communication over AppleTalk. AppleTalk must be configured to enable AppleTalk
printing from Macintosh computers.

Apple Talk
Selecting 'Save'in the Main Window is required to Sawve the new settings

1 — Enalile Apple Talk Enable ~

2 e Digvic e Marme - L
3 = Desired Zone
Item name Description
1 | Enable Apple Talk Select whether the AppleTalk protocol is enabled or disabled. Enable this when configuring

AppleTalk printing. [Disable] is set as the default.

2 | Device Name Enter the device name of the equipment that will be displayed in the AppleTalk network. You
can enter up to 32 alphanumerical characters and symbols other than =, ; (semicolon), #,
and \ (backslash).

3 | Desired Zone Enter the zone name where the equipment will connect — if required. You can enter up to 32
alphanumerical characters and symbols other than =, ; (semicolon), #, and \ (backslash).
The equipment will connect to the default zone if you enter "*".

0 Setting up Bonjour

In Bonjour, you can enable or disable the Bonjour networking that is available for Mac OS X.

Bonjour

Selecting 'Save'in the Main Window is required to Save the new settings

1 ————— Enable Bonjour Enable -

2 s Lin kLol Host Mame 1™
3 —Service Name - i R
Item name Description
1 | Enable Bonjour Select whether Bonjour is enabled or disabled. [Enable] is set as the default.
2 | Link-Local Host Name Enter the DNS host name of this equipment. You can enter up to 127 alphanumerical

characters and symbols other than =, ; (semicolon), #, and \ (backslash).

3 | Service Name Enter the device name of this equipment that will be displayed in the Bonjour network. You
can enter up to 63 alphanumerical characters and symbols other than =, ; (semicolon), #,
and \ (backslash).
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0 Setting up LDAP Session

In LDAP Session, you can enable or disable the LDAP directory service.

LDAP Session
Selecting 'Save' in the Main Window i reguired to Save the new settings.
1 ————-FEnaukioap Disable =
2 — Atlribute 1 cormpany
3 — it ute 2 department
4 = Search Method Partial match ~
Item name Description

1 | Enable LDAP

Select whether the LDAP directory service is enabled or disabled. [Enable] is set as the
default.

2 | Attribute 1

Enter the name of the schema corresponding to the LDAP server configuration. You can
enter up to 22 alphanumerical characters and symbols other than =, ; (semicolon), #, and \
(backslash).

3 | Attribute 2

Enter the name of the schema corresponding to the LDAP server configuration. You can
enter up to 22 alphanumerical characters and symbols other than =, ; (semicolon), #, and \
(backslash).

4 | Search Method

Select search conditions for LDAP searching.
* Partial match — Select this to search information partially matching the search
conditions.
* Prefix match — Select this to search information that starts with contents matching the
search conditions.
» Suffix match — Select this to search information that ends with contents matching the
search conditions.
* Full match — Select this to search information fully matching the search conditions.
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0 Setting up DNS Session
In DNS Session, you can specify the DNS server to enable the FQDN (Fully Qualified Domain Name) rather than the IP
address on specifying each server address such as SMTP server, POP3 server, and LDAP server.

Tip

When the DNS service is enabled and the DNS server supports the dynamic DNS service, Set the DDNS Session as
well.
P.152 “Setting up DDNS Session”

DNS Session
Selecting ‘Save' in the Main Window s required to Save the new settings

1 ———EnableDNg Enable ~
2 e Pty NS Satver Address 1] o 0 0
3 — Sronidary DM Server Address i} i} 0 0
4 = Primary DMN35 Server Address(PvE)
5 =————Secondary DNS Server Address(IPvh)
Item name Description
1 | Enable DNS Select whether the DNS server is enabled or not. [Enable] is set as the default.
2 | Primary DNS Server Address Specify the IP address of the primary DNS server when the DNS service is enabled. Specify
within the range from 0 0 0 0 to 255 255 255 255.
3 | Secondary DNS Server Address Specify the IP address of the secondary DNS server when the DNS service is enabled, as

you require. Specify within the range from 0 0 0 0 to 255 255 255 255.

4 | Primary DNS Server Address(IPv6) | Specify the IP address of the primary DNS server when the DNS service is enabled in IPv6.
Specify within the range from 1:1:1:1:1:1:1:1 to ffff:ffff: ffff: ffff. ffff: ffef. . ffff.

5 | Secondary DNS Server Specify the IP address of the secondary DNS server when the DNS service is enabled in
Address(IPv6) IPv6, as required. Specify within the range from 1:1:1:1:1:1:1:1 to ffff:ffff:ffff.fff. fff. fff. fff. fff.
Tip

When the [Obtain a Domain Server Address automatically] option is enabled in the TCP/IP settings, the server address
of the primary and secondary DNS server addresses can be obtained using the DHCP server.
P.143 “Setting up TCP/IP”

[Setup] Item List 151



0 Setting up DDNS Session
In DDNS Session, you can enable the Dynamic DNS service if the DNS server supports the dynamic DNS.

* When using the security in DDNS, if the difference between the time set in the server, in which Windows DNS
record is to be updated, and the one set in the equipment exceeds the time stated in the account policy of the
server, the DNS update using the security will fail. Check the time set for the DNS server and match it with the one
set for the equipment.

When using DDNS and the IP address is assigned using DHCP, enable "006 DNS Servers" and "015 DNS Domain
Name" in the DHCP Server's Scope Options or Server Options.

e Acton vew Heb

P EEE 1 |
[Z o Optonfiane Tvendor [ va

B § i [ oo\ servers Standad 8
[T T ——
4 Ne:
o
i e

* When using DDNS, make sure the "Dynamic updates" option is set to "Nonsecure and secure" (for Windows
Server 2003/Windows Server 2008) for the Forward Lookup Zones and Reversed Lookup Zones.
If the setting of Windows Server 2003/Windows Server 2008 is other than "Nonsecure and secure" for this DDNS
function, you need to set the correct primary login name and primary password to update the DNS server by
DDNS.
If you do not want to use DDNS such as managed by a primary and secondary login name and password, you
need to add the equipment's host name manually in the Forward and Reversed Lookup Zone.

Forward Lookup Zones Reversed Lookup Zones
(Windows 2008 Server) (Windows 2008 Server)
| 21
WINS | Zone Transfers | Securty | Name Servers | WINSR | Zone Transfers |  Secutty |
Genel | SmtofAshory(S0A) |  Name Servers General | Start of Authortty (SOA)
Status: Running Pause Status: Running Pause
Type Active Directory-Integrated Change... Type. Active Directory-Integrated Change

Replication: All DNS servers in this domain Changs Replication: All DNS servers in this domain Change...

Data is stored in Active Directory.

Data is stored in Active Directory.

Dynamic updates Dynamic updates

v [oWing nonsecure dynai
"~ vulnerabilty because updat
sources

ica

if SECUI
be accepted from untrusted be accepted from untrusted

?
= wuinersbiity because updat
sources

To set aging/scavenging properties, dick Aging Ading To set aina/scavending propetties, dick Aging Aging..

oK | Cancel Zpply Help ok |

Cancel Apply Help
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DDNS Session
Selecting 'Save' in the MainWindow is required to Save the new settings.
1 ——— Enable DONS Enable =
2 ———— Dornain Name
3 ——— security Method Mone -
4 e PHiMRY LO QIR Mame ‘ |
B ——— Frimary Pazsword ‘ |
6 — S ECONdaY Login Mame ‘ |
7 Secondary Passward ‘ |
8 e TSIGEIG{0) Ky file Mot Installed
[ |[(Browse
(et (0]
9 e TS |15 | G0} Private Key file Mot Installed
[ |[Browse...
(et (o)
Item name Description
Enable DDNS Select whether the dynamic DNS service is enabled or disabled. [Enable] is set as the

default.

Domain Name

Enter the domain name that will be added to the DNS server using DDNS. You can enter up
to 96 alphanumerical characters and symbols other than =, ; (semicolon), #, and \
(backslash).

Tip

When the [Obtain a Domain Name automatically] option is enabled in the TCP/IP settings, the domain name can be obtained

using the DHCP server.
1 P.143 “Setting up TCP/IP”

Security Method

Enter the security method.

* None
Select this to perform a non-secure DDNS update.

e GSS-TSIG
Select this to perform a secure DDNS session using GSS-TSIG. You must set a log-in
name and a password. If both are not set, the secure DDNS session will not be
available.

* TSIG
Select this to perform a secure DDNS session using TSIG. To select this, you must
upload a key file and a private key file. If any of them is not uploaded, the security
setting will be disabled.

* SIG(0)
Select this to perform a secure DDNS session using SIG(0). To select this, you must
upload a key file and a private key file. If any of them is not uploaded, the security
setting will be disabled.

Primary Login Name

Enter the primary login name if the security method selected in the above setting is GSS-
TSIG. You can enter up to 128 alphanumerical characters and symbols other than =, ;
(semicolon), #, and \ (backslash).

Primary Password

Enter the primary password if the security method selected in the above setting is GSS-
TSIG. You can enter up to 128 alphanumerical characters and symbols other than =, ;
(semicolon), #, and \ (backslash).

Secondary Login Name

Enter the secondary login name if the security method selected in the above setting is GSS-
TSIG. You can enter up to 128 alphanumerical characters and symbols other than =, ;
(semicolon), #, and \ (backslash).

Secondary Password

Enter the secondary password if the security method selected in the above setting is GSS-
TSIG. You can enter up to 128 alphanumerical characters and symbols other than =, ;
(semicolon), #, and \ (backslash).

TSIG/SIG(0) Key file

Use this setting to upload or delete a key file to be used for TSIG and SIG(0).

To upload it, click [Browse..] and specify a private key file to be uploaded, and then click
[Upload].

To delete it, click [Delete].
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Item name Description

9 | TSIG/SIG(0) Private Key file Use this setting to upload or delete a private key file to be used for TSIG and SIG(0).
To upload it, click [Browse..] and specify a private key file to be uploaded, and then click
[Upload].

To delete it, click [Delete].

0 Setting up SMB Session

In SMB Session, you can specify the SMB network properties to access this equipment through a Microsoft Windows
Network and enable SMB printing. When you enable the SMB, users can also browse the local folder in the equipment.
You can also specify the WINS server when the WINS server is used to enable the Windows print sharing and Windows
file sharing services between the different subnets.

SMB Session
Selecting 'Save’ in the Main Window is required to Save the new settings
SMB
1 —SME Server Protocal m
2 — e striction m
3 ———nsmi0s Name MFPO7088510
4 — |0 001
@ Warkgroup [Workgroup
@ Dormain
5 e P 12ty Domiain Controller
6 —— B2 ckup Dormain Gontroller
7 e |_ 011 LIS T MR
8 s P 35 SO ]
9 s P Fi 1 21 W S SR PVEE D—D—D—D
10 e S DN A WG SErvEE D—D—D—D
1 1 —_— SMB Signing of SMB Server
@ If client agrees, digital signature is done for the communication.
@ Digital signature is always done forthe communication on the sener side.
@ Digital signature isnt dane for the communication for the server
412 ———SMB Signing of SMB Client
@ If server agrees, digital signature is done for the communication
Digital signature is always done for the communication on the client side
(@ Digital signature i=nt done for the communication for the client
Item name Description
1 | SMB Server Protocol Select whether the SMB protocol is enabled or disabled.

* Enable — Select this to enable SMB.
* Disable — Select this to disable SMB.

2 | Restriction Specify restrictions on SMB.
* None — Select this to not specify restrictions on SMB.
* Print Share — Select this to enable the file sharing service using SMB, but disable SMB

printing.
* File Share — Select this to enable SMB printing, but disable the file sharing service
using SMB.
3 | NetBIOS Name Enter the NetBIOS name of this equipment. The equipment uses "MFP<NIC Serial

Number>" as the default NetBIOS name.

You can enter only alphanumerical characters and "-" (a hyphen) for NetBIOS names. If you use any other characters, a
warning message will be displayed.

4 | Logon Enter the workgroup or domain that this equipment joins.

¢ Workgroup — To include the equipment in the workgroup, enter the workgroup name.
All client computers can access this equipment without a user name and password.

* Domain — Select this and enter the domain name when the equipment will log on in the
domain. Any client computers which are not members of the domain will need a valid
user name and password to access this equipment. Use this to enhance access security
to this equipment.

For workgroup and domain names, you can use only alphanumerical characters and symbols other than the following:
jit<>+=\ |7, #
If you use any other characters, a warning message will be displayed.
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Item name

Description

5 | Primary Domain Controller Specify the server name or IP address of the primary domain controller when this equipment
will log on the domain network. You can enter up to 128 alphanumerical characters and
symbols other than =, ; (semicolon), #, and \ (backslash).

6 | Backup Domain Controller Specify the server name or IP address of the backup domain controller when this equipment
will log on the domain network, if required. If the Primary Domain Controller is unavailable,
the Backup Domain Controller will be used to log on. You can enter up to 128
alphanumerical characters and symbols other than =, ; (semicolon), #, and \ (backslash).

If the wrong primary or backup domain controller is specified, the NETWORK INITIALIZING message will be displayed for up
to 4 minutes while the equipment searches for the primary or backup domain controller. In that case, correct the primary or
backup domain controller setting after the NETWORK INITIALIZING message disappears.

7 | Logon User Name Enter a valid user name to log on to the specified domain. You can enter up to 128
alphanumerical characters and symbols other than =, ; (semicolon), and #.

8 | Password Enter the password for the specified log on user name to log on the domain network. You
can enter up to 128 alphanumerical characters and symbols other than =, ; (semicolon), #,
and \ (backslash).

9 | Primary WINS Server Specify the IP address of the primary WINS server when the WINS server is used to provide
the NetBIOS name in your local area network. This option would be more useful to access
this equipment using the NetBIOS Name from a different subnet.

Tip
When the [Obtain a WINS Server Address automatically] option is enabled in the TCP/IP settings, the primary and secondary
WINS server address can be obtained using the DHCP server.
1 P.143 “Setting up TCP/IP”

10 | Secondary WINS Server Specify the IP address of the secondary WINS server as you require when the WINS server
is used to provide NetBIOS name in your local area network. If the Primary WINS Server is
unavailable, the Secondary WINS Server will be used.

Tip
When the [Obtain a WINS Server Address automatically] option is enabled in the TCP/IP settings, the primary and secondary
WINS server address can be obtained using the DHCP server.
1 P.143 “Setting up TCP/IP”
If "0.0.0.0" is entered for the Primary WINS Server and Secondary WINS Server, this equipment will not use the WINS server.
11 | SMB Signing of SMB Server Select whether SMB Signing is enabled or disabled when a client accesses this equipment

using SMB, such as when a client accesses the shared folder in this equipment.

* [f client agrees.digital signature is done for the communication. — Select this to
use the digital signature to secure communication only when a client accesses this
equipment with a digital signature. Even if a client accesses this equipment without a
digital signature, the communication is allowed without the digital signature.

* Digital signature is always done for the communication on the server side. —
Select this to allow the communication only when a client accesses this equipment with
a digital signature. When a client accesses this equipment without a digital signature,
the communication is not allowed.

* Digital signature isn't done for the communication for the server. — Select this to
allow the communication only when a client accesses this equipment without a digital
signature. When a client is set to always access an SMB server with a digital signature,
the communication is not allowed.

If you do not know whether the SMB Signing of SMB Client is enabled or disabled in the client computers, it is recommended
to select [If client agrees,digital signature is done for the communication.]. If this is set incorrectly, the SMB communication

may become unavailable.
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Item name

Description

12

SMB Signing of SMB Client

Select whether SMB Signing is enabled or disabled when this equipment accesses the
clients using SMB, such as when this equipment stores the scanned data in the network
folder using SMB.

* If server agrees. digital signature is done for the communication. — Select this to
use the digital signature to secure the communication to an SMB server only when the
SMB Signing of SMB Server that this equipment accesses is enabled. If the SMB
Signing of SMB Server is disabled in an SMB server, the communication is performed
without the digital signature.

* Digital signature is always done for the communication on the client side. —
Select this to make this equipment always access an SMB server with a digital
signature. When the SMB Signing of SMB Server is disabled in an SMB server, the
communication is not allowed.

* Digital signature isn't done for the communication for the client. — Select this to
communicate to an SMB server without the digital signature. If the SMB Signing of SMB
Server is always enabled in an SMB server, the communication is not allowed.

¢ If you do not know whether the SMB Signing of SMB Server is enabled or disabled in the SMB servers, it is recommended
to select [If server agrees, digital signature is done for the communication.]. If this is set incorrectly, the SMB
communication may become unavailable.

* The digital signature is always done for the communication on the server side as the default on Windows Server 2003/
Windows Server 2008. Therefore specify "If server agrees, digital signature is done for the communication." or "Digital
signature is always done for the communication on the client side." for SMB communications with a Windows Server

2003/Windows Server 2008.

O Setting up NetWare Session

In NetWare Session, you can set the NetWare Bindery or NDS service. This must be set when configuring a Novell
printing environment.

NetWare Session
Selecting 'Save'in the Main Window is required to Sawe the new settings
1 m— Enahle Metiare Enzhle -
2 ———cEnableBindery Enable -
3 ———EnahlenDs Enable +
4 ——context Org
5 —Tree Deptl
6 = Preferrad File Sener Mhwsr v
Item name Description

1 | Enable NetWare Select whether NetWare is enabled or disabled.
* Enable — Enables NetWare.
* Disable — Disables NetWare.

2 | Enable Bindery Select whether the NetWare Bindery mode for Novell printing is enabled or disabled. When
you configure a Novell printing environment with the NetWare server in the bindery mode,
you must enable this.

3 | Enable NDS Select whether the NetWare NDS mode for Novell printing is enabled or disabled. When you
configure a Novell printing environment with the NetWare server in NDS mode, you must
enable this. When this is enabled, you should also specify the context and tree for the NDS.

Context Enter the NDS context where the NetWare print server for this equipment is located.
Tree Enter the NDS tree.

Preferred File Server

Enter the NetWare server name in which this equipment preferentially searches for the
queues.
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0 Setting up HTTP Network Service

In HTTP Network Service, you can enable or disable Web-based services such as TopAccess and e-Filing web utility.

HTTP Network Service
Selecting 'Save' in the Main Window is required to Save the new settinogs

1 e E 1131212 HTTP SEIVET Enable -
2 —Enafble 550 Dizable -
3 s Primniary Port Mumber a0
4 e Secondary Port Number G0s0
B ———55L Port umber 10443
Item name Description
1 Enable HTTP Server Select whether the Web-based services such as TopAccess and e-Filing web utility are
enabled or disabled. [Enable] is set as the default.
2 | Enable SSL Select whether the SSL (Secure Socket Layer) is enabled or disabled. When this is enabled,
the data transferred between the equipment and client computers will be encrypted using a
private key when operating TopAccess and e-Filing web utility. [Disable] is set as the default.

Not all operating systems support SSL for all protocols.

3 | Primary Port Number Enter the port number for the NIC HTTP server. You can enter a value in the range from 1 to
65535. Generally the default value "80" is used.

The same port numbers as the ones for the following settings are not usable. Change the applicable port number before that
for the Primary Port Number is set.

- HTTP Network Service / Secondary Port Number

- HTTP Network Service / SSL Port Number

- IPP Print / Port Number

- IPP Print / SSL Port Number

4 | Secondary Port Number Enter the port number for TopAccess and the e-Filing web utility. You can enter a value in
the range from 1 to 65535. Generally the default value "8080" is used.

The same port numbers as the ones for the following settings are not usable. Change the applicable port number before that
for the Secondary Port Number is set.

- HTTP Network Service / Primary Port Number

- HTTP Network Service / SSL Port Number

- IPP Print / Port Number

- IPP Print / SSL Port Number

5 | SSL Port Number Enter the port number for the SSL. You can enter a value in the range from 1 to 65535.

Generally the default value "10443" is used.

The same port numbers as the ones for the following settings are not usable. Change the applicable port number before that
for the SSL Port Number is set.

- HTTP Network Service / Primary Port Number

- HTTP Network Service / Secondary Port Number
- IPP Print / Port Number

- IPP Print / SSL Port Number
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0 Setting up SMTP Client

In SMTP Client, you can enable or disable SMTP transmission for sending the Internet Fax and E-mails.

A From Address setting is also required to send Internet Fax and E-mails. For information about the From Address

setting, see the following sections:

P.231 “Setting up E-mail settings”

P.233 “Setting up InternetFax settings”

The From Address can be also determined automatically when the User Management Setting is enabled. For more
information about User Management Setting, see the following section:

P.135 “[Administration] Tab Page”

SMTP Client
Selecting "Save' in the Main Window is required to Save the new settings

1 ————Enable SMTP Client Erable

2 ——Fnabls 5L Disable h

3 ms

4 ———SMTF Server Address

B ————F0OF Before SMTF Disable

6 — Authentication Disable -

7 —— 0G0 NaTE

8 e P35 50T

9 s W 231 PTILTT E L INtEPNEAF 200 SiZE 30 - wmE

10——anNumher 25

11 SMTP Client Connection Timeout(1-180) 30 Seconds
Item name Description

1 | Enable SMTP Client

When this is enabled, this equipment sends an Internet Fax and an E-mail to the specified
SMTP server for transmission over the Internet. [Enable] is set as the default.

2 | Enable SSL

Select whether the SSL (Secure Sockets Layer) is enabled or disabled for SMTP
transmission.
* Disable — Select this to disable the SSL for SMTP transmission.
* Verify with imported CA certification(s) — Select this to enable the SSL using the
imported CA certificate.
* Accept all certificates without CA — Select this to enable the SSL without using
imported CA certificate.

*  When [Verify with imported CA certification(s)] is selected, you must import the CA certificate in this equipment.
1) P.264 “[Security] How to Set and How to Operate”
* Not all operating systems support SSL for all protocols.

3 | SSL/TLS

Select the protocol for the SSL when the [Enable SSL] option is enabled.
e STARTTLS — Select this to send a message in TLS (Transport Layer Security) using
STARTTLS that is the extension command for SMTP transmission.
* Over SSL — Select this to send a message in SSL (Secure Socket Layer).

instead of "25" port.

When you select [Over SSL], make sure to change the port number correctly. Generally, "465" port is used for the Over SSL

4 | SMTP Server Address

Enter the IP address or FQDN (Fully Qualified Domain Name) of the SMTP server when
[Enable SMTP Client] is enabled. You can enter up to 128 alphanumerical characters and
symbols other than =, ; (semicolon), #, and \ (backslash).

Tip

can be obtained using the DHCP
1 P.143 “Setting up TCP/IP”

If you use FQDN to specify the SMTP server, you must configure the DNS server and enable the DNS in the DNS Session.

When the [Obtain a SMTP Server Address automatically] option is enabled in the TCP/IP settings, the SMTP server address

server.
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Item name Description

5 | POP Before SMTP Select whether the POP Before SMTP authentication is enabled or disabled. [Disable] is set
as the default.

6 | Authentication Select the type of authentication to access the SMTP server.

* Disable — Select this to access the SMTP server using no authentication.

* Plain — Select this to access the SMTP server using plain authentication.

* Login — Select this to access the SMTP server using the log-in authentication.

* CRAM-MDS5 — Select this to access the SMTP server using CRAM-MD5
authentication.

* Digest-MD5 — Select this to access the SMTP server using Digest-MD5 authentication.

* Kerberos — Select this to access the SMTP server using Kerberos authentication.

* NTLM(IWA) — Select this to access the SMTP server using NTLM (IWA) authentication.

* AUTO — Select this to access the SMTP server using the appropriate authentication
that this equipment detects.

7 | Login Name Enter the log-in name to access the SMTP server if the SMTP authentication is enabled.
You can enter up to 64 alphanumerical characters and symbols other than =, ; (semicolon),
#, and \ (backslash).

8 | Password Enter the password to access the SMTP server if the SMTP authentication is enabled. You
can enter up to 64 alphanumerical characters and symbols other than =, ; (semicolon), #,
and \ (backslash).

9 | Maximum Email / InternetFax Size | Select the maximum size that this equipment is allowed to send using the SMTP. Specify
within the range from 2 to 100 MB.

10 | Port Number Enter the port number for accessing the SMTP server when [Enable SMTP Client] is
enabled. The port number depends on the port setting in the SMTP server. You can enter a
value in the range from 1 to 65535. Generally the default value "25" is used.

When the same port number as the secondary one in the HTTP setting (SSL port number when SSL in the HTTP setting is
enabled) is selected, you cannot access TopAccess or the e-Filing web utility. If you set it by mistake, use the control panel of
the equipment to change the HTTP setting and enter the correct port number.

11 | SMTP Client Connection Enter a timeout period for quitting communication when no response is received from the

Timeout(1-180)

SMTP server. Specify within the range from 1 to 180 seconds. “30” is set as the default.
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0 Setting up SMTP Server

In SMTP Server, you can enable or disable SMTP transmission for receiving the Internet Fax and E-mails. This function is
usually set when you want to enable the Offramp Gateway feature.

SMTP Server
Selecting 'Save'in the Main Window is required to Save the new settings.
1 — Erahle SMTF Server Enable -
2 — Port Mumber 25
3 = Email Address
4 = Enahle OfRamp Gateway Digable -
5 = OffRamp Security Enable -
6 — ofRamp Print Enable
Item name Description
1 | Enable SMTP Server Select whether this equipment works as an SMTP server or not. This must be enabled when

you use the Offramp Gateway feature. When this is enabled, this equipment can receive
Internet Faxes or E-mails that are forwarded through the SMTP to the domain of this
equipment. [Enable] is set as the default.

2 | Port Number Enter the port number to transmit an Internet Faxes or E-mails. Generally "25" is used.

When the same port number as the secondary one in the HTTP setting (SSL port number when SSL in the HTTP setting is
enabled) is selected, you cannot access TopAccess or the e-Filing web utility. If you make a mistake, use the control panel of
the equipment to change the HTTP setting and enter the correct port number.

3 | Email Address Enter the E-mail address of this equipment. When this equipment works as an SMTP server,
it can receive all Internet Faxes and E-mails that contain its domain name. If the E-mail
address of the received document matches the address you set here, this equipment prints
it. You can enter up to 70 alphanumerical characters and symbols other than =, ;
(semicolon), #, and \ (backslash).

4 | Enable OffRamp Gateway Select whether the OffRamp Gateway transmission is enabled or disabled. [Disable] is set
as the default.

5 | OffRamp Security Select whether the Offramp Security is enabled or disabled. When this is enabled, this
equipment cancels the offramp gateway transmissions that are forwarding to the fax
numbers not registered in the Address Book of this equipment. This can prevent the
unauthorized offramp gateway transmission. [Enable] is set as the default.

6 | OffRamp Print Select whether this equipment should print documents sent using the offramp gateway
transmission. When this is enabled, this equipment automatically prints documents sent
using offramp gateway transmission, so that they can be confirmed. [Enable] is set as the
default.
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0 Setting up POP3 Network Service

In POP3 Network Service, you can specify the POP3 server to receive an Internet Fax and E-mails.

POP3 Network Service
Selecting "Save' in the Main Window is required to Save the new settings
1 ————-Enanis POP3 Clisnt Erable
2 ————Enable 550 Disable -
3 — P OF3 Server Address
4 ————#uthentication Disable  ~
5 —e Type POF3 Lagin AUTO -
6 —Arcount Name
7 ————~Fassword
8§ ——swankate Minutes
Q ————PurtHumber o
4 Q —— s5L Fort Humber 985
11 ———roPaclient Connection Timeout(1-180) 30 geconds
Item name Description

1 | Enable POP3 Client

Select whether retrieving an Internet Fax and an E-mail from the POP3 server is enabled or
disabled. [Enable] is set as the default.

2 | Enable SSL

Select whether the SSL (Secure Sockets Layer) is enabled or disabled for POP3
transmission.
* Disable — Select this to disable the SSL for POP3 transmission.
» Verify with imported CA certification(s) — Select this to enable the SSL using the
imported CA certificate.
* Accept all certificates without CA — Select this to enable the SSL without using
imported CA certificate.

*  When [Verify with imported CA certification(s)] is selected, you must import the CA certificate in this equipment.
1 P.264 “[Security] How to Set and How to Operate”
* Not all operating systems support SSL for all protocols.

3 | POP3 Server Address

Enter the IP address or FQDN (Fully Qualified Domain Name) of the POP3 server when
[Enable POP3 Client] is enabled. You can enter up to 128 alphanumerical characters and
symbols other than =, ; (semicolon), #, and \ (backslash).

Tip

1 P.143 “Setting up TCP/IP”

If you use FQDN to specify the POP3 server, you must configure the DNS server and enable the DNS in the DNS Session.

When the [Obtain a POP3 Server Address automatically] option is enabled in the TCP/IP settings, you can obtain the POP3
server address from the DHCP server.

4 | Authentication

Enable or disable the authentication for accessing the POP3 server.

* Disable — Select this to disable the authentication.

* NTLM/SPA — Select this to access the POP3 server using the NTLM/SPA
authentication.

* Kerberos — Select this to access the POP3 server using the Kerberos authentication.

5 | Type POP3 Login

Select the POP3 login type.
* AUTO — Select this to automatically designate the POP3 log-in type of the POP3
server.
* POP3 — Select this to use the general POP3 log-in type.
* APOP — Select this to use the APOP log-in type. APOP allows users to access the
POP3 server by encrypting the user name and password.

If it is not possible to log in to the mail server using [Auto], manually set the type of POP3 log in to either [POP3] or [APOP].
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Item name

Description

6 | Account Name

Enter the account name for this equipment to access the POP3 server. You can enter up to
96 alphanumerical characters and symbols other than =, ; (semicolon), #, and \ (backslash).

Enter the account name without the domain name when [NTLM/SPA] or [Kerberos] is selected in the [Authentication] option.

7 | Password

Enter the password for this equipment to access the POP3 server. You can enter up to 96
alphanumerical characters and symbols other than =, ; (semicolon), #, and \ (backslash).

8 | Scan Rate

Enter how often this equipment should access the POP3 server for new messages. You can
enter a value in the range from 0 to 4096. “5” is set as the default.

9 | Port Number

Enter the port number to access the POP3 server. The SSL port number depends on the
port setting in the POP3 server. You can enter a value in the range from 1 to 65535.
Generally the default value “110” is used.

10 | SSL Port Number

Enter the port number to access the POP3 server using SSL. The SSL port number
depends on the port setting in the POP3 server. Generally "995" is used.

11 | POP3 Client Connection
Timeout(1-180)

Enter a timeout period for quitting communication when no response is received from the
POP3 server. Specify within the range from 1 to 180 seconds. “30” is set as the default.

Q) Setting up FTP Client

In FTP Client, you can specify the default port number used for the Save as file using the FTP protocol.

FTP Client

1 ———ssLsstling

2 e DigfaLlt Pt MUmber

Selecting 'Save'in the Main Window is required to Save the new settings

Accept all certificates without CA -
21

Item name

Description

1 | SSL Setting

Specify the certificate used in the SSL.
* Disable — Select this to disable the SSL.
* Verify with imported CA certification(s) — Select this to use the registered
certificate(s).
* Accept all certificates without CA — Select this to use all certificates.

2 | Default Port Number

Enter the port number to access the FTP site. The port number depends on the port setting
in the FTP site. You can enter a value in the range from 1 to 65535. Generally the default
value "21" is used.

162

[Setup] Item List




Q Setting up FTP Server

In FTP Server, you can enable or disable the FTP server functions.

FTP Server

1 e E1120IE FTP Server
2 ———cnablessL
3 e DfRUIT P oMt MUmbier

4 ———— 5L Port Number

Selecting 'Save'in the Main Window is required to Save the new settings:

Enzahle =

Disable -
21
990

Item name

Description

1 Enable FTP Server

Select whether the FTP server is enabled or disabled. Select [Enable] to enable the
following functions.

e FTP printing

* Reading/writing the address book data using the Address Book Viewer

* Backing up/Restoring the e-Filing data using the e-Filing Backup/Restore Utility
[Enable] is set as the default.

2 | Enable SSL

Select whether the SSL (Secure Sockets Layer) is enabled or disabled for the FTP server.
[Disable] is set as the default.

Not all operating systems support SSL for all protocols.

3 | Default Port Number

Enter the port number for the FTP server. You can enter a value in the range from 1 to
65535. Generally the default value "21" is used.

When the same port number as the secondary one in the HTTP setting (SSL port number when SSL in the HTTP setting is
enabled) is selected, you cannot access TopAccess or the e-Filing web utility. If you set it by mistake, use the control panel of
the equipment to change the HTTP setting and enter the correct port number.

4 | SSL Port Number

Enter the port number that is used to access this equipment using FTP with SSL. The port
number depends on the port setting in the FTP server. You can enter a value in the range
from 1 to 65535. Generally the default value "990" is used.

When the same port number as the secondary one in the HTTP setting (SSL port number when SSL in the HTTP setting is
enabled) is selected, you cannot access TopAccess or the e-Filing web utility. If you set it by mistake, use the control panel of
the equipment to change the HTTP setting and enter the correct port number.
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0 Setting up SLP Session

When SLP is enabled, this equipment becomes a Service Agent that responds to requests from a User Agent for
searching particular services and registers services to a Directory Agent.

Tip
The SLP setting only supports the print services shown below.
Raw TCP print, LPD print, IPP print, WSD print, SMB print, FTP print

About the "printer-location” attribute of SLP

SLP has an attribute called "printer-location" as one of the services provided. The information of "printer-location" is
the device setting information on the [General] submenu of the [Setup] menu on the [Administration] tab page, and that
of the [Location] field of [Device Information] on the [Device] tab page. Turn the equipment off and on if you have
changed [Location] from TopAccess. The change is reflected in "printer-location" of SLP after the equipment is

restarted.
SLP Session
Selecting 'Save'in the Main Window s required to Save the new settings
1 ———EnabiesLp Enable ~
2 —— L 8
3 ———sope DEFAULT
Item name Description
1 | Enable SLP Select whether SLP service is enabled or disabled. [Enable] is set as the default.
2 | TTL Set TTL (Time To Live, a scope in the network that provides SLP service).
This is to enable the communication among User Agents and Directory Agents located on
different networks.
3 | Scope Set this for specifying the scope of groups that provide SLP services. The default value is
"DEFAULT".
Set this for specifying the scope of groups that provide SLP services.
Tips
* More than one group can be entered for [Scope] by separating them with a comma.
e Characters ()\! <=>~;*+ cannot be entered in the scope.
* Do not leave this field blank or the SLP setting will be disabled.
* You can search a particular service using Konqueror (SUSE Linux) or SLPSNOOP utility (Novell client) which is a User
Agent (UA).
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0 Setting up SNMP Network Service

In SNMP Network Service, you can enable or disable the SNMP to monitor the device status using a network monitoring
utility. If an administrator wants to monitor the device status with a monitoring utility, programmed to match the MIB, you
must enable the SNMP and SNMP Traps.

SNMP Network Service
Selecting 'Save’ in the Main Window is required to Save the new settings

] ——— Enable SNMP VN2 Enable +

2 — Read Community public

3 — Read VWrite Community private

4 e £l SMMP Y3 Disable -

SHMP V3 User Information
INumhar Il_lsar Iame IAulharvticmmr\ Frotocol IPrivacy Protacol |Permissions Leval

[&] |1 |M |HMAC-MD5 |Nune |Admlnls1ratur

6 ——— Enable SNMR V3 Trap ‘Disable ~

7 — SNMP Y3 Trap User Mame

8 e SMP W3 Trap Authentication Protacol m

9 e 51 MP 43 Trap Authentication Passward

10—— SMMP VW3 Trap Privacy Protocal ﬁ

1 1 — SMNMP VY3 Trap Privacy Password

4 2 ———— Enable Authentication Trap Enable ~

13—— Enable Alerts Trap Enable ~

14—— IP Trap Address1 a [a] o 0
IP Trap Address? a o a [n]
IP Trap Address3 o o a o
IP Trap Address4 o o a [a]
IP Trap Addressa o o a [a]
IP Trap Addressh a i} a [a]
IP Trap Address7 a o a [a]
IP Trap Addressa a o a a]
IP Trap Addressd a o a [a]
IP Trap Address10 o o a [a]

15—— IP Trap Community public

1 6 — P Trap Address

Item name Description
1 | Enable SNMP V1/V2 Select whether SNMP V1/V2 monitoring with MIB is enabled or disabled. This must be

enabled to allow users to connect using TopAccessDocMon, TWAIN driver, File
Downloader, or the Address Book Viewer. [Enable] is set as the default.

2 | Read Community Enter the SNMP read community name for the SNMP access. You can enter up to 31
alphanumerical characters and symbols other than =, ; (semicolon), #, and \ (backslash).
“public” is set as the default.

¢ |tis recommended to change the default Read Community name for security reasons.

* If changing the Read Community name, match the setting with the applications in use. Otherwise, applications that use
MIB (TopAccess, TWAIN driver, File Downloader, and AddressBook Viewer) will become unavailable. The SNMP
communication of the printer driver also will be unavailable, so that obtaining the configurations, confirming the
department code, and obtaining the available boxes in e-Filing will be disabled.

*  When you leave the [Read Write Community] option blank, the SNMP communication between the SNMP Browser of the
Client computer and this equipment will be disabled.

3 | Read Write Community Enter the SNMP Read Write community name for the SNMP access. You can enter up to 31

alphanumerical characters and symbols other than =, ; (semicolon), #, and \ (backslash).

“private” is set as the default.

¢ Itis recommended to change the default Read Write Community name for security reasons.

* If changing the Read Write Community name, match the setting with the applications in use. Otherwise, applications that
use MIB (TopAccess, TWAIN driver, File Downloader, and AddressBook Viewer) will become unavailable. The SNMP
communication of the printer driver also will be unavailable, so that obtaining the configurations, confirming the
department code, and obtaining the available boxes in e-Filing will be disabled.

4 | Enable SNMP V3 Select whether SNMP V3 monitoring with MIB is enabled or disabled. This must be enabled
to allow users to connect using TopAccessDocMon, TWAIN driver, File Downloader and the
AddressBook Viewer.
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Item name Description
5 | Create SNMP V3 User Information | SNMP V3 user information registered into this equipment is displayed in a list. SNMP V3
user information can be registered, edited, deleted or exported. For the details, see the
following:
3 P.219 “Registering or editing SNMP V3 user information”
1 P.221 “Exporting SNMP V3 user information”
3 P.223 “Deleting SNMP V3 user information”
6 | Enable SNMP V3 Trap Select whether SNMP V3 Trap is sent or not. [Disable] is set as the default.
SNMP V3 Trap User Name Enter an SNMP V3 Trap User Name. You can enter up to 31 alphanumerical characters and
symbols.
8 | SNMP V3 Trap Authentication Select an authentication protocol.
Protocol « HMAC-MD5 — Select this to use HMAC-MDS5.
* HMAC-SHA — Select this to use HMAC-SHA.
9 | SNMP V3 Trap Authentication Enter an authentication password. You can enter up to 31 alphanumerical characters and
Password symbols.
10 | SNMP V3 Trap Privacy Protocol Select a protocol for data encryption.
¢ None — Select this not to encrypt data.
¢ CBC-DES — Select this to use CBC-DES.
* CFB-AES-128 — Select this to use AES-128 (CFB mode).
11 | SNMP V3 Trap Privacy Password Enter a privacy password. You can enter up to 31 alphanumerical characters and symbols.
12 | Enable Authentication Trap Select whether to send SNMP Traps when this equipment is accessed using SNMP V1/V2
from a different read community. [Enable] is set as the default.
13 | Enable Alerts Trap Select whether to send SNMP V1/V2 Traps when an alert condition occurs. [Enable] is set
as the default.
14 | IP Trap Address 1 to 10 Enter the IP address where the SNMP Traps will be sent. You can specify up to 10
addresses. Specify within the range from 0 0 0 0 to 255 255 255 255.
15 | IP Trap Community Enter the trap community name for the IP Traps. You can enter up to 31 alphanumerical
characters and symbols. “public” is set as the default.
16 | IPX Trap Address Enter the IPX address where the SNMP Traps will be sent. You can enter up to 20

alphanumerical characters and symbols.

When you want to use a user name registered in the SNMP V3 User Information list as an SNMP V3 Trap User Name, you
must enter the same protocols and passwords registered for the authentication protocol, authentication password (not
displayed on the list), privacy protocol and password (not displayed on the list) into the fields such as [SNMP V3 Trap
Authentication Protocol], [SNMP V3 Trap Authentication Password], [SNMP V3 Trap Privacy Protocol] and [SNMP V3 Trap

Privacy Password].

If they do not match, information registered in the list will be adopted.
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[Create SNMP V3 User Information] screen

You can display this screen by clicking the [New] button in the Create SNMP V3 User Information page.

Create SNMP V3 User Information

] ——— Contextame MFP
2 e BT N2 TIE
3 — Authentication Protocol HMALC-MDE ~

4 — futhentication Password

5 = Privacy Protocal Maone -

6 = Privacy Pagsword

7 = Permissions Level General User =

Tip
Clicking [Save] on the [Create SNMP V3 User Information] screen instantly registers the SNMP V3 user information,
enabling the registered user to access this equipment via SNMP over a network.

Item name Description
1 | Context Name Displays the context name.
2 | User Name Enter the user name. You can enter up to 31 alphanumerical characters and symbols.
Authentication Protocol Select an authentication protocol.

¢ HMAC-MD5 — Select this to use HMAC-MD5.
¢ HMAC-SHA — Select this to use HMAC-SHA.

4 | Authentication Password Enter the password when the Authentication option is enabled. You can enter up to 31
characters.
5 | Privacy Protocol Select a protocol for data encryption.

* None — Select this not to encrypt data.
¢ CBC-DES — Select this to use CBC-DES.
* CFB-AES-128 — Select this to use AES-128 (CFB mode).

6 | Privacy Password Enter the password for the user information. You can enter up to 31 alphanumerical
characters and symbols.

7 | Permissions Level Select the access permission level of the SNMP V3 user.
* General User — Select this to permit only the reading of data.
* Administrator — Select this to permit both the reading and writing of data.
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0 Setting up Web Services Setting

In Web Services Print and Web Services Scan, you can set the Web Services Setting. The Web Services Print operations
and Web Services Scan operations are performed on client computers with Windows Vista/Windows 7/Windows 8/
Windows Server 2008/Windows Server 2012 through a network.

Web Services Setting
Selecting "Save' in the Main Window is required to Save the new settings
General
] ——EnanlessL Disable ~
2 s Friendly Marme ‘N
Print
3 — el Services Print Enable ~
4 e PriMItET MaME = [} =L
5 —— Printer Information
Scan
6 Weh Services Scan Enable -
7 — SCANNET NaMmEe BT
8 —— Sanner information
9 — Authentication for PC Initiated Scan Accept any job -
Mote:Accept any job - Accounted as Guest ifuser name is invalid. (Enable Guest account with Remote Scan permission.)
Item name Description
1 | Enable SSL Specify whether or not to use SSL in Web Service.

* Enable — Select this to use SSL.
* Disable — Select this no to use SSL.

2 | Friendly Name Assign the friendly name for this equipment. You can enter up to 127 characters and
symbols other than =, ; (semicolon), #, /, \ (backslash), :, *, ?, ", >, <, |, !, and , (comma).
3 | Web Services Print Select whether the Web Services Print is enabled or disabled.

* Enable — Select this to enable the Web Services Print.
* Disable — Select this to disable the Web Services Print.

To enable Web Services Print using SSL, a certificate must be installed in this equipment or a client computer. For the details,
see the following pages:
[ P.264 “[Security] How to Set and How to Operate”

4 | Printer Name Assign the printer name for this equipment. You can enter up to 127 characters and symbols
other than =, ; (semicolon), #, /, \ (backslash), :, *, ?, ", >, <, and |. “MFP model name-Serial
number” is set as the default.

5 | Printer Information Assign the printer information for this equipment. You can enter up to 127 characters other
than =, ; (semicolon), #, and \ (backslash).

6 | Web Services Scan Select whether the Web Services Scan is enabled or disabled.
* Enable — Select this to enable the Web Services Scan.
* Disable — Select this to disable the Web Services Scan.

7 | Scanner Name Assign the scanner name for this equipment. You can enter up to 127 characters and
symbols other than =, ; (semicolon), #, /, \ (backslash), :, *, ?, ", >, <, and |. “MFP model
name-Serial number” is set as the default.

8 | Scanner Information Assign the scanner information for this equipment. You can enter up to 127 characters other
than =, ; (semicolon), #, and \ (backslash).
9 | Authentication for PC Initiated Specify whether to enable user authentication before accepting a scan from a client PC.
Scan * Do not accept any job — Select this not to accept any jobs regardless of the result of

user authentication.

* Accept the job if user name is valid — Select this to accept jobs only after successful
user authentication.

* Accept any job — Select this to accept any jobs regardless of the result of user
authentication.
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0 Setting up LLTD Session

Enable this setting for confirming the device connection status, installing devices or accessing the TopAccess. This setting
also allows you to discover the desired device over the local network and view device information such as location, |IP
address, MAC address or profile on the Network Map under the Windows Vista/Windows 7/Windows 8/Windows Server

2008/Windows Server 2012 environment.

LLTD Session
Selecting 'Bave'in the Main Window is required to Save the new settings.

1 ——EnratleLLTD Enable ~
2 — Davice Name MFPO7083510
Item name Description
1 | Enable LLTD Select whether the LLTD setting is enabled or disabled.

* Enable — Enables the LLTD.
* Disable — Disables the LLTD.

2 | Device Name Enter a device name to be displayed on the Network Map.
You can enter up to 16 characters and symbols other than =, ; (semicolon), #, and

\ (backslash).
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0 Setting up Wake Up Setting

This section describes how to set network access during the Super Sleep mode or the Sleep mode (for models in which no
Super Sleep mode is installed).

Use this setting for cases such as when you want to recover this equipment from the Super Sleep mode or the Sleep
mode (for models in which no Super Sleep mode is installed) by searching it over a network.

This setting can be enabled only when [Enable] is selected for the Super Sleep mode or the Sleep mode (for models in
which no Super Sleep mode is installed) setting. If not selected, the Wake Up setting is disabled because this

equipment does not enter the Super Sleep mode or the Sleep mode (for models in which no Super Sleep mode is
installed).

P.140 “Setting up Energy Saver Mode”

Wake Up Setting
Selecting 'Save'in the Main Window is required lo Save the new settings
Please setthe protocol forvWake up from Sleep mode.
Selectup ta 4 itemns
1 Brotocal
ARP
SHMP for P
[T |=rP for IPvE
ShB
] |Boniour
[7] | Meighber Discavery(Link Local Address)
] |Meighbor Discovery(Manual)
[ fLiming
[ |
[ |se
[T] | wieb Services for Pvd.
O] |wish Services for Pve
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Item name Description

Protocol Select the protocols to be used for recovering this equipment from the Super Sleep mode or
the Sleep mode (for models in which no Super Sleep mode is installed). The selectable
number of protocols differs depending on the models.
e ARP
Select this to enable address resolution when this equipment is used under IPv4
environment.
e SNMP for IPv4
Select this to search this equipment over the network with SNMP protocol when Client
Utilities is used under IPv4 environment.
e SNMP for IPv6
Select this to search this equipment over the network with SNMP protocol when Client
Utilities is used under IPv6 environment.
¢ SMB
Select this to enable domain name resolution when NetBIOS name is used under IPv4
environment.
¢ Bonjour
Select this to search this equipment over the network with Bonjour protocol.
¢ Neighbor Discovery(Link Local Address)
Select this to enable address resolution when this equipment is used under IPv6
environment.
¢ Neighbor Discovery(Manual)
Select this to enable address resolution when this equipment is used under IPv6
environment.
¢ LLMNR
Select this to enable domain name resolution when NetBIOS name is used under IPv6
environment.
e LLTD
Select this to search this equipment over the network with Nmap display when Network
Mapper is used.
e SLP
Select this to enable service discovery when SLP is used.
¢ Web Services for IPv4
Select this to search this equipment over the network with WS-Discovery under IPv4
environment.
* Web Services for IPv6
Select this to search this equipment over the network with WS-Discovery under IPv6
environment.

* The protocol selecting list of the Wake Up setting is made to select the desired protocols regardless of whether the
selected protocol is enabled or disabled on each protocol setting. If the selected protocol is disabled in its protocol
setting, however, the Wake Up setting is disabled too and therefore this equipment will not be recovered from the
Super Sleep mode or the Sleep mode (for models in which no Super Sleep mode is installed).

* When no response is returned from this equipment after you access the network even if a protocol selected on this
setting is used, retry the access.

Tip
If any of the following protocols is selected, this equipment can be recovered from the Super Sleep mode or the Sleep
mode (for models in which no Super Sleep mode is installed) even if the Wake Up setting is not set.
- IPP
- FTP
- HTTP
- SMTP
- RAW9100
- LPD
- WebService
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O Setting up IP Security

With the IP security function, you can enable data encryption communication using IPsec (IP Security Protocol).

Tip
With the [Flush Connections] button, if the keys for IPsec communication are leaked or a security violation occurs, you

can manually delete (flush) the current session with the flush connection function and start a new session. If you want
to delete the information of SAD (Security Association Database) for any reason, you can delete it in the same way.

IP Security
1 B e A (1] Selecting 'Save’ in the Main Window is required to Save the new settings
2 e Ena bl IP58C m
3 e P i s
4 —Fiter | Manual Key | IKEKey | Profle | Pojiey
5 lﬁ” Delete-‘
6
7 = ;
|_|ﬁter Tlame Fiter & |ion
8
Item name Description
1 | [Return] button Closes the [IP Security] screen.
2 | Enable IPsec Specify whether or not to enable IPsec.
¢ Enable — Enables IPsec.
* Disable — Disables IPsec.
3 | Policy Select a policy to use in IPsec.

To enable data encryption communication using IPsec, you must first create IPsec policies
according to your system environment.
3 P.182 “[Add Policy] / [Modify Policy] screen”

4 | Filter Creates a filter for the IPsec environment.

[Add] button — You can add a filter on the [Add Filter] screen.

A P.174 “[Add Filter] / [Modify Filter] screen”

[Delete] button — Select filters to delete and click the [Delete] button to delete them.
Filter Name — Click a registered filter name to modify its content.

A P.174 “[Add Filter] / [Modify Filter] screen”

Filter Action — Displays the action of the registered filter.

5 | Manual Key Set the IPsec manual key.

[Add] button — You can add a manual key on the [Add Manual Key] screen.

0 P.176 “[Add Manual Key] / [Modify Manual Key] screen”

[Delete] button — Select manual keys to delete and click the [Delete] button to delete
them.

Manual Key Name — Click a registered manual key name to modify its content.

P.176 “[Add Manual Key] / [Modify Manual Key] screen”

Encryption Algorithm — Displays the registered encryption algorithms.

6 | IKE Key Set the IPsec IKE key.

[Add] button — You can add an IKE key on the [Add IKE] screen.

0 P.178 “[Add IKE] / [Modify IKE] screen”

[Delete] button — Select keys to delete and click the [Delete] button to delete them.
Key Name — Click a registered key name to modify its content.

0 P.178 “[Add IKE] / [Modify IKE] screen”

IKE Type — Displays the registered IKE types.

7 | Profile First create a filter and a manual key or IKE key according to your IPsec environment, and
then create profiles by combining them.

[Add] button — You can add a profile on the [Add Profile] screen.

3 P.180 “[Add Profile] / [Modify Profile] screen”

[Delete] button — Select profiles to delete and click the [Delete] button to delete them.
Profile Name — Click a registered profile name to modify its content.

3 P.180 “[Add Profile] / [Modify Profile] screen”

Profile Mode — Displays the registered profile mode.
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8 [Administration] Tab Page

Item name Description

8 | Policy Create a policy to use in IPsec by combining the registered profiles.

[Add] button — You can add a policy on the [Add Policy] screen.

P.182 “[Add Policy] / [Modify Policy] screen”

[Delete] button — Select policies to delete and click the [Delete] button to delete them.
Policy Name — Click a registered policy name to modify its content.

P.182 “[Add Policy] / [Modify Policy] screen”
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[Add Filter] / [Modify Filter] screen

You can display this screen by clicking the [Add] button for Filter or a registered filter name.
You can create a filter to use in IPsec.

1 —L__Add Filter
2 —
3 @ Cancel || Reset | Selecting 'Save' in the Main Window is required to Sawe the new settings
—_— 1
4 ———Fitervame |
5 e |rternet Frotocol Yersion IPvd
6 —SOUrce Address
7 = Destination Address Any IP Address - ‘
8 — Protacol Type Any -
9 e S0UFCE Port ‘Any v| | |
10—— Destination Part ‘Any V| | |
1 1 ——— Filter Action
@ Permit
© Block
@) Negnotiate Security
Security Protocol Type  ESP
1 Modify Filter
2 @ Cancel || Reset | Selecting 'Save' in the Main Window is required to Sawe the new settings
3
4 — Filter Mame testl]
5 e |1t PRIEY Priotacol Wersion W
6 —OUNCE AddrESS
7 Destination Address Any IP Address -
8 s POt C 0] TYRE Any -
9 e B0UFCE POt ‘Any v| | |
10—— Destination Port ‘Any V| | |
1 1 e Filler Action
@ Permit
@ Black
@ Negnotiate Security
Security Protocol Type  ESP ~
Item name Description
1 | [OK] button Saves the folder setting.
2 | [Cancel] button Cancels registration of the folder.
3 | [Reset] button Returns the settings to the defaults.
4 | Filter Name Enter a filter name. You can enter up to 63 alphanumerical characters and symbols other
than #, %, &, +, \ (backslash), ' (apostrophe), ; (semicolon), , (comma), ", and =.
5 | Internet Protocol Version Select the IP version for IPsec.

¢ |Pv4 — Select this to use IPsec under the IPv4 environment.

* |IPv6 — Select this to use IPsec under the IPv6 environment.

6 | Source Address The IP address of this equipment is set as the source address to which the filter is applied.
[My IP Address] is displayed in this box. This item cannot be changed.
7 | Destination Address Specify the destination address for the communication to which the filter is applied.

* Specific IP Address — Set a specific IP address. Enter the IP address in the address
input box.

* Subnet/ Prefix — Set the destination with its IP address and subnet mask. Enter the IP
address and the prefix of the subnet mask directly in the address input box.

* FQDN — Sets FQDN for the destination. Enter FQDN in the address input box. You can
enter up to 255 alphanumerical characters including hyphen (-) and period (.). However,
neither hyphen (-) nor period (.) can be used as first or last character.

e Any IP Address — Set any IP address.

8 | Protocol Type Select a protocol for the filter.

e Any — Set any protocol.

¢ TCP — Select this to use TCP only.

* UDP — Select this to use UDP only.

* ICMP — Select this to use ICMP only.
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Item name

Description

Source Port

Specify the source port number. This setting is available only if you selected TCP or UDP in
the protocol type setting.
e Any — Set any source port.
* Port Number — Set the port number of the sender. Enter the port number in the port
number input box.

10

Destination

Port

Set the destination port number. This setting is available only if you selected TCP or UDP in
the protocol type setting.
¢ Any — Set any destination port.
¢ Port Number — Set the port number of the destination. Enter the port number in the
port number input box.

1"

Filter Action

Set the operation of the filter.

* Permit — Select this to permit access from the specified destination.

* Block — Select this to block access from the specified destination.

* Negotiate Security — IPsec communication is performed with the specified
destination. When this item is set, you must select the security protocol type to be used
in IPsec communication from the following:

- ESP — Select this to use ESP (Encapsulating Security Payload).
- AH — Select this to use AH (Authentication Header).
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[Add Manual Key] / [Modify Manual Key] screen

You can display this screen by clicking the [Add] button for Manual Key or a registered manual key name.
You can set a manual key to use in IPsec.

1 __lhl'ld Manual Key

O'K Cancel || Reset | Selecting '‘Save'in the Main Window is required to Save the new settings.
I ——

|

3 -
*Required
4 —— Manual Key Name |
5 — Encryptian Algorithrm ﬁ
6 — Hash Algarithm SHAT -

7 — |NbOUNG Key

Security Parameter Index ==*5P| should be between 256 and 4095

ESP Encryption Key

ESP Authentication Key

AH Authentication Key
8 — OUthound Key

Security Parameter Index ==*5P| should be between 256 and 4095

ESP Encryption Key

ESP Authentication Key

AH Authentication Key

1 __""'Iodify Manual Key

O'K Cancel || Reset | Selecting 'Sawe' in the Main Window is required to Save the new setlings
|
* Required
4 e i} 311 E] Y MaFTIE TESTO1
5 — Encryption Algorithm Mone -
6 — Hash Algorithm SHAL -

7 e |1} Y
Security Pararneter Index 300 "GP should be between 258 and 4085

ESP Encryption Key

ESF Authentication Key 12345R78201234567850

AH Authentication Key 12345676901 234567850
8 —— Duthound Key
Security Pararneter Index 300 "GP should be between 258 and 4085

ESP Encryption Key

ESP Authentication Key 123456785901 234567850
AH Authentication Key 1234567 8901234567850
Item name Description
1 | [OK] button Saves the key setting.
2 | [Cancel] button Cancels registration of the key.
3 | [Reset] button Returns the settings to the defaults.
4 | Manual Key Name Enter the name of the manual key. You can enter up to 63 alphanumerical characters
and symbols other than #, %, &, +, \ (backslash), ' (apostrophe), ; (semicolon), ,
(comma), ", and =.
5 | Encryption Algorithm Select an encryption algorithm.

* None — Select this not to perform data encryption.

* AES-256-CBC — Select this to use AES-CBC (256 bits).
* AES-192-CBC — Select this to use AES-CBC (192 bits).
* AES-128-CBC — Select this to use AES-CBC (128 bits).
* 3DES-CBC — Select this to use 3DES-CBC.

* DES-CBC — Select this to use DES-CBC.

6 | Hash Algorithm Select a hash algorithm.

* SHA1 — Select this to use SHA1.

* MD5 — Select this to use MD5.

* AES-XCBC-MAC — Select this to use AES-XCBC-MAC.
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Item name Description

Inbound Key Select a key for the receiving side.
Security Parameter Index Specify a security parameter index (SPI) for identification.
You can enter a value in the range from 256 to 4095.
ESP Encryption Key Enter an ESP (Encapsulating Security Payload) encryption key.
ESP Authentication Key Enter an ESP (Encapsulating Security Payload) authentication key.
AH Authentication Key Enter an AH (Authentication Header) authentication key.
Outbound Key Select a key for the destination.
Security Parameter Index Specify a security parameter index (SPI) for identification.
You can enter a value in the range from 256 to 4095.
ESP Encryption Key Enter an ESP (Encapsulating Security Payload) encryption key.
ESP Authentication Key Enter an ESP (Encapsulating Security Payload) authentication key.
AH Authentication Key Enter an AH (Authentication Header) authentication key.
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[Add IKE] / [Modify IKE] screen

You can display this screen by clicking the [Add] button for IKE Key or a registered key name.
You can set an IKE key to use in IPsec.

1 Add IKE
Ok || Cancel || Reset | Selecting 'Save' in the Main Window is required to Sawe the new settings
3 |
4 — | ey Mame
5 e [KE Type
IKE Wersion
@ IKEw! (Main Mode)
Authentication Method [Mote: This selection will be applicable for all IKEv! seftinas]
Certificate
@ Preshared Key IITTTTY
© IKEv2
Authentication Method
Certificate

Preshared Key

Local ID IP Address
Remote ID IP Address v| ‘
6 — S e5si0N Key Settings
Generate & new key after 26900 igeconds [CIEnable PFS
7 =———FilterIKE Transforms
Integrity Encryption
SHAT O sEs-256-CBC
[Fvps [T ses192-cBC
[T AES-HCBC-MAC AES-128-CHC
[ aes-cTr
IDES-CBC
[T pes-cac
Diffie-Heliman algorithm  MODP 1024 (Group 2) -

1 __Mlodify IKE

2 —m

Ok || Cancel || Reset | Selecting 'Save' in the Main Window is required to Sawe the new settings
3 |
4 ————IKE Key Name [TESTON

5 e [KE Type
IKE Wersion
@ IKEw! (Main Mode)
Authentication Method [Mote: This selection will be applicable for all IKEv! seftinas]
Certificate

@ Preshared Key ssasse
@ IKEv2
Authentication Method
Certificate

Preshared Key | |

Local ID |IP Address vl
Remote ID |IP Address v| ‘ ‘
6 —Se55i0n Key Settings
Generate & new key after 26900 igeconds [FIEnable PFS
7 = rFilterIKE Transforms
Integrity Encryption
SHAT O ags-256-cBC
[Fvps [T ses192-CBC
[C] AES-HCBC-MAC AES-126-CBC
[ aes-cTr
IDES-CBC
[T pes-cac
Diffie-Heliman algorithm  MODP 1024 (Group 2) -
Item name Description
1 | [OK] button Saves the key setting.
[Cancel] button Cancels registration of the key.
[Reset] button Returns the settings to the defaults.
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Item name Description
IKE Key Name Enter the name of the IKE key. You can enter up to 63 alphanumerical characters and
symbols other than #, %, &, +, \ (backslash), ' (apostrophe), ; (semicolon), , (comma),
", and =.
Tip
Up to 30 IKE keys can be created.
IKE Type:
IKEv1 (Main Mode) Select this to use IKEv1.

Certificate — Select this to use an electronic certificate. To select this, IPsec
certificate must be installed in this equipment in advance.

Preshared Key — Select this to perform authentication by sharing key information
with the recipient of the communication in advance. Enter key information to be shared
in the entry box. You can enter up to 128 alphanumerical characters and symbols
other than &, <, and ".

If you register more than one Preshared Key for IKEv1, only the one that you
registered last will be valid.

IKEv2 Select this to use IKEv2.

Certificate — Select this to use an electronic certificate. To select this, IPsec
certificate must be installed in this equipment in advance.

Preshared Key — Select this to perform authentication by sharing key information
with the recipient of the communication in advance. Enter key information to be shared
in the entry box. You can enter up to 128 alphanumerical characters and symbols
other than &, <, and ".

* Local ID — Select among IP Address, FQDN, Email and Key-ID. When you have
selected the Key-ID, enter the value to the corresponding item. You can enter up
to 128 alphanumerical characters and symbols other than &, <, and ".

* Remote ID — Select among IP Address, FQDN, Email and Key-ID. When you
selected FQDN, Email or Key-ID, enter a value corresponding to the item you
selected. When you selected Key-ID, enter the corresponding value. You can
enter up to 128 alphanumerical characters and symbols except the following: & <
". When you selected Email, you can enter up to 192 alphanumerical characters.
When you selected FQDN, you can enter up to 255 alphanumerical characters
including hyphen (-) and period (.). However, neither hyphen (-) nor period (.) can
be used as first or last character.

Session Key Settings:

Generate a new key after Enter the interval between generating key information for IPsec communications in
seconds. Set the interval period for regenerating key information for IPsec
communication from 60 seconds to 604,800 seconds (7 days).

Enable PFS — Select the check box when using the PFS (Perfect Forward Secrecy)
function in IKE.

FilterlKE Transforms:

Integrity Select the authentication algorithm to be used in IKE.

¢ SHA1 — Select this to use SHA1.

* MD5 — Select this to use MD5.

* AES-XCBC-MAC — Select this to use AES-XCBC-MAC.

Encryption Select the encryption algorithm to be used in IKE.

* AES-256-CBC — Select this to use AES-CBC (256 bits).
e AES-192-CBC — Select this to use AES-CBC (192 bits).
¢ AES-128-CBC — Select this to use AES-CBC (128 bits).
* AES-CTR — Select this to use AES-CTR.

* 3DES-CBC — Select this to use 3DES-CBC.

* DES-CBC — Select this to use DES-CBC.

Diffie-Hellman algorithm Select the Diffie-Hellman group to be used in IKE.

« MODP 768 (Group 1) — Select this to use the MODP group in 768 bits.

* MODP 1024 (Group 2) — Select this to use the MODP group in 1024 bits.
* MODP 2048 (Group 14) — Select this to use the MODP group in 2048 bits.
* Elliptic Curve P-256 (Group 19) — Select this to use Elliptic Curve P-256.
* Elliptic Curve P-384 (Group 20) — Select this to use Elliptic Curve P-384.
» Elliptic Curve P-521 (Group 21) — Select this to use Elliptic Curve P-521.
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[Add Profile] / [Modify Profile] screen

You can display this screen by clicking the [Add] button for Profile or a registered profile name.
You can create a profile for an IPsec environment by combining the registered filter and either a manual key or an IKE key.

) =

dd Profile

OK|| Cancel || Reset Selecting 'Save' in the Main Window is required to Save the new settings
]

———Fr0ille Marme |

— T UNNE] Settings

a AW N=

Tunnel mode Mo -

IPydilPE Address [

6

Key TESTONKEN) +

7 —DrOposals

ESF Transforms AH Transfarms Session Key Seftinas
integrity [Encryption
SHa [ aEs-258-CBC Easion ey Fetngs
[E Generate a new key atter |3600 ISeconds|
[T mos [T ses192-CBC

[0 2es-xcac AFS-126-CBC [ ags-xcaC [ Generate s nsw ke atter MBytes
[7) 2es-cTR
IDES-CBC
[T pEs-cac

[ Were

[ClIPCOMP Transform

8 ——irFiter

| Move Up H Move Down ‘

[Mowe | [Finer Name [ Fiter &stion | Destination Address |
| ® | [] |lastﬂ1 |Negutia1e Security |Any P Address |

Modify Profile
Q|| Cancel || Reset Selecting 'Save'in the Main Window is required to Save the new settings.
|

e P10l Mame TESTOM|

a HhW N

—— TLINNE] SettingS
Tunnel mode Yes =

IPv4/IPyE Address 192.168.1.1

6 —Key Selection

Key TESTM(IKE) ~
7 =————Proposals
ESP Transforms AH Transforms Session Key Settings
[rearity Encryption -
IR Fezsion Hey Settings
SHa [T nEs-2s56-caC S
[ mos Bl aes 192.cBc Elnos [T] Generate a new key after (3500 iSeconds
[0 mes-xcBC LES-128-CBC [ s wepe [ Generate a new key after | 100000 HEtes
O ses-cTr
3DES-CBC
[0 pes-cBC
[T mone

[FIPCOMP Transform

8 =[P Filter

‘ lowe Up || Iove Down |

‘ Move: | | Fitter Mame | Fiter Action | Destination Address |
EREIED [regetice seurty [ P actress |
Item name Description
1 | [OK] button Saves the profile setting.
[Cancel] button Cancels registration of the profile.
[Reset] button Returns the settings to the defaults.
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Item name

Description

Profile Name

Enter the profile name. You can enter up to 63 alphanumerical characters, including
hyphen (-) and underscore (_).

Tip

Up to 30 profiles can be created.

Tunnel Settings:

Tunnel mode

Select whether or not to use tunnel mode for IPsec communications.

* Yes — Select this to use the tunnel mode.

* No — Select this not to use the tunnel mode. (The transport mode will be used
instead.)

IPv4/IPv6 Address

Enter the IP address for the gateway which encrypts and decrypts data in tunnel
mode.

Key Selection:

Key Displays the IKE key settings registered in the equipment. IKE keys already registered
in this equipment are displayed.
Proposals:
ESP Transforms Specify the transform for ESP.

* Integrity — Selects the authentication algorithm to be used in ESP.
- SHA1 — Select this to use SHA1.
- MD5 — Select this to use MD5.
- AES-XCBC — Select this to use AES-XCBC.
* Encryption — Selects the encryption algorithm to be used in ESP.
- AES-256-CBC — Select this to use AES-CBC (256 bits).
- AES-192-CBC — Select this to use AES-CBC (192 bits).
- AES-128-CBC — Select this to use AES-CBC (128 bits).
- AES-CTR — Select this to use AES-CTR.
- 3DES-CBC — Select this to use 3DES-CBC.
- DES-CBC — Select this to use DES-CBC.
- None — Select this not to perform data encryption.

AH Transforms

Specify the transform for AH.
* Integrity — Selects the authentication algorithm to be used in AH.
- SHA1 — Select this to use SHA1.
- MDS5 — Select this to use MD5.
- AES-XCBC — Select this to use AES-XCBC.

Session Key Settings

Specify the session key for IPsec communications.

* Session Key Settings — Sets an interval for regenerating the session key. The
interval can be set in time or the amount of data. Select the desired check box and
then key in the value in the entry box.

- Generate a new key after [ ]/Seconds — Specify the interval between key
generations in seconds. Specify within the range from 180 to 86,400 seconds
(24 hours).

- Generate a new key after [ /KBytes — Specify the data volume between key
generations in Kbytes. Specify within the range from 20,480 to 214,783,647
Kbytes.

IPCOMP Transform

Select if using the IPCOMP transform.

IP Filter

You can display a list of filter settings registered in this equipment. Select the check
box for the filter to be applied to the profile. If more than one filter is registered, you can
change their order in the list. Click [Move] for the desired filter, and then click [Move
Up] or [Move Down] to move the filter.
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[Add Policy] / [Modify Policy] screen

You can display this screen by clicking the [Add] button for Policy or a registered policy name.
You can create a policy to use in IPsec by combining the registered profiles.

Add Policy 2
; :—@ Cancel Selecting "Save' in the Main Window is required to Save the new settings L
3 — 0Ly Narme
—  [Frofile Hame ] )
‘ [&] | TESTO! |
Modify Policy fn
; :—@ Cancel Selecting 'Save'in the Main Window is required to Save the new settings .
3 = Fulicy Name TESTO1
4 ——— [Profictne | :
| | TEST |
Item name Description
1 | [OK] button Saves the profile setting.
2 | [Cancel] button Cancels registration of the profile.
3 | Policy Name Enter the policy name. You can enter up to 63 alphanumerical characters and symbols
other than #, %, &, +, \ (backslash), ‘ (single quotation), ; (semicolon), , (comma),
(double quotation) and =.
Tip
Up to 10 policies can be created.
4 | Profile Name Select profiles to apply to the policy.
You can select multiple profiles.
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H Copier settings
You can specify copier settings.
Tip

The [Copier] submenu can be accessed from the [Setup] menu on the [Administration] tab.
See the following pages for how to access it and information on the [Setup] menu:

P.22 “Access Policy Mode”

P.136 “[Setup] Item List”

P.183 “Setting up Default setting”
P.185 “Setting up Copy Job Enforcement Continue”

0 Setting up Default setting

In Default setting, you can set the default copier settings that apply for copy operation from the touch panel.

Copier Setting
Default setting
1 — Original Mode Text/Photo -
2 — EXpOSUTE Auto -
3 ——uwper Plain -
4 —— yagazine Sort
5 ———aint/4in Write Laterally -
6 — laximum Copies 999 -
7 ——— huto 2-sided Mode
8 — Sort Mode Priority MNon-Sort «
Item name Description
1 | Original Mode Select the default original mode for black and white originals.

* Text/Photo — Originals with text and photographs mixed.

* Text — Originals with text (or text and line art) only.

* Photo — Originals with photographs.

2 | Exposure Select the type of image density for black and white copies.

* Auto — Select this to set the Auto mode as the default exposure for black and white
copies. The Auto mode automatically detects the density of the original to make copies
at the optimum exposure.

* Manual — Select this to set the Manual mode as the default exposure for black and
white copies. The manual mode allows you to manually specify the density of the
original.

MPT Select the default paper type for the MPT.
Magazine Sort Select the default page arrangement for magazine sort copies. Available only when the
Automatic Duplexing Unit is installed.
* Open from left — Select this to create a booklet that can be read from the left page.
* Open from right — Select this to create a booklet that can be read from the right page.
5 | 2in1/4in1 Select the default page arrangement for 2in1/4in1 copies.

* Write Laterally — Select this to copy two pages or four pages from left to right or top to
bottom. When the portrait originals are copied using 2in1 or 4in1, this equipment copies
them from left to right. When the landscape originals are copied using 2in1 or 4in1, this
equipment copies them from top to bottom.

* Write Vertically — Select this to copy each two pages or four pages from right to left or
top to bottom. When the portrait originals are copied using 2in1 or 4in1, this equipment
copies them from right to left. When the landscape originals are copied using 2in1 or
4in1, this equipment copies them from top to bottom.

6 | Maximum Copies Select the maximum numbers of pages that users can specify for copying. You can select
from [999], [99] or [9].
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Item name

Description

7 | Auto 2-sided Mode

Select how the 2-sided mode initially applies to copy settings when originals are set in the
Reversing Automatic Document Feeder. Available only when the Reversing Automatic
Document Feeder and the Automatic Duplexing Unit are installed.
* OFF — Select this to initially apply [1->1 SIMPLEX] when originals are set in the
Reversing Automatic Document Feeder.
* One-sided/Double-sided — Select this to initially apply [1->2 DUPLEX] when originals
are set in the Reversing Automatic Document Feeder.
* Double-sided/Double-sided — Select this to initially apply [2->2 DUPLEX] when
originals are set in the Reversing Automatic Document Feeder.
* User Selection — Select this to initially display the screen to select the 2-sided mode
when originals are set in the Reversing Automatic Document Feeder.

8 | Sort Mode Priority

Select the default sort mode for copying.
* Non-Sort — Copies exit without sorting.
* Staple — Copies exit with their corner stapled.
* Sort — Copies exit in the same page order as the originals one set after another.
* Group — Copies grouped by page exit.
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U Setting up Copy Job Enforcement Continue

Copy Job Enforcement Continue
1 — futomatic Change Of Paper Source OFF =
2 — fto output bin change (Cascade Print OFF -
3 — Suspend Printing if Stapler Empty O -
Item name Description

1 | Automatic Change Of Paper
Source

Specify whether or not to change the paper source automatically when the size of the
original and the paper in the paper source do not match.

* ON — Select this to change the paper source and continue processing the job.

* OFF — Select this to stop the job.

2 | Auto output bin Change (Cascade
Print)

Specify whether or not to switch the receiving tray automatically.
* ON — Select this to continue processing the job by switching the receiving tray.
* OFF — Select this to stop the job.

3 | Suspend Printing if Stapler Empty

Specify whether to stop printing when staples run out.
* ON — Select this to stop printing when staples run out.
* OFF — Select this not to stop printing when staples run out.
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M Fax settings

You can specify fax settings.

Tip

The [Fax] submenu can be accessed from the [Setup] menu on the [Administration] tab.
See the following pages for how to access it and information on the [Setup] menu:

P.22 “Access Policy Mode”
P.136 “[Setup] Item List”

0 Setting up Fax Setting

In Fax Setting, you can set the default fax settings that apply to fax operations from the touch panel.

Fax Setting

1 —— Terminal ID

2 —— FaxNumber

3 — Ringer¥nolume @ ® T

4 —— wonitor volume e emeeEee 67

B ——— Completion Tone Volume 0® e 6 F T

6 —— Reception Mode Auto -

7 —— Dial Type MF -

8 ——— Resalution Standard  ~

Q —— Criginal Mode Text -

10 Bxposure O KGRGNGNGYGI(a) [SNGNCNGNG] |

M1—m oM -

12——-FRTl OFF -

13 ——Ecu oH o~

14 —— Discard oM -

15 —— Reduction oM -

16——DuplexPrmt OFF =

17——RecoveryTransmit OFF =
Stored Time 6~

18 —— Journal Auta Print oM -

19 —— Memary Transmission Report OM ERROR(Print 15t Page Irmage) =

20 Multi Transmission Repaort OM ERROR(Print 1st Page Image) «

21— Faolling Report OM ERROR

22 ——— Relay Originatar Always(Print 15t Page Image) -

23—— Secure Receive Disable -
5UN Digable : Enable
Mon Disahle : Enable
Tue pisable : Enable
Wed Dizable : Enafile
Thu Disable : Enable
Fri  Disable : Enable
Sat  Disable : Enahle
Password Retype Password

Item name Description

1 | Terminal ID

Enter the terminal ID name (company name) to identify this equipment. The name will be
printed at the leading edge of all documents transmitted.

2 | Fax Number

Enter the fax number of this equipment. This fax number will be printed at the leading edge
of all documents transmitted from Line 1.

Ringer Volume

Select the ringer volume.

Monitor Volume

Select the volume of the line monitor during transmission.

Completion Tone Volume

Select the volume of the line monitor when completing the printing of a received fax.
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Item name Description
6 | Reception Mode Select how this equipment activates when a fax is received.

* Auto — Select this to automatically receive incoming originals when the bell rings.
Select this when the line is being used exclusively by the fax transmission.

¢ Manual — Select this to manually receive incoming originals after pressing the [Start]
button on the control panel.

* TEL/FAX — Select this to automatically detect whether the incoming call is a telephone
call or a fax transmission. Select this option when connecting this equipment to a line
which is also used as a telephone line.

7 | Dial Type Select the dial type for Line 1.
* DP — Select this to use the Dial Pulse type for Line 1.
¢ MF — Select this to use Multi-frequency type for Line 1.
Tip
The following items are displayed for some models.
- 10PPS — Select this to use the Dial Pulse type for 10PPS.
- 20PPS — Select this to use the Dial Pulse type for 20PPS.
- PB — Select this to use a tone type push phone line.
8 | Resolution Select the default resolution for sending faxes.

» Standard — Select this to use the standard mode as the default resolution. This mode
is suitable when you are frequently transmitting text documents with normal size
characters.

* Fine — Select this to use the fine mode as the default resolution. This mode is suitable
when you are transmitting documents with small size characters or fine drawings.

* Ultra Fine — Select this to use the ultra fine mode as the default resolution. This mode
is suitable when you are transmitting documents with very small size characters or
detailed drawings.

9 | Original Mode Select the default image quality mode for sending faxes.

* Text — Select this to set the Text mode as the default image quality mode appropriate
for sending text originals.

* Text/Photo — Select this to set the Text/Photo mode as the default image quality mode
appropriate for sending originals containing both text and photos.

* Photo — Select this to set the Photo mode as the default image quality mode
appropriate for sending photo originals.

10 | Exposure Select the default exposure for sending faxes.
Select [Auto] to automatically apply the ideal contrast according to the original or select the
contrast manually in 11 stages.

11 | TTI Switch the TTI recording ON or OFF. To enable this feature, the Terminal ID must be
registered to this equipment in advance.

¢ ON — Select this to set to add the source information to the TTI.

* OFF — Select this to set not to add the source information.

12 | RTI Select whether to print a reception header (RTI) on received faxes to clearly identify the
time, date, and page count of received faxes.

13 | ECM Select whether to enable or disable the ECM (Error Correction Mode) to automatically re-
send any portion of the document affected by phone line noise or distortion.

14 | Discard Select whether to discard the lower portion of the received fax image if it is larger than the
recording paper.

15 | Reduction Select whether to reduce the received fax image if it is larger than the effective printing area
of the recording paper.

16 | Duplex Print Select whether to print the received fax images on both sides of the recording paper.
Available only when the Automatic Duplexing Unit is installed.

17 | Recovery Transmit Select whether to re-transmit a fax after failing the initially specified number of redial
attempts. When this is enabled, select the stored time length from 1 to 24 hours.

18 | Journal Auto Print Select whether to automatically print a transmission and reception journal after every
transmission completed.

19 | Memory Transmission Report Select how to print a result report after a memory transmission.

* OFF — Select this to not print a memory transmission report.

* Always — Select this to print a memory transmission report with all page images for
each memory transmission completed.

* ON ERROR — Select this to print a memory transmission report with all page images
only when the memory transmission is not successfully completed.

* Always(Print 1st Page Image) — Select this to print a memory transmission report with
the 1st page image for each memory transmission completed.

* ON ERROR(Print 1st Page Image) — Select this to print a memory transmission report
with the 1st page image only when the memory transmission is not successful.
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Item name

Description

20

Multi Transmission Report

Select how to print a result report after a multi-address transmission.

OFF — Select this to not print a multi-address transmission report.

Always — Select this to print a multi-address transmission report with all page images
for each multi-address transmission completed.

ON ERROR — Select this to print a multi-address transmission report with all page
images only when the multi-address transmission is not successfully completed.
Always(Print 1st Page Image) — Select this to print a multi-address transmission
report with the 1st page image for each multi-address transmission completed.

ON ERROR(Print 1st Page Image) — Select this to print a multi-address transmission
report with the 1st page image only when the multi-address transmission is not
successful.

21

Polling Report

Select how to print a result report after a multi-polling reception.

OFF — Select this to not print a multi-polling report.

Always — Select this to print a multi-polling report for each multi-polling reception.
ON ERROR — Select this to print a multi-polling report only when the multi-polling
reception is not successful.

22

Relay Originator

Select how to print a result report after a relay transmission.

OFF — Select this to not print a relay station report.

Always — Select this to print a relay station report with all page images for each relay

transmission completed.

ON ERROR — Select this to print a relay station report with all page images only when
the relay transmission is not successful.

Always(Print 1st Page Image) — Select this to print a relay station report with the 1st
page image for each relay transmission completed.

ON ERROR(Print 1st Page Image) — Select this to print a relay station report with the
1st page image only when the relay transmission is not successful.

23

Secure Receive

You can set the Secure Receive function to store received fax jobs in the equipment without
printing them.

With this function, you can prevent the leaking of confidential information in a fax received
when no people are present in your office, such as nighttime or holidays, or when an
unspecified number of people visit your office.

Enable — Enables the Secure Receive function.

To print the fax jobs the Secure Receive function received, you must set [Line1 :
Password] and [Retype Password]. For the password, you can enter up to 20
alphanumerical characters and symbols (#$ () *+,-./:;=2@\"*_"{]|}~).
Disable — Disables the Secure Receive function.

Weekly Schedule — Sets whether the Secure Receive function is enabled or disabled
for each day of the week. You can set the time to enable and disable the Secure
Receive function (24-hour display).

- For a day on which you want to enable the Secure Receive function all day, specify
"00:00" for "Disable" and "00:00" for Enable.

- For a day on which you want to disable the Secure Receive function all day, specify
"00:00" for "Disable" and "24:00" for Enable.

To print the fax jobs the Secure Receive function received, you must set [Line1 :
Password] and [Retype Password]. For the password, you can enter up to 20
alphanumerical characters and symbols (#$ () *+,-./:;=2@\*_"{]}~).
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H Save as File settings

You can configure the Save as file settings that apply to the Save as file operations.

Tip
The [Save as file] submenu can be accessed from the [Setup] menu on the [Administration] tab.
See the following pages for how to access it and information on the [Setup] menu:

P.22 “Access Policy Mode”
P.136 “[Setup] Item List”

L P.189 “Setting up Local Storage Path”

3 P.190 “Setting up Storage Maintenance”

3 P.190 “Setting up Destination”

3 P.190 “Setting up Folder Name”

3 P.191 “Setting up Format”

1 P.191 “Setting up Single Page Data Saving Directory”
3 P.192 “Setting up File Composition”

P.192 “Setting up User Name and Password at User Authentication for Save as File”
P.192 “Setting up Searching Interval”

L P.193 “Setting up Remote 1 and Remote 2”

3 P.196 “Setting up N/W-Fax Destination”

1 P.196 “Setting up N/W-Fax Folder”

0 Setting up Local Storage Path

You can see the folder path where files are stored by the Save as file to local folder. You can open the local folder by
browsing this equipment from a Windows network.

Local Storage Path
1 —Ct0rage Path FILE_SHARE
2 — @ Send scanned documents to a sub folder in the storage path
(The sub falders will be named after the associated termplate and will be of the farmat: Group Number-GroupMame-
TemplateName)
3 —y Gend scanned documents directly to the storage path.
Item name Description
1 | Storage Path Displays the local storage path where files are stored when files are saved to the local folder

by the Save as file functions.

2 | Send scanned documents to a sub | Select this to save the files in the sub folder that is named as "Group Number-Group Name-
folder in the storage path. Template Name".

3 | Send scanned documents directly | Select this to save the files directly in the storage path.
to the storage path.
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0 Setting up Storage Maintenance

In Storage Maintenance, you can select how to delete files stored in the local folder.

The folder that was created when storing the files in the local folder will be deleted automatically when all files in the
folder are deleted.

Storage Maintenance

1 — 0 Do not delete documents automatically

2 — @ Delete documents after |30 day(s)

Item name Description
1 | Do not delete documents Select this to delete files stored in the local folder manually. If you select this option, files
automatically saved in the shared folder will not be deleted automatically.

2 | Delete documents after [ ] day(s) Select this to automatically delete files stored in the local folder after a specified number of
days. When this is selected, enter the number of days that the files are to remain. [30days]
is set as the default.

0 Setting up Destination

You can specify whether a network folder can be used for Save as file.

Destination.

1 — @) Do not allow any netwark folder to be used as a destination

2 — @ Use MNetwork Folder Destination

3 ———renauttiile patn Use local folder +

Item name Description
1 | Do not allow any network folder to | You can specify that a network folder cannot be used for Save as file. When this is selected,
be used as a destination users can only save a file in the local folder or USB media.

2 | Use Network Folder Destination You can specify that a network folder can be used for Save as file. When this is selected, set

the Remote 1 and Remote 2 Settings to specify how users can select the network folders for
Save as file destinations.

3 | Default file path Select the destination that will be set as the default destination when performing Save as file
from the control panel.

* Use local folder — Select this to save in a local folder.

* Remote 1 — Select this to save in the folder set in Remote 1.

* Remote 2 — Select this to save in the folder set in Remote 2.

0 Setting up Folder Name

You can select whether to add information related to this equipment or users to the name of a folder created automatically
when you save files.

Folder Mame
1 = Faolder Mame Setting Add MachineMame ~
Item name Description
1 | Folder Name Setting Select additional information of the name of a folder created when you save files.

* Disable — Select this not to add any information.
¢ Add MachineName — Select this to add the NetBIOS name of this equipment.
¢ Add UserName — Select this to add a user name set in user authentication.
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0 Setting up Format

You can set how to name files of the scanned images when you save them into the "FILE_SHARE" folder of this
equipment or USB.

Format
1 —— File Name Formatr’) [FilaName]-[Date}-[Page] ~
2 —— Date Format() [V MR DD HH] [ [S5] -
3 — P age Mumber Formati™ Adigits ~
4 —— subID Format AUTO ~
*These settings are applied to the flle attached to Email.
Item name Description
1 File Name Format Select the format of the file name. Information such as file name, date and time or page

number is added according to the selected format. The added information will also be
applied to file names attached to E-mails.

* [FileName]-[Date]-[Page]

* [FileName]-[Page]-[Date]

* [Date]-[FileName]-[Page]

* [Date]-[Page]-[Filename]

* [Page]-[FileName]-[Date]

* [Page]-[Date]-[FileName]

¢ [FileName]_[Date]-[Page]

2 | Date Format Select how you add "date and time" of the file name selected in [File Name Format]. The
added information will also be applied to file names attached to E-mails.
¢ [YYYY][MM][DD][HH][mm][SS] — Year (4 digits), month, day, hour, minute and second
are added.
¢ [YY][MM][DD][HH][mm][SS] — Year (2 digits), month, day, hour, minute and second
are added.
* [YYYY][MM][DD] — Year (4 digits), month, and day are added.
¢ [YY][MM][DD] — Year (2 digits), month, and day are added.
e [HH][mm][SS] — Hour, minute and second are added.
e [YYYY][MM][DD][HH][mm][SS][mmO0] — Year (4 digits), month, day, hour, minute,
second and random number (2 digits and "0") are added.

3 | Page Number Format Select the number of digits of a page number applied to "Page" of the file name selected in
[File Name Format] from 3 to 6. The added information will also be applied to file names
attached to E-mails. [4digits] is set as the default.

4 | Sub ID Format This equipment automatically adds a sub ID (identification number) to the name of a file that
you are saving the same file name exists. You can select the number of digits of this sub ID
from 4 to 6 or [AUTOQ]. [AUTQ] is selected by default. If [AUTO] is selected, a sub ID (4 to 6
digits, selected randomly) is added according to the status of the file name.

0 Setting up Single Page Data Saving Directory

If [SINGLE] is selected in [MULTI/SINGLE PAGE] on the scan menu of this equipment, the scanned data are saved as a
single-page file. This setting is to select whether a subfolder is created or not when you are saving a single-page file.

Single Page Data Saving Directory
1 — @ Save under a subfalder
2 e () Siawe without creating a subfolder
Item name Description
1 | Save under a subfolder A subfolder is created in a specified directory and you can save the file into it.
2 | Save without creating a subfolder | A subfolder is not created and the file is saved in a specified directory.
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O Setting up File Composition

If [SINGLE] is selected in [MULTI/SINGLE PAGE] on the scan menu of this equipment, the scanned data are saved as a
single-page file. This setting is to select a page configuration of a single-page file to be saved. The added information will
also be applied to file names attached to E-mails.

File Composition(*y

1 =@ Scanning 1 page makes 1 file. (2-sided originals hecome 2 files)

2 ") hake to the file like a scanned manuscript. (2-sided originals hecome 1 files)
Wihen making a single page file, this setting is applied.

This =etting is applied to the file attached to an Email

Item name Description
1 | Scanning 1 page makes 1 file. (2- | When 1 page of an original is scanned, the scanned data are saved 