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PREFACE

Every effort has been made to ensure that the information in this document is complete,
accurate, and up-to-date. The manufacturer assumes no responsibility for the results of
errors beyond its control. The manufacturer also cannot guarantee that changes in software
and equipment made by other manufacturers and referred to in this guide will not affect
the applicability of the information in it. Mention of software products manufactured by
other companies does not necessarily constitute endorsement by the manufacturer.

While all reasonable efforts have been made to make this document as accurate and helpful
as possible, we make no warranty of any kind, expressed or implied, as to the accuracy or
completeness of the information contained herein.

Copyright © 2009 Oki Europe Ltd. All rights reserved.

Oki is a registered trademark of Oki Electric Industry Company, Ltd.

Oki Printing Solutions is a registered trademark of Oki Data Corporation.

Microsoft, MS-DOS and Windows are registered trademarks of Microsoft Corporation.
Apple, Macintosh, Mac and Mac OS are registered trademarks of Apple Computer.

Other product names and brand names are registered trademarks or trademarks of their
proprietors.
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NOTES, CAUTIONS AND WARNINGS

NOTE
A note provides additional information to supplement the main text.

CAUTION!

A caution provides additional information which, if ignored, may
result in equipment malfunction or damage.

A warning provides additional information which, if ignored, may
result in a risk of personal injury.

Specifications subject to change without notice. All trademarks acknowledged.
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DOCUMENT SECURITY

Document security can be breached in many ways. Some are obvious and can be remedied
quite easily;

> Unattended documents left in a printer’s output tray. Even one connected “one-to-
one” with a computer.

> Worse still, unattended documents left in a networked printer’s output tray, for all to
seel

> Personnel possessing confidential documents off-site.
Other security risks may not be so obvious.

As printers and multi-function products become more sophisticated so must the security
measures to ensure your valuable data is kept secure.

If left unprotected, access to records can be achieved via a networked machine. On-board
storage devices may contain confidential data such as PIN numbers, personnel names and
IP addresses as well as raw text.

Your machine has a number of valuable features which, when enabled, reduce the risk of
security breaches.

The following chapters guide you through the initial set up and also explain how you use
the secure printing features.

GLOSSARY

IP Internet Protocol

MAC Address Media Access Control Address
PIN Personal Identification Number
SSL Secure Sockets Layer

TLS Transport Layer Security
Storage device Hard disk drive (HDD) or SD card
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SETTING THE SECURITY

Although, in most cases, it is possible to program your machine via the operator panel, the
most effective way is via the web page.

NOTE

Example screenshots are used throughout this manual and as such may not
represent the screens displayed for your machine. Some of the features shown
on the example screenshots may not be available on your machine.

ACCESSING THE WEB PAGE

Type the IP address of the machine in the URL field of your browser and then press Enter.
The machine web page appears. For example: http://10.18.207.15

OKI

PRINTING SOLUTIONS

Toner Remain :
$Printer Status Cyani 50w
ePrinter Summary Refresh Magents: DN | 0%
& e trrork Siktwiay vellow: | 90%
Black | — 0%
» Job List ack.: § :
» Print Printer Information Print Service Enabled
» Links Printer Name OKI- XXXXX -CBOEA4 LPR @
1P Address 10.18.207.115 Portg100 @
Rdiinicatr Logie MAC Address 00:80:87:CB:0E:A4 FTP O
Printer Location PP @
Printer Serial Number AA71009812 NetWare ®
7 PServer
Printer Asset Number
Contact Name NELYAS @]
i RPrinter
- Administrator
EtherTalk @
Trayl A4 LEF R ®
MPTray A4 SEF
Duplex Installed Setting Service  Enabled
Hard Disk Installed SNMIP ®
Memory 256 MB WEB L ]
Telnet O
Yersion Information
NetBEUI [}
cu E1.03
PU 00.00.32
Network Firmware 06.51
Web Remote W6.51
Web Language W6.51
Copyright (c) 2006 Oki Data Corporation. Al rights reserved.
&1 hitp: s, oKiprintingsolutions, comf ® Internet
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ADJUSTING THE SECURITY SETTINGS

You must log on as the administrator to adjust the security settings.

NOTE

The Administrative Settings are blocked by a password. Refer to your user

documentation for the factory default settings.

It is recommended that the system administrator creates a new password,

refer to "Password configuration” on page 15.

Click Administrator Login.

Enter the correct user name and password.

Click Login.

The initial administration entry screen is displayed.

PRINTING SOLUTIONS

Setup Printer

This is the first lagin ta the printer web page.
If you would like to perfarm basic setup of the device, please complete the fields, and
press "0OK". Otherwise press "SKIP"

Printer Identification

Printer Name |OKI-XXXXX-CBOEA4 | (an, 34characiars)

This is the devices identity on the network (sysMame, and Printer
Hame).

The Printer Name can be applied to the following by checking the boxes:
[ MetWare Print Server Name

[] NetWare Printer Name

[0 EtherTalk
short Printer Name | X000K-CeOEA4 E(MaX 1Scharacters)
This iz Printer Mame for WINS and NetBELL A maximumn of 15
characters can be usad (alphafnumeric characters and '-" are
acceptable,
Printer Location [ | (Max.255 characters)
Printer Asset Number ‘ ‘ (Max.8 charactars)

Contact Name I

1
| (Max. 255 characters)

TCR/IP ENABLE
NetBEUI B
Netware B

EtherTalk [eneeie v

OK SKIP Do not show this page again.

=

Setting the security > 7

@ Internet



4. Click Skip to navigate to the main menu page.

PRINTING SOLUTIONS

Toner Remain :

*Printer Status Refroch Cyan: D | 209
#Printer Information ONLINE Magents: DN | 50%
sInformation Status Window | vellow: s | 50%
$Siopiies Black: — | 90%
S ey Printer Information Print Service Enabled
S Printer Name OKI- XXXXX-CBOEA4 LPR [}
SIEEE802.1%
IP Address 10.18.207.115 Portg100 @
*TCR/ 1P
MAC Address 00:80:87:CB:0E:A4 FTP @
sNetBEUT = =
Printer Location PP @
stpp
Printer Serial Number AA71009812 NetWare @
SELME z PServer
i Printer Asset Number
~Emai
cantact Name WatWare (@]
sNetWare fis RPrinter
- Administratar
*EtherTall EtherTalk @
*5NTP Teay.L LRl NetBEUT (o]
Maintenance METERY, SESER ST Eratia
etting Service  Enable:
S Duplex Installed
. Hard Disk Installed ] ©®
» Networl
Memory 256 MB WEB @
» Job List Telnet O
Version Information
» Print NetBEUI @
cu E1.03
» i
docunty Pu 00.00.32
» Maintenance Netwaork Firmware 06.51
» Links web Remote W6.51
Web Language W6.51
Copyright (c) 2006 Oki Data Corporation, All rights reserved.
&] pone B Internet
5. From the left hand menu select Security.
PRHNTSRG i
S e e et 1
= Printar
TCRSIF Enabia
0y -
Lt Al MEtBEUI Dizable v
@ Job List
MetRIOS ower TOR Enable *
o Print
MetWare Disable =
T atie B
o S ex R e e R RS ke s R K
AL Addruse Filturng Enabla v
arsL Wah [Poet ke, B IF “DISABLE, yoou can nak acesaz from your Wab brouzar,
ard, you can ret prink with wWEl-port
RS,
e TPP {Powt Mo 431) Disahle =
wihange Adein Ragserard -
Teinet Dizable v
S hangs Mokmork Paseword
FTi Disable =
= Mainkanance b
= SMMP Enable =
= Links
POR Disable
SMNTP Disable w
Submit Cancel Prass Submit to send changes. Press Cancel to chaar changes.
] Done % Local intranst

Refer to the following chapters for instructions on how to set your security preferences.

NOTE
High level instructions are given, for more details refer to the information on
screen.
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PROTOCOL ON/OFF

To set up the security protocol:

1.

2.
3.
4.

From the left hand panel select Protocol ON/OFF.

OKI

FRINT®O FOLUTIONS

o Etatus
o P
= Network
@ Job List

o Print

TP Filtasing
#MAL Address Hitenng
EEELTLE

LI

i hange Adoin Fagswand
#Thangs Mutmork Fassword
= Maintanonce

@ Links

2] oene

TCRSIR
MNetEEUT

MetB 0% ower TOP
MetWare

EtherTalk

Enalda
Disable
Enable
Disable =

Disable

Wl (Port ko 1 BD)

TPP (Powt Mo 631)
Teinet

FIe

SHMP

pop

SNTR

Enable |
IF “DISABLE", voou can nak accsss from your Wab brousar
ard, you can rek prink with WEL-part

Disanle
Disable v
Disable =«
Enable =
Disable v

Disable v

Submik Cancel

Prass Submi to =end changes. Press Cancel bo claar changes.

Input the port numbers as appropriate.

Click Submit to save the changes or Cancel to exit.
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PANEL LOCKOUT

To activate the lockout facility on the printer control panel:

1.

2.
3.

From the left hand panel select Panel Lockout.

OKI

» Status
» Printer
» Network
» Job List
» Print

sProtocol ON/OFF

oIP Filtering

SMAC Address Filtering

esSL/TLS

ePassword Configuration
» Maintenance

» Links

PRINTING SOLUTIONS

Operator Panel Lockout

Lock printer's operator panel to prevent menu changes [unLock |

Submit Cancel

Press Submit to send changes. Press Cancel to dear changes

&1 hitp:#/10.18.207. 115 lock.btm

From the drop down menu select LOCK.

Click Submit to save the changes or Cancel to exit.
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IP FILTERING
To enable IP filtering:
1. From the left hand panel select IP Filtering.

PRI SOLUTHINS
» Btatus
1P Filtering
# Printar
STEPL. Select IP Filtering Settings.
e b IP Filtering Disabia ¥
# Job List CAUTIONI IF o set 19 Filtesing 1o Enable, you can
acgess the grinkar ondy from hosks &L 1P Addresses set
= Print in STEPZ,
STEP?. et 1P Adiress range. %
*Protocal OH/OFF Ertar the ranges of tha host 1P sddressas and parmissions to prat o, ar configues
T the printaer.
=P F‘M"‘I Complete ! valid [P &ddresses orly. Walue of 0.0.0.0 = an irvalid address.
Brigrities £50 ba given bo detarming grécedencs when owarleppng rénges of
HALEL A P adiresses are used,
ASHLTLE GCALTIaRI]
PR T When cheddox of 'Config*is not marked, you can not prnt with 'WEDeport.
athange Adein Password Admin [P Addeags, ¥ 58t in STEP 2, overides &l configuration setsngs in this sadion,
% 3 1P Address Ranpgs A
#thangs Mutmork: Password Priariy | ARdress Ranga Printing ‘Caoni
et o Start address Erdl Acdress e
= Mainlenanca
Liow 1 0.0.0.0 0.0.00 ]} O
# Links
z 0.0.0.0 0.0.0.0 g le
3 0.0.0.0 n.0.0.0 [m] m]
Submit Cancel Prass submit ta sond changes. Pross Cancel to claar changes,
#l % Local infranet

2. From the drop down menu select ENABLE.
3. Input the range of host IP addresses and set permissions in the main table.

4. Click Submit to save the changes or Cancel to exit.
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MAC ADDRESS FILTERING
To enable MAC address filtering:
1. From the left hand panel select MAC Address Filtering.

FRINTO ROLLUTHINS
u Etatus
MAC Address Fillaring
© PHntar =
STEPL, Select MAC hddress Filtering Seltings
# Network P
@ Job List MAC Address Filtering CAUTION [ you set MAC fddrass Flterng to Enable,
" w01 will nnly B8 able to ao0as3 the ponter from devices
» Print With MAC AdCrasses set in STEPZ and STEPE,
m STEPZ, Set Filtering MAC fuldress
Commumnication from the T
oo boent O/ OFE Folloving MAC Addresses *
AR ERs MAC addrass MAC addrass
B e 1 00: 00! 031000000 26 00: 00! 00: 020000
SERLSTLE T
H a0: 00: 09:00:00; 00 =7 a0; O0: 00: 09:00; 00
ATFSas
2 00 00 00 =00 00 =) Q0 00: 00: 00=00: 00
#Thange Adenin Pacsword
PO 4 00 00 00 100 00 0 = 00 00 00 0000 0
' Malntenancs 5 Qi A0 00 :00:00: 00 El a0 A0 00: G000 a0
w# Links 4 a0; 00: 00 00:00; 00 =1 0 00: 00: 0000 00
¥ 0; 00: G 00:00; 00 2 Q0 00: 00; 00-00; 00
A 0 00 O 0000 00 i O D0 O =00 00
Submit Carcel Prass Submi to send changes. Press Cancel bo claar changes.
#]Done S ol intranet

2. From the drop down menu select ENABLE.

3. From the second drop down menu select ACCEPT.
4. Input the MAC addresses in the main table.
5

. Click Submit to save the changes or Cancel to exit.
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SSL/TLS
To enable SSL/TLS encryption:
From the left hand panel select SSL/TLS.

1.

OKI1

FRINTID FOLUTHONS

= Status
= Printar
= Network
# Job List

o Print

#Protocol OH/OFF

TP Filtasing

#MALC Address Hitunng
LT

L

i hange Adoin Fagsward
#Changs Mutmork Fassword
= Mainkanancs

@ Links

] famasoripteoid(a)

Encrypiion of "Configuration™ and “Print™

V0w Can wEa SELTLE for data encryotion
Ciphar Sebbing:
SELTLS can antrypt bath Printer Configuration via tha webpage and Print Data whien
printing wia “IPF*.
STEP1. To enable encrypbon, tum “"SSLITLS = Enable”.
If “Enable”, you can not prnt with WSD-po,

5L FTLS: hel {C- 3

Lgagl Sgning

STERZ. Creaste s Cartficats
& Using self-signed Certificate

C Using o Cerificale vahich a Cerification Authority sigmed =
MabeiPurchass is raquired for signed Cartificate,

Flaase provide the olowing informaton *fequired
Mamp Evampha alua

Alzo known as LRL, tha

Cammon fName is

the fuly guaslified domain ¥

name [FODN) :

used for DMS Iookugs of Your

priater,

1 Common Same

Ty rurn murin b e

Pross O 1o send change= Press Cancel fo clear changes.

ﬂ Cancel

From the drop down menu select ENABLE.

% Local intranst

NOTE

Click icon for an explanation of the options available.

Click the Cipher Level Setting link.

Select the level setting from the drop down menu options:

> Strong
> Standard
> Weak

Click OK to confirm.

Select the required option from Step 2: Create a Certificate.

NOTE

Click icon for an explanation of the options available.

Input the required information into the main table.

If required, update the following information:

> Key Exchange Method

> Key Size

Click OK to save the changes or Cancel to exit.
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IPSEC

To enable IPSec encryption:

1.

© N O U A WN

From the left hand panel select IPSec.

OKI

PRISTEG L UTHHS

L STttt teat e tott I PINpepbes)
w
phviow STEPL, IPSec
# Ntk IPSEe ¥
-t LIt STEPZ, 1P Address Settings
w Pt (Exampla: "192,160,0,2 ")
Complata / valid [P Addrassas andy, Valua af 0.0.00,0 e a0 invalid addrass.
FEcurily
1P Adkdress 1P Address
#robocnl OH/OFF
1 0.0.0.0 26 0.0.0.0
TP Filtaving
2 0.0.0.0 - 2.0.0.0
AMAL Address Fil burnng
e 3 0.0.0.0 28 0.0.0.0
#IRGec 4 0.0.0.0 29 0.0.0.0
athange Adein Passward 5 0.0.0.0 an 0.0.0.0
*Thangs Mutmork Password 5 0.0.0.0 31 0.0.0.0
“ Maintenancs B 0.0.0.0 az 0.0.0.0
Ll a 0000 a2 0.0.0.0
] 0.0,0.0 a4 2.0.0.0
m Mﬂn{:\d Prass Submit ta send changes. Press Cancel ta claar changes.
Hooe % hocal intranet

From the drop down menu select ENABLE.

Enter valid IP Addresses in the STEP2. IP Address Settings table.
Update the Phase 1 Proposal Settings as required.

Enter the Pre-Shared Key Settings (max. 64 characters).

Update the Key PFS Settings as required.

Update the Phase 2 Proposal Settings as required.

Click Submit to save the changes or Cancel to exit.
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PASSWORD CONFIGURATION

To change the administrator password:

1.

1.

OKI

From the left hand panel select Admin Password.

FAITRG S LTS

# Status
= Prntar
# Natwork
= Job List

# PNt

*Protocol OMSOFF

SR Filtaving
araAC Address Filbaring
SEELITLE

ATPas

*thangs Mutmork Paswword

= Maintenance

Admin Passvord

Mevr admin Password

Verify Admin Passvrord

(612 charsctars)

= Limks
Submit | Cancel Prass Submit to send changes, Press Cancel 0o clear dhanges,
& oone N necal intrait
Enter your new password.
Enter your new password again to confirm.
Click Submit to save the changes or Cancel to exit.
To change the network password:
From the left hand panel select Change Network Password.
OKI
# Status
Metwork Passyord
= Printar
Mew Mebwark Password M1 arE)
= Watmork
bl Warify Metwork Password iMa )
Pt
*Protocl OM/OFF
AMAG Address Filtarng
AERLTLS
e
- Mnlnl.enan.
= Links
Submit Cancel Prass Submit to send changes. Press Cancel to chear changes.
4] mone S vocal intranst

2.
3.

4.

Enter your new password.

Enter your new password again to confirm.

NOTE

Maximum 15 characters.

Click Submit to save the changes or Cancel to exit.
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USING THE PRINTER SECURITY FEATURES

NOTE

Example screenshots are used throughout this manual and as such may not
represent the screens displayed for your machine. Some of the features shown
on the example screenshots may not be available on your machine.

SECURE PRINTING

Secure printing allows you to print confidential documents on machines that are shared
with other users in a network environment.

The document does not print until a PIN (Personal Identification Number) is entered
through the control panel. You must go to the machine and enter the PIN.

This feature requires a storage device option to be fitted to your machine and enabled in
the printer driver.

If there is not enough space for the spooled data, a "Disk Full” message displays, and only
one copy prints.

NOTE
1. The secure printing feature may not be available from within some PC
applications.

2. This feature is not supported on Mac OS X.

If your application software has a collate print option, turn it off otherwise secure printing
will not work.

There are three parts in secure printing:

> “Sending the document” on page 17

> “Printing the document” on page 18

> “Deleting a secure print document” on page 19
NOTE
The menu buttons on your machine’s control panel vary depending on the
model.

For illustration purposes we will demonstrate the Printing and Deleting
procedures using the +/- and Enter buttons; your machine may have Up/
Down and Return arrow buttons instead however the procedure is identical.

If your machine has a touch screen and numerical keypad buttons, the
principle is basically the same; press the Print button to access the print
menu options. There are on-screen instructions to guide you through the
process.
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SENDING THE DOCUMENT

1.

2.

If using the PCL driver, in the Setup tab choose any saved driver settings you wish
to use.

In the driver’s Job Options tab, click Secure Print.

The Job PIN (Personal Identification Number) window opens.

O Pre2400
O Fine / Detal (12004600)
@ Homal 600 ¥ 600}

O Dratt (500  600) @Patat [

[[] Phota Enhance O Landscape [

[watermarks.. | [ Owetaps. | [ Fonts. | [CAdvanced. |

ok ][ Cancel | [ hep

If the PIN window does not open, click the PIN button.
In the Job PIN window, enter a name for this print job.
The name may be up to 16 alpha-numeric characters.

If you would like a prompt at the machine for the job name, click the Request...
check box below the name entry.

Enter a number from 0000 to 9999 in the PIN box.

Your PIN must be unique on this machine. Each user should be allocated a PIN by the
system administrator.

Click OK to accept your changes.

NOTE
Leave the number of copies set to one. You can increase the copy count from
the operator panel when you print the document.

Click OK to close the Printer Properties window.
Print your document.
The print job will be sent to the machine, but will not print at this time.
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PRINTING THE DOCUMENT

NOTE
The menu buttons on your machine’s control panel will vary depending on the
model.

For illustration purposes we will demonstrate the following procedure using
the +/- and Enter buttons; your machine may have Up/Down and Return
arrow buttons instead however the procedure is identical.

If your machine has a touch screen and numerical keypad buttons, the
principle is basically the same; press the Print button to access the print
menu options. There are on-screen instructions to guide you through the
process.

Your secure print job is printed using the control panel on the front of the machine.

1. When the machine is idle, use the +/- buttons to select the PRINT JOB menu, then
press ENTER.

Select ENCRYPTED/STORED JOB.

Use the +/- buttons to enter your PIN. Press ENTER after each digit.
If necessary, use the +/- buttons to highlight the pPrRINT option.
Press ENTER to confirm you wish to print the document.

Use the +/- buttons to select the number of collated copies you require.

N9 w s uwN

Press ENTER to print your document.

NOTE
It is also possible to print and delete secure documents remotely from your PC
using the Storage Device Manager utility.
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DELETING A SECURE PRINT DOCUMENT

NOTE
The menu buttons on your machine’s control panel will vary depending on the

model.

For illustration purposes we will demonstrate the following procedure using
the +/- and Enter buttons; your machine may have Up/Down and Return
arrow buttons instead however the procedure is identical.

If your machine has a touch screen and numerical keypad buttons, the
principle is basically the same; press the Print button to access the print
menu options. There are on-screen instructions to guide you through the
process.

If you change your mind about printing a secure document, you can delete it from the
machine’s storage device without printing it first.

1.
2.
3.

Follow steps 1 to 3 in the above procedure for printing the document.
Use the +/- buttons to highlight the DELETE option and press ENTER.

If necessary, use the +/- buttons to highlight the YEs choice, and press ENTER to
confirm the deletion.

Your document is deleted from the machine’s storage device without printing.

NOTE
It is also possible to print and delete secure documents remotely from your PC

using the Storage Device Manager utility.
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STORE TO STORAGE DEVICE

This feature allows print jobs to be created on the PC and stored on the machine’s storage
device for printing on demand. This is good for forms, generic memos, letterhead,
stationery, etc.

If you use this feature for standard forms, for example, you can walk up to the machine at
any time and print off your forms without having to re-send them from the PC.

This feature works in exactly the same way as the secure printing feature described earlier
in this chapter, and is available only in the Windows PostScript and PCL drivers. The
difference with job spooling is that the document is not automatically deleted from the
machine’s storage device after printing. It remains there for future use until you delete it
from the Printer Control Panel or from your PC with the Storage Device Manager utility.

NOTE
1. If this choice does not appear in the driver screens, or if it is greyed out,
check to ensure that the storage device is enabled in the printer driver.

2. This feature is not supported on Mac OS X.

Like the secure printing feature, there are three activities in job spooling:
> Sending the document
> Printing the document

> Deleting a stored document

SENDING THE DOCUMENT

Follow the same procedures as described in the section “"Sending the document” on page 17
for sending a secure document, except that on the Job Options tab in step 2, click:

> Store to HDD if you have a hard disk drive installed
> Store to SD if you have an SD card installed

& Printing Preferences
Setup | Job Optiots | Color

Jeb Type

ecure Piin
(@) Store to HOD.
@ Encypled Secure
Copies: |1 S]] CIN Y BPN 2
Sedle Job Name Setiing
O Prolj2400 100 4| Dy N
(O Fine / Detail (1200600) S vame:
@ Hignal [E00 X 500} Wt
O Draft (8002 600) (DFmi D ™ Fiequest Job Narme for each pin ob
B0 Erhance O Lendecspe L1360
Job Password:
Enter 4 digis.
(3 Cancel
W | [ ovedys.. | [ Fonts | [ Advanced.. |
Fip

PRINTING THE DOCUMENT

Follow the same procedures as described in “Printing the document” on page 18 for printing
a secure document. In this case the document will not be deleted from the storage device
after it has been printed.
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DELETING A STORED DOCUMENT

Follow the procedure as described in “Deleting a secure print document” on page 19 for
deleting a secure print document.

Like secure print documents, any other documents stored on the machine’s storage device
can also be deleted remotely from the PC using the Storage Device Manager utility.

ENCRYPTED SECURE PRINTING

Security over the network is an increasing concern for some organisations. Encrypted
secure printing allows you to send, store and print confidential documents on machines that
are shared with other users in a network environment.

Encrypting your documents before sending them to your machine will prevent unauthorised
personnel accessing confidential or sensitive information.

Print jobs are encrypted immediately before transmission to the machine, where they are
stored in an encrypted format on the storage device. The documents will remain stored and
unprinted until an authorised user authenticates the print job; decryption only happens
when the job is actually printing.

This feature requires a storage device to be installed in your machine and enabled in the
printer driver.

NOTE
1. The secure printing feature may not be available from within some PC
applications.

2. This feature is not supported on Mac OS X.

If your application software has a collate print option, turn it off otherwise encrypted
printing may not work.

As deletion is automatic, there are only two activities in encrypted secure printing:
> Sending the document

> Printing the document

SENDING THE DOCUMENT

1. If using the PCL driver, in the Setup tab choose any saved driver settings you wish
to use.

2. In the driver’s Job Options tab, click Encrypted Secure Print.

The Encrypted Secure Print window opens.

& Printing Preferences \E\ E|

Setup | Job Options

Encrypted Secure Print

© Pron2400
O Fine / Detail [1200+600]
© Hlammal (600 1 £} Ofiertation
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[ Bhoto Enhance: O Landseape [180° @Ze0ouonce

watermaks. | [ Ouetays.. | [ Fos.. | [ Advanced. ]
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7.
8.
9.

In the Encrypted Secure Print window, enter a Password for this print job:

The password must be between 4 and 12 alpha-numeric characters. Numbers 1 to 9
and letters a to z are all valid.

If you would like a prompt at the machine for the job password, click the Always
ask for password checkbox below the password entry.

Select the required erase option for your print job+
If you have a hard disk installed, select from the following options:

> No overwrite: deletes the job from the hard disk but doesn't overwrite with
data. This option is faster but less secure as the print data may be recovered.

> Zero out once: deletes the job from the hard disk and overwrites with zeros.
This option is more secure than "No overwrite" but it may still be possible to
reconstruct the print job from the hard disk.

> Multiple Random Overwrites: deletes the job from the hard disk and
overwrites it three times. This option is the slowest but the most secure.

If you have an SD Card installed, select from the following options:

> No overwrite: deletes the job from the SD card but doesn't overwrite with data.
This option is faster but less secure as the print data may be recovered.

> Zero out once: deletes the job from the SD card and overwrites with zeros. This
option is more secure than "No overwrite".

Select the Auto Erase Time-out period.

Specify a period of time (hours:minutes) during which the print job is stored in the
machine’s storage device. When this period expires, the print job is automatically
erased from the storage device.

Click OK to accept your changes.
Click OK to close the Printer Properties window.

Print your document.

PRINTING THE DOCUMENT

Follow the same procedures as described in the section “Printing the document” on page 18
for printing a secure document.

In this case you will enter your password, and the document will be erased from the storage
device depending on the options you specified in Sending the document, step 5 “Select the
required erase option for your print job:.” on page 22 when sending the document to print.

Using the printer security features > 22



OKI EUROPE LIMITED
Blays House

Wick Road

Egham

Surrey TW20 OH])
United Kingdom

Tel: +44(0) 208 219 2190
Fax: +44 (0) 208 219 2199
WWW.OKIEXECUTIVESERIES.COM

07087601 iss.4



	Preface
	Contents
	Notes, cautions and warnings
	Document security
	Glossary
	Setting the security
	Accessing the web page
	Adjusting the security settings
	Protocol on/off
	Panel lockout
	IP filtering
	MAC address filtering
	SSL/TLS
	IPSec
	Password configuration


	Using the printer security features
	Secure printing
	Sending the document
	Printing the document
	Deleting a secure print document

	Store to storage device
	Sending the document
	Printing the document
	Deleting a stored document

	Encrypted secure printing
	Sending the document
	Printing the document




<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /All
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJDFFile false
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 300
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 300
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile ()
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /Description <<
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000500044004600206587686353ef901a8fc7684c976262535370673a548c002000700072006f006f00660065007200208fdb884c9ad88d2891cf62535370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef653ef5728684c9762537088686a5f548c002000700072006f006f00660065007200204e0a73725f979ad854c18cea7684521753706548679c300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /DAN <>
    /DEU <>
    /ESP <>
    /FRA <>
    /ITA <>
    /JPN <>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020b370c2a4d06cd0d10020d504b9b0d1300020bc0f0020ad50c815ae30c5d0c11c0020ace0d488c9c8b85c0020c778c1c4d560002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken voor kwaliteitsafdrukken op desktopprinters en proofers. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /PTB <>
    /SUO <>
    /SVE <>
    /ENU (Use these settings to create Adobe PDF documents for quality printing on desktop printers and proofers.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /ConvertColors /NoConversion
      /DestinationProfileName ()
      /DestinationProfileSelector /NA
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /MediumResolution
      >>
      /FormElements false
      /GenerateStructure true
      /IncludeBookmarks false
      /IncludeHyperlinks false
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles true
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /NA
      /PreserveEditing true
      /UntaggedCMYKHandling /LeaveUntagged
      /UntaggedRGBHandling /LeaveUntagged
      /UseDocumentBleed false
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice


