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PREFACE

Every effort has been made to ensure that the information in this document is complete,
accurate, and up-to-date. The manufacturer assumes no responsibility for the results of
errors beyond its control. The manufacturer also cannot guarantee that changes in software
and equipment made by other manufacturers and referred to in this guide will not affect
the applicability of the information in it. Mention of software products manufactured by
other companies does not necessarily constitute endorsement by the manufacturer.

While all reasonable efforts have been made to make this document as accurate and helpful
as possible, we make no warranty of any kind, expressed or implied, as to the accuracy or
completeness of the information contained herein.

Copyright © 2013 Oki Data Corporation

OKI is a registered trademark of Oki Electric Industry Co., Ltd.

Microsoft, MS-DOS and Windows are registered trademarks of Microsoft Corporation.
Apple, Macintosh, Mac and Mac OS are registered trademarks of Apple Inc.

Other product names and brand names are registered trademarks or trademarks of their
proprietors.
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NOTES, CAUTIONS AND WARNINGS

NOTE
A note provides additional information to supplement the main text.

CAUTION!

A caution provides additional information which, if ignored, may
result in equipment malfunction or damage.

A warning provides additional information which, if ignored, may
result in a risk of personal injury.

Specifications subject to change without notice. All trademarks acknowledged.
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DOCUMENT SECURITY

Document security can be breached in many ways. Some are obvious and can be remedied
quite easily;

> Unattended documents left in a printer’s output tray. Even one connected “one-to-
one” with a computer.

> Worse still, unattended documents left in a networked printer’s output tray, for all to
seel

> Personnel possessing confidential documents off-site.
Other security risks may not be so obvious.

As printers and multi-function products become more sophisticated so must the security
measures to ensure your valuable data is kept secure.

If left unprotected, access to records can be achieved via a networked machine. On-board
storage devices may contain confidential data such as PIN numbers, personnel names and
IP addresses as well as raw text.

Your machine has a number of valuable features which, when enabled, reduce the risk of
security breaches.

The following chapters guide you through the initial set up and also explain how you use
the secure printing features.

GLOSSARY

IP Internet Protocol

MAC Address Media Access Control Address
PIN Personal Identification Number
SSL Secure Sockets Layer

TLS Transport Layer Security
Storage device Hard disk drive (HDD) or SD card
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SETTING THE SECURITY

Although, in most cases, it is possible to program your machine via the operator panel, the
most effective way is via the web page.

NOTE

Example screenshots are used throughout this manual and as such may not
represent the screens displayed for your machine. Some of the features shown
on the example screenshots may not be available on your machine.

ACCESSING THE WEB PAGE

Type the IP address of the machine in the URL field of your browser and then press Enter.
The machine web page appears. For example: http://192.168.1.2

OKI

PRINTING SOLUTIONS

Toner Remain :

#Printer Status epant Sag
*PHnter SuUmmary Refresh magents: DN | 0%
2K trrork S Yellon: E— 30%
Black: — | 0%
» Job List il g
% Print Printer Information Print Service Enabled
» Links Printer Name OKI-XXXXX -CBOEA4 LPR @
IP Address 192.168.1.2 Port9100 [ ]
i balor ooin MAC Address 00:80:87:CB:0E:A4 FTP O
Printer Location PP O
Printer Serial Number AA71009812 NetWare @
. PServer
Printer Asset Number
Contact Name :::i\xla‘:f O
- Administrator
EtherTalk ]
Trayl A4 LEF NetBEUI @
MPTray A4 SEF
Duplex Installed Setting Service  Enabled
Hard Disk Installed il ©®
Memory 256 MB WEB @
Telnet O
Version Information
NetBEUI @
cu E1.03
PU 00.00.32
Network Firmware 06.51
Web Remote W6.51
Web Language W6.51
Copyright (c) 2006 Oki Data Corporation, Al rights reserved,
&1 hepfraw, akipriningsalutions, comf & Irternet

Setting the security > 6



ADJUSTING THE SECURITY SETTINGS

You must log on as the administrator to adjust the security settings.

NOTE

The Administrative Settings are blocked by a password. Refer to your user

documentation for the factory default settings.

It is recommended that the system administrator creates a new password,

refer to "Password configuration” on page 15.

Click Administrator Login.

Enter the correct user name and password.

Click Login.

The initial administration entry screen is displayed.

PRINTING SOLUTIONS

Setup Printer

This is the first lagin ta the printer web page.
If you would like to perfarm basic setup of the device, please complete the fields, and
press "0OK". Otherwise press "SKIP"

Printer Identification

Printer Name |OKI-XXXXX-CBOEA4 | (an, 34characiars)

This is the devices identity on the network (sysMame, and Printer
Hame).

The Printer Name can be applied to the following by checking the boxes:
[ MetWare Print Server Name

[] NetWare Printer Name

[0 EtherTalk
short Printer Name | X000K-CeOEA4 E(MaX 1Scharacters)
This iz Printer Mame for WINS and NetBELL A maximumn of 15
characters can be usad (alphafnumeric characters and '-" are
acceptable,
Printer Location [ | (Max.255 characters)
Printer Asset Number ‘ ‘ (Max.8 charactars)

Contact Name I

1
| (Max. 255 characters)

TCR/IP ENABLE
NetBEUI B
Netware B

EtherTalk [eneeie v

OK SKIP Do not show this page again.

=
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4. Click Skip to navigate to the main menu page.

OKI

PRINTING SOLUTIONS

Toner Remain

‘#Printer Status Refrash cysn: M | s0%
Printer Information ONLINE Magenta: MMM | 30%
o Status Window | vailon: S | 09
*Supplies Black: —| 30%
T e Printer Information Print Service Enabled
ALeness Printer Name OKI- XXXXX -CBOEA4 LPR @
*IEEE802.1X
1P Address 192.168.1.2 Port9100 @
sTCR/IR
MAC Address 00:80:87:CB:0E:A4 FTP @]
*NetBEUT
Printer Location PP (@)
-1PP
Printer Serial Number AA71009812 NetWare ®
S0 PServer
s Printer Asset Number
mail
Contact Name bt ane O
eNetWare P RPrinter
- Administrator
sEtherTalk EtherTalk [}
i Trayl A4 LEF e ®
Maintenance BIELEDY LSl T r—
etting Service  Enable
» Printer Duplex Installed
o Hard Disk Installed BAR @
» Networl
Memory 256 MB WEB @
» Job List Telnet (&}
Vel nform,
» Print NetBEUI @
cu E1.03
» i
secunty PU 00.00.32
» Maintenance Network Firmware 06.51
» Links Web Remote W6.51
Web Language W6.51
Copyright {c) 2006 Oki Data Corparation. All rights reserved.
&] pore & Internet
5. From the left hand menu select Security.
FRINTEG G
v s baapat) 1
= Printar
TCRFIF Enabia
g =
Lt el MEtBEUI Dizable v
# Job List
MetRIOS ower TOP Enable *
n Print ;
MetWrare Disable =
T .. Satie B
v iR e e s G AR RS A L
SHAL Addrase Filkturng Enabla |+
axsL s Wah [Poet ka1 B0 IF “DISABLE, yoou £an nak acesaz from your Wab brouzar,
ard, you can ret prink with WEl-port
RS,
o TPF {Powt Mo, c 831) Disahle =
wthange Adenin Fasswand -
Teinet Dizable
SChangs Mutmork Passvword
FTi Disable =
= Mainkannce
= SMMP Enable =
= Links
POR Disable
SMNTP Disable w
Submit Cancel Prass Submit to send changes. Press Cancel to chaar changes.
] Done: e Local intranst

Refer to the following chapters for instructions on how to set your security preferences.

NOTE
High level instructions are given, for more details refer to the information on
screen.
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PROTOCOL ON/OFF

To set up the security protocol:

1.

2.
3.
4.

From the left hand panel select Protocol ON/OFF.

OKI

FRIST®O FOLUTIONS

o Btatus
o P
@ Network
@ Job List

o Print

TP Filtasing

#MAL Address Hitenng
SEELTLE

L

i hange Adein Fagswand
#Thangs Mutmork Fessword
= Mainkannnce

@ Links

] oone

TCRSIR
MNetEEUT

MetB 0% gwer TOR
MetWare

EtherTalk

Enabia

Disable v
Enable
Disanle =

Disable ~

Wl (Port ko i BD)

TPP (Powt Mo, 6310)
Teinet

FI

SHMP

pop

SNTR

Enable |
IF “DISABLE", voou can nak accsas from your Wab brousar
srd, you can rek prink with WEL-port

Disanle
Disable
Disable »
Enable =
Disahle v

Disable v

Submit Cancel

Prass Submi to =end changes. Press Cancel bo claar changes.

Input the port humbers as appropriate.

Click Submit to save the changes or Cancel to exit.
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PANEL LOCKOUT

To activate the lockout facility on the printer control panel:

1.

2.
3.

From the left hand panel select Panel Lockout.

OKI

» Status
» Printer
» Network
» Job List
» Print

sProtocol ON/OFF

oIP Filtering

SMAC Address Filtering

es5L/TLS

ePassword Configuration
» Maintenance

» Links

PRINTING SOLUTIONS

Operator Panel Lockout

Lock printer's operator panel to prevent menu changes [unLock |

Submit Cancel

Press Submit to send changes. Press Cancel to dear changes

&1 hitp:#/10.18.207. 115 lock.btm

From the drop down menu select LOCK.

Click Submit to save the changes or Cancel to exit.
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IP FILTERING
To enable IP filtering:
1. From the left hand panel select IP Filtering.

PRI SOLUTHINS
» Btatus
1P Filtering
# Printar
STEPL. Select IP Filtering Settings.
e b IP Filtering Disabia ¥
# Job List CAUTIONI IF o set 19 Filtesing 1o Enable, you can
acgess the grinkar ondy from hosks &L 1P Addresses set
= Print in STEPZ,
STEP?. et 1P Adiress range. %
*Protocal OH/OFF Ertar the ranges of tha host 1P sddressas and parmissions to prat o, ar configues
T the printaer.
=P F‘M"‘I Complete ! valid [P &ddresses orly. Walue of 0.0.0.0 = an irvalid address.
Brigrities £50 ba given bo detarming grécedencs when owarleppng rénges of
HALEL A P adiresses are used,
ASHLTLE GCALTIaRI]
PR T When cheddox of 'Config*is not marked, you can not prnt with 'WEDeport.
athange Adein Password Admin [P Addeags, ¥ 58t in STEP 2, overides &l configuration setsngs in this sadion,
% 3 1P Address Ranpgs A
#thangs Mutmork: Password Priariy | ARdress Ranga Printing ‘Caoni
et o Start address Erdl Acdress e
= Mainlenanca
Liow 1 0.0.0.0 0.0.00 ]} O
# Links
z 0.0.0.0 0.0.0.0 g le
3 0.0.0.0 n.0.0.0 [m] m]
Submit Cancel Prass submit ta sond changes. Pross Cancel to claar changes,
#l % Local infranet

2. From the drop down menu select ENABLE.
3. Input the range of host IP addresses and set permissions in the main table.

4. Click Submit to save the changes or Cancel to exit.
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MAC ADDRESS FILTERING
To enable MAC address filtering:
1. From the left hand panel select MAC Address Filtering.

FRINTNG GOLLUTHINS
w Etatus
MAC Address Fillaring
o PHtar -
STEPL, Select MAC hddress Filtering Selttings
# Retwork e
* Job List MAC Address Filtering CAUTICH I you 56T MAC Address Fitering Lo Enable,
B wou will only Be able to atass the pinter from devices:
» Print With MAC AdCrasseE set in STEPZ and STEPE,
m STEPZ, Set Filtering MAC fuldress
Commumnication from the Ty
ekl T AL Folloveing MAC Addresses =
SR ERsnin MAC addrass MAC addrass
B e 1 00: 00! 031 00:00: 00 26 00: 00! 00: =00 00
SERLSTLE
z 00: 00: 03:00: 00: 00 =7 00: 00: 00: £A-00: 00
ATFSas
3 00 00 O s 00=00: 00 o9 00 00: 00 00=00: 00
#Change Adenin Pacsword
PR 4 00 000 0 005 00 00 ] 0% 00 00: 00:00: 00
O 5 0 10: 072 00 0: 00 ) a0 102 00 £a-0: A0
# Links o 00: 00: 02:00:00: 00 =1 00:00: 00: 0A200: 00
T 0; 00: G s 00 00; a0 =2 00; 00; 00: 00-00: 00
A N0 (10 (000 (0 N0 5] 0 0 N B=A0E NN
Submit Carcel Prass Submi to =end changes. Press Cancel ba claar changes.
] Done S nocal intranst

2. From the drop down menu select ENABLE.

3. From the second drop down menu select ACCEPT.
4. Input the MAC addresses in the main table.
5

. Click Submit to save the changes or Cancel to exit.
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SSL/TLS
To enable SSL/TLS encryption:
From the left hand panel select SSL/TLS.

1.

OKI1

FRINTD FOLUTHONS

= Status
= Printar
= Network
# Job List

o Print

#Protocol OH/OFF

TP Filtasing

#MALC Address Hitunng
LT

L

Wi hange Adoin Fagswand
#Changs Mutmork Fessword
= Mainkanancs

@ Links

48] favasripto(o)

Encrypiion of "Configuration™ and “Print™

V0w Gan 28 SELTLE for data encryotion
Ciphar Sebting:
SELTLS can antrypt bath Printer Configuration ¥ia tha wobpage and Print Data whien
printing wia “IPF*.
STEP1. To enable encrypbon, tum “"SSLITLS = Enable”.
If “Enable”, you can not prnt with WSD-po,

5L fTLS: hel {C- 3

L gagl Sgming

STEPZ. Creste s Cartficats
& Using self-signed Certificate
o

Using & Cerificate wibich a Certification Authority sigmed GF
Fate: Purchasa is raguared for signed Cartificate,

Plaase provide the folowing infarm aton *fecuirad
Mamp Evampha WValua

Aleo bnawn as LAL, tha

Cammon fName is

the fuly guaslified domain :

name [FLDH) .

used for DMS Iookugs of your

prinkar,

1 Common Same

Tl rurn murin b roemn

Pross O 1o send change= Press Cancel fo cleoar changes.

ﬂ Cancel

From the drop down menu select ENABLE.

e Local intranst

NOTE

Click icon for an explanation of the options available.

Click the Cipher Level Setting link.

Select the level setting from the drop down menu options:

> Strong
> Standard
> Weak

Click OK to confirm.

Select the required option from Step 2: Create a Certificate.

NOTE

Click icon for an explanation of the options available.

Input the required information into the main table.

If required, update the following information:

> Key Exchange Method

> Key Size

Click OK to save the changes or Cancel to exit.
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IPSEC

To enable IPSec encryption:

1.

® N O U A WN

From the left hand panel select IPSec.

OKI

FRIMTEG LTINS

b S itisrsttieeest s ot P sevpepibes,
o P
phviow STEPL, IPSec
# Ntk IPSee 4
Al STEPZ, 1P Address Settings
w Pt (Exampla: "192,160,0,2 ")
Completa ¢ valid [P Addrasses ondy, Walua of 00,000 s 30 invalid addrass,
FEcurily
1P acddress IP address
#rotocnl OH/OFF
1 0.0.0.0 26 0.0.0.0
TP Filtaving
2 0.0.0.0 ar a.0.0.0
HMAL Address Fil burnng
e 3 0.0.0.0 28 0.0.0.0
#TPGec i LB 29 0.0.00
athange Adein Password 5 0.0.0.0 an 0.0.0.0
#thangs Nutmark: Paseword 5 0.0.0.0 a1 0.0.0.0
= Maintanancs 7 0.0.0.0 az a.0,0.0
il g 0000 a2 0.0.0.0
] 0.0,0.0 4 2.0.0.0
m Mﬂn{:\d Prass Submit ta send changes. Press Cancel ta claar changes.
oo % Local iniranet.

From the drop down menu select ENABLE.

Enter valid IP Addresses in the STEP2. IP Address Settings table.
Update the Phase 1 Proposal Settings as required.

Enter the Pre-Shared Key Settings (max. 64 characters).

Update the Key PFS Settings as required.

Update the Phase 2 Proposal Settings as required.

Click Submit to save the changes or Cancel to exit.
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PASSWORD CONFIGURATION

To change the administrator password:

1.

1.

OKI

From the left hand panel select Admin Password.

FAITRG S LTS

# Status
= Prntar
# Natwork
= Job List

# PNt

*Protocol OMSOFF

SR Filtaving
araAC Address Filbaring
SEELITLE

ATPas

*thangs Mutmork Paswword

= Maintenance

Admin Passvord

Mevr admin Password

Verify Admin Passvrord

(612 charsctars)

= Limks
Submit | Cancel Prass Submit to send changes, Press Cancel 0o clear dhanges,
& oone N necal intrait
Enter your new password.
Enter your new password again to confirm.
Click Submit to save the changes or Cancel to exit.
To change the network password:
From the left hand panel select Change Network Password.
OKI
# Status
Metwork Passyord
= Printar
Mew Mebwark Password M1 arE)
= Watmork
bl Warify Metwork Password iMa )
Pt
*Protocl OM/OFF
AMAG Address Filtarng
AERLTLS
e
- Mnlnl.enan.
= Links
Submit Cancel Prass Submit to send changes. Press Cancel to chear changes.
4] mone S vocal intranst

2.
3.

4.

Enter your new password.

Enter your new password again to confirm.

NOTE

Maximum 15 characters.

Click Submit to save the changes or Cancel to exit.
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USING THE PRINTER SECURITY FEATURES

NOTE

Example screenshots are used throughout this manual and as such may not
represent the screens displayed for your machine. Some of the features shown
on the example screenshots may not be available on your machine.

SECURE PRINTING

Secure printing allows you to print confidential documents on machines that are shared
with other users in a network environment.

The document does not print until a PIN (Personal Identification Number) is entered
through the control panel. You must go to the machine and enter the PIN.

This feature requires a storage device option to be fitted to your machine and enabled in
the printer driver.

If there is not enough space for the spooled data, a "Disk Full” message displays, and only
one copy prints.

NOTE
1. The secure printing feature may not be available from within some PC
applications.

2. This feature is not supported on Mac OS X.

If your application software has a collate print option, turn it off otherwise secure printing
will not work.

There are three parts in secure printing:

> “Sending the document” on page 17

> “Printing the document” on page 18

> “Deleting a secure print document” on page 19
NOTE
The menu buttons on your machine’s control panel vary depending on the
model.

For illustration purposes we will demonstrate the Printing and Deleting
procedures using the +/- and Enter buttons; your machine may have Up/
Down and Return arrow buttons instead however the procedure is identical.

If your machine has a touch screen and numerical keypad buttons, the
principle is basically the same; press the Print button to access the print
menu options. There are on-screen instructions to guide you through the
process.
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SENDING THE DOCUMENT

1. If using the PCL driver, in the Setup tab choose any saved driver settings you wish
to use.

2. In the driver’s Job Options tab, click Secure Print.

The Job PIN (Personal Identification Number) window opens.

&Printing Preferences

Setup | dob Optons | Color |

O Fine / Detal (12004600)
@ HNomal (600 ¥ 600}
O Dratt (500  600)

[ Bhota Enhance

[watermarks.. | [ Owetaps. | [ Fonts. | [CAdvanced. |

ok ][ Cancel | [ hep ]

3. If the PIN window does not open, click the PIN button.
4. In the Job PIN window, enter a name for this print job.
The name may be up to 16 alpha-numeric characters.

5. If you would like a prompt at the machine for the job name, click the Request...
check box below the name entry.

6. Enter a number from 0000 to 9999 in the PIN box.

Your PIN must be unique on this machine. Each user should be allocated a PIN by the
system administrator.

7. Click OK to accept your changes.

NOTE
Leave the number of copies set to one. You can increase the copy count from
the operator panel when you print the document.

8. Click OK to close the Printer Properties window.
9. Print your document.
The print job will be sent to the machine, but will not print at this time.
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PRINTING THE DOCUMENT

NOTE
The menu buttons on your machine’s control panel will vary depending on the
model.

For illustration purposes we will demonstrate the following procedure using
the +/- and Enter buttons; your machine may have Up/Down and Return
arrow buttons instead however the procedure is identical.

If your machine has a touch screen and numerical keypad buttons, the
principle is basically the same,; press the Print button to access the print
menu options. There are on-screen instructions to guide you through the
process.

Your secure print job is printed using the control panel on the front of the machine.

1.

Now s uwN

When the machine is idle, use the +/- buttons to select the PRINT JOB menu, then
press ENTER.

Select ENCRYPTED/STORED JOB.

Use the +/- buttons to enter your PIN. Press ENTER after each digit.

If necessary, use the +/- buttons to highlight the pPrINT option.

Press ENTER to confirm you wish to print the document.

Use the +/- buttons to select the number of collated copies you require.

Press ENTER to print your document.

NOTE
It is also possible to print and delete secure documents remotely from your PC
using the Storage Device Manager utility.
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DELETING A SECURE PRINT DOCUMENT

NOTE
The menu buttons on your machine’s control panel will vary depending on the

model.

For illustration purposes we will demonstrate the following procedure using
the +/- and Enter buttons; your machine may have Up/Down and Return
arrow buttons instead however the procedure is identical.

If your machine has a touch screen and numerical keypad buttons, the
principle is basically the same,; press the Print button to access the print
menu options. There are on-screen instructions to guide you through the
process.

If you change your mind about printing a secure document, you can delete it from the
machine’s storage device without printing it first.

1.
2.
3.

Follow steps 1 to 3 in the above procedure for printing the document.
Use the +/- buttons to highlight the DELETE option and press ENTER.

If necessary, use the +/- buttons to highlight the YEs choice, and press ENTER to
confirm the deletion.

Your document is deleted from the machine’s storage device without printing.

NOTE
It is also possible to print and delete secure documents remotely from your PC

using the Storage Device Manager utility.
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STORE TO STORAGE DEVICE

This feature allows print jobs to be created on the PC and stored on the machine’s storage
device for printing on demand. This is good for forms, generic memos, letterhead,
stationery, etc.

If you use this feature for standard forms, for example, you can walk up to the machine at
any time and print off your forms without having to re-send them from the PC.

This feature works in exactly the same way as the secure printing feature described earlier
in this chapter, and is available only in the Windows PostScript and PCL drivers. The
difference with job spooling is that the document is not automatically deleted from the
machine’s storage device after printing. It remains there for future use until you delete it
from the Printer Control Panel or from your PC with the Storage Device Manager utility.

NOTE
1. If this choice does not appear in the driver screens, or if it is greyed out,
check to ensure that the storage device is enabled in the printer driver.

2. This feature is not supported on Mac OS X.

Like the secure printing feature, there are three activities in job spooling:
> Sending the document
> Printing the document

> Deleting a stored document

SENDING THE DOCUMENT

Follow the same procedures as described in the section “"Sending the document” on page 17
for sending a secure document, except that on the Job Options tab in step 2, click:

> Store to HDD if you have a hard disk drive installed
> Store to SD if you have an SD card installed

& Printing Preferences
Setup | Job Optiots | Color

Jeb Type

ecure Piin
8 (@ storeto HDD
@ Encypled Secure
Copies: |1 C [HLN |, BPN 2
Sedle Job Name Setiing
O Prolj2400 100 4| Dy N
(O Fine / Detail (1200600) S vame:
@ Hignal [E00 X 500} e
O Draft (8002 B00) (AFes D ™ Fiequest Job Narme for each pin ob
B0 Erhance O Lendecspe L1360
Job Password:
Enter 4 digis.
(3 Cancel
W ] [ ovelys.. | [ Fonts | [ Advanced.. |
Fiop

PRINTING THE DOCUMENT

Follow the same procedures as described in “Printing the document” on page 18 for printing
a secure document. In this case the document will not be deleted from the storage device
after it has been printed.
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DELETING A STORED DOCUMENT

Follow the procedure as described in “Deleting a secure print document” on page 19 for
deleting a secure print document.

Like secure print documents, any other documents stored on the machine’s storage device
can also be deleted remotely from the PC using the Storage Device Manager utility.

ENCRYPTED SECURE PRINTING

Security over the network is an increasing concern for some organisations. Encrypted
secure printing allows you to send, store and print confidential documents on machines that
are shared with other users in a network environment.

Encrypting your documents before sending them to your machine will prevent unauthorised
personnel accessing confidential or sensitive information.

Print jobs are encrypted immediately before transmission to the machine, where they are
stored in an encrypted format on the storage device. The documents will remain stored and
unprinted until an authorised user authenticates the print job; decryption only happens
when the job is actually printing.

This feature requires a storage device to be installed in your machine and enabled in the
printer driver.

NOTE
1. The secure printing feature may not be available from within some PC
applications.

2. This feature is not supported on Mac OS X.

If your application software has a collate print option, turn it off otherwise encrypted
printing may not work.

As deletion is automatic, there are only two activities in encrypted secure printing:
> Sending the document

> Printing the document

SENDING THE DOCUMENT

1. If using the PCL driver, in the Setup tab choose any saved driver settings you wish
to use.

2. In the driver’s Job Options tab, click Encrypted Secure Print.

The Encrypted Secure Print window opens.

& Printing Preferences \E\ E|

Setup | Job Options

Encrypted Secure Print

Q Pron2400
O Fine / Detail [1200+600]
© ol [0 1 £} Ofientation
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7.
8.
9.

In the Encrypted Secure Print window, enter a Password for this print job:

The password must be between 4 and 12 alpha-numeric characters. Numbers 1 to 9
and letters a to z are all valid.

If you would like a prompt at the machine for the job password, click the Always
ask for password checkbox below the password entry.

Select the required erase option for your print job+
If you have a hard disk installed, select from the following options:

> No overwrite: deletes the job from the hard disk but doesn't overwrite with
data. This option is faster but less secure as the print data may be recovered.

> Zero out once: deletes the job from the hard disk and overwrites with zeros.
This option is more secure than "No overwrite" but it may still be possible to
reconstruct the print job from the hard disk.

> Multiple Random Overwrites: deletes the job from the hard disk and
overwrites it three times. This option is the slowest but the most secure.

If you have an SD Card installed, select from the following options:

> No overwrite: deletes the job from the SD card but doesn't overwrite with data.
This option is faster but less secure as the print data may be recovered.

> Zero out once: deletes the job from the SD card and overwrites with zeros. This
option is more secure than "No overwrite".

Select the Auto Erase Time-out period.

Specify a period of time (hours:minutes) during which the print job is stored in the
machine’s storage device. When this period expires, the print job is automatically
erased from the storage device.

Click OK to accept your changes.
Click OK to close the Printer Properties window.

Print your document.

PRINTING THE DOCUMENT

Follow the same procedures as described in the section “Printing the document” on page 18
for printing a secure document.

In this case you will enter your password, and the document will be erased from the storage
device depending on the options you specified in Sending the document, step 5 “Select the
required erase option for your print job:.” on page 22 when sending the document to print.
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